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This document is specifically written for HQ IT POCs, Administrative POCs, COTRs, and others who perform onboarding functions at NASA Headquarters.  It is important to follow these steps in order to ensure personnel are properly vetted, equipment is issued, and permissions are granted in a timely manner.  

Below is a high-level overview; A detailed checklist can be found on page 3.

On-Boarding Overview

	Step
	Description
	Application Required
	Details

	1
	Create NASA Identity and Request NASA Sponsor
+ See Notes
	IdMAX/ Identity Management
https://idmax.nasa.gov

	For civil servants, this is done by HR. 
For all other person types, this is done by the IT POC, Admin POC, or COTR. For specific instructions on how to create identities for all other person types, visit the EPSS Web portal: https://epss.nasa.gov/gm/folder-1.11.8483 and choose the appropriate person type.

	2
	Request Workspace, HQ Standard Account,etc.
	IdMAX/NAMS
https://idmax.nasa.gov 
	[bookmark: _GoBack]Search for “bundled” and choose either “HQ Civil Servant Bundled Request” or “HQ Contractor Bundled Request.”

	3
	Request Token
	IdMAX/NAMS
https://idmax.nasa.gov 
	Search for “token” and choose Agency RSA SecurID Token (new version).”
NOTE:  For Detailees to HQ only, you must also request HQ VPN Remote Access.

	4
	Request IT equipment
	ESD/Order Services
https://esd.nasa.gov 
	Order computer, mobile device (if applicable), and desk phone



Notes on creating a NASA identity and selecting a sponsor:

The process is different for specific groups of personnel.
For Civil Servants:  This step is completed automatically during the HR onboarding process.  Proceed to step 2.
For Contractors, Interns and Temporary employees:  Use the “Creating a NASA Identity” process - instructions: 
https://epss.nasa.gov/gm/folder-1.11.469747?originalContext=1.11.8483
              --- OR ---
For Remote Users:  Use the “Invitation” process – instructions:
https://epss.nasa.gov/gm/folder-1.11.469816?originalContext=1.11.8483  
	Remote Users are users who will not report onsite to a NASA Center and are outside of a 50 mile radius of any NASA Center.




For Foreign Nationals: Use the “Create/Modify a Foreign National Identity” process – instructions:
https://epss.nasa.gov/gm/folder-1.11.469835?originalContext=1.11.8483
	The processes shown above communicate to NASA Security the type of badge and security investigation that is needed for the individual being onboarded.





Note that the employee must be sponsored before they move on to the investigation portion of the onboarding process. 
For Civil Servants:  This is done automatically during the HR onboarding process; proceed to Step 2.
For Contractors, Interns, and Temporary employees:  This occurs during the identity creation process (the sponsor is identified using the Affiliation tab and the sponsor is notified automatically by IdMAX that a request is pending their approval).
For Foreign Nationals:  This occurs during the “Create/Modify a Foreign National Identity” process.



[bookmark: notes][bookmark: checklist]Detailed Checklist for Onboarding New Personnel

	Org ID:

	Employee Name:
	First Day of Work:

	Identity/Security

	Yes
	No
	N/A
	Item
	Application Used
	Notes

	
	
	
	Create Identity 
	IdMAX/Identity Management
	Non-Civil Servants only; HR does this otherwise

	Workspace

	Yes
	No
	N/A
	Item
	Application Used
	Notes

	
	
	
	Workspace
	IdMAX/NAMS (search “Bundled”)
	

	
	
	
	Office Keys
	IdMAX/NAMS (search “Bundled”)
	

	IT Account Access and Other Services

	Yes
	No
	N/A
	Item
	Application Used
	Notes

	
	
	
	HQ Standard Account
	IdMAX/NAMS (search “Bundled”)
	May be requested as a standalone item.

	
	
	
	NOMAD Exchange Mailbox
	IdMAX/NAMS (search “NOMAD Exchange Mailbox”)
	Requested during the Identity Creation process, or as a standalone item.

	
	
	
	Basic Active Directory Account (NCAD)
	IdMAX/NAMS (search “NCAD”)
	Requested during the Identify Creation process, or as a standalone item.

	
	
	
	Token (Secured)
	IdMAX/NAMS (search “Agency RSA SecurID Token”)
	

	
	
	
	HQ VPN Access
	IdMAX/NAMS (search “HQ VPN”)
	Required for Detailees only

	
	
	
	Fare Subsidy
	IdMAX/NAMS (search “Bundled”)
	Civil Servants only

	
	
	
	Parking Subsidy
	IdMAX/NAMS (search “Bundled”)
	Civil Servants only

	
	
	
	Purchase Card
	IdMAX/NAMS (search “Bundled”)
	Civil Servants only

	
	
	
	Travel Card
	IdMAX/NAMS (search “Bundled”)
	Civil Servants only

	
	
	
	Calling Card
	IdMAX/NAMS (Search “Bundled”)
	

	
	
	
	Library Card
	IdMAX/NAMS (Search “Bundled”)
	

	IT Equipment

	Yes
	No
	N/A
	Item
	Application Used
	Notes

	
	
	
	Computer Seat
	ESD/Order Services
	

	
	
	
	Mobile Device Seat
	ESD/Order Services
	

	
	
	
	Desktop Phone Seat
	ESD/Order Services
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