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 Passwords 

Keep your passwords in a secure 
place, and out of plain sight. Don't 
share them on the internet, over 
e-mail, or on the phone. Your Internet Service Provider 
(ISP) should never ask for your password. 

To store passwords in a file, use a FIPS 140-2 
compliant password manager from a reputable 
company. 

Whenever entering a password on a Web page, be 

sure that the page is secure. Examples: https,   

In addition, hackers may try to figure out your 
passwords to gain access to your computer. To make 
it tougher for them: 

 A strong password contains 12 characters, includes 
at least one special character (e.g. !, @, #, $) and at 
least one character from each of the other three 
character sets: uppercase, lowercase, numerals. 

 Avoid common words: some hackers use programs 
that can try every word in the dictionary. 

 Don't use your personal information, your login 
name, or adjacent keys on the keyboard as 
passwords. 

 Change your passwords regularly (at a minimum, 
every 60 days). 

 Use a different password for each online account 
you access. 

 Don’t use blank passwords. 

 User Accounts 

Both Windows and the Mac OS give you the capability 
to create both standard/limited and administrator 
accounts.  Because viruses and other security threats 
are most harmful when using your computer logged 
into the system as an administrator, it’s best to use the 
standard/limited account for everyday use. 

For best results, create a ”Standard” (Mac, Windows 
7, Windows Vista) user account with limited privileges.  
This will help protect against security problems. 

The Limited/Standard account:  

 Limits installation of programs and modification of 
security settings; those that can be installed are 
installed in the user context. 

 Reduces the risk of a threat installing malicious 
programs on your system. 

 Limits one user from doing anything that can affect 
other users of the computer. 

The Administrator account should only be used to 
install/remove programs, modify settings, and 
troubleshoot problems. It presents a high security risk 
if your computer is compromised when you are logged 
in with this account. 

 Operating System  

Use only a vendor-supported OS to ensure that you 
receive patches for known vulnerabilities. Because XP 
is no longer supported, XP users are encouraged to 

upgrade to a vendor-supported OS, or refrain from 
using XP with the internet. 

 Antivirus Software 

Antivirus software is a computer program 
that can detect, prevent, quarantine, and 
remove malicious programs from your 
computer. 

Purchase and install antivirus software that detects the 
latest viruses and malware, allows automatic updates, 
and permits customizable system scans. 

 Most Internet security vendors offer “Security 
Suites” (recommended!), which include antivirus, 
anti-spyware, anti-spam, IM (instant messaging) 
security and firewall software. The benefits of 
purchasing a “suite” are cost savings, single-vendor 
and good tool integration. 

 NASA offers FREE antivirus software to employees.  
Visit the Software Home Use Web page to learn 
about Symantec products for home: 
https://aces.ndc.nasa.gov/subnav/software.html  

Configure antivirus software to auto-protect, perform 
automatic updates, scan all file types, scan e-mail 
attachments, and scan the system daily. 

 System Scans 

System scans are a function of your 
antivirus software and should be run on 
a regular basis. Don’t forget to also scan 
external storage devices, such as USB “flash” drives.  
Configure your antivirus software to scan all files and 
folders at a regular interval (daily).  Preferably, 
configure these scans during times of least 
productivity.  By default, some antivirus software is 
only configured to run on a subset files and folders.   

 Firewalls 

A firewall helps keep hackers from using 
your computer to send out your personal 
information without your permission. While anti-virus 
software scans incoming e-mail and files, a firewall is 
like a guard, watching for outside attempts to access 
your system and blocking communications to and from 
sources you don't permit. 

Ensure your system is equipped with a personal 
firewall.  Operating system firewalls are included with 
Windows 7 and Mac OS X.  There are also third-party 
firewalls, including (e.g. ZoneAlarm, Norton, and 
BitDefender).  Be sure to keep third-party personal 

Every system connected to the Internet is 
susceptible to a wide array of threats, including 
viruses, worms, Trojans, spyware, malware, denial 
of service attacks, unauthorized access, phishing, 
and spam. 

So how do you protect yourself from hackers and 
their attempts to compromise your system and 
steal your information?  We’ve come up with 12 
things you can do to protect yourself from most 
Internet threats. 

 

https://aces.ndc.nasa.gov/subnav/software.html


firewall subscriptions current and configure them to 
receive updates automatically.  In addition, be sure to 
change the default administrative password. 

Additionally, enable firewalls embedded in your 
network router and wireless router.  Enabling the 
router firewall adds another level of protection.  
However, be mindful of how you configure it because it 
can add complexity. 

 Software Updates 

Software bugs and vulnerabilities are 
continuously being discovered and could 
make your system susceptible to compromise.  
Keeping your system updated is a great way to ensure 
you are running the latest secure version of software. 

To avoid running vulnerable software: 

 Configure the Windows operating system to 
automatically download and install software/security 
updates. 

 Configure all non-Windows software (e.g., personal 
firewall, antivirus, photo authoring tools, games) to 
check for new updates and install them when they 
become available. 

 

 Safe Browsing 

There are many sites on the Internet that attempt to 
steal your information by downloading malicious 
software in the background, fooling you into entering 
private information onto fake Web sites.  

To protect yourself:  

 Install an Internet Security Suite that scans 
attachments and your system. 

 Ensure “secure” sites use HTTPS (ending 
in “S”) and have the SSL icon at the bottom 
of the page. 

 Do not open suspicious error dialogs from within in 
the browser or accept free deals. 

 Disable use of remembering passwords for sites. 

 Disable use of remembering what you entered in 
forms. 

 Always clear your private data when you close your 
browser. 

 Block pop-ups. 

 Set Internet zone security level. 

 Consider using a software toolbar that rates Web 
sites (concerning their reputation for security) and 
warns you if a site has gotten unfavorable reports 
from experts and other internet users. Some 

reputable companies provide free tools that may 
alert you if a Web site is a known phishing site or is 
used to distribute spyware. 

 Freeware 

Freeware is software offered free of charge that can 
be downloaded from the Internet. However, BEWARE 
of “free” software as many sites package freeware with 
viruses, trojans, keyloggers, adware, and other 
malicious programs.   

Only download freeware programs from reputable 
Web sites; also perform Internet searches to see if 
other users have reported problems with the software.  
Always use antivirus software to scan the software 
prior to execution or installation. 

 E-mail Security 

E-mail is a popular way for hackers to 
deliver and spread viruses and malware 
to a computer.  To ensure you do not 
infect your computer or others: 

 Only open e-mail attachments that come from a 
trusted source and that are expected. 

 Scan e-mail attachments prior to opening. 

 Delete unwanted and suspicious messages such as 
spam. 

 Never send confidential information or personally 
identifiable information (PII) through e-mail (e.g., 
SSN, credit card number and CVN). 

 Always type URLs into your browser instead of 
clicking on the link. 

⓫ WiFi (Wireless) Security 

Wireless networks are susceptible to the same 
vulnerabilities as a wired network, but in some ways 
more vulnerable to snooping. 

 Wireless networks are, by default, unencrypted and 
can be used by anyone who can pick up the signal. 

 To improve the security of your wireless network, 
use encryption (WEP, WPA-PSK, WPA2).  Any 
encryption is better than none, but WPA2 is the 
best. 

 Configure the WPA2 passphrase using the 
principles from the suggestions on strong 
passwords in the  Passwords section above. 

⓬ Don’t forget to back-up your 
important files! 

If you follow these tips, you're more likely to be free of 
interference from hackers, viruses, and spammers. 
But no system is completely secure. If you have 
important files stored on your computer, copy them 
onto a removable disc or an external hard drive, and 
store it in a safe place. 

 

Remember Tablets and Smart Phones 

Tablets and smart phone devices need to be kept 
secure as well.   

 Keep operating system software and firmware up to 
date (enable automatic updates if offered). 

 Lock your device with a passcode or PIN. 

 Use public WiFi hotspots with caution and configure 
your device so that it does not connect 
automatically. 

 Do not store sensitive information (e.g. credit card 
numbers, personal information, etc.) on your device. 

 If your device is lost or stolen, immediately change 
all passwords to Web sites and services (e.g. 
Facebook, Google, etc.), and report stolen items to 
police or local security authority. 

This document is brought to you by the NASA HQ 
ITCD and is available on the ITCD Web site: 

http://www.hq.nasa.gov/office/itcd/home_computer_se
curity.html, along with other useful information for 
keeping your computer experience safe.   

It is impossible to present technical information on every piece of 
computer and networking gear available today, so please refer to your 
Internet Service Provider (ISP), which provides your Internet service at 
home, and the manufacturer of your electronic equipment (e.g. 
computer, cable modem, router, wireless access point) for additional 
support and guidance on this subject.   

Updated 9/9/2015 

Protect your personal information.  It's 
valuable. To an identity thief, your personal 

information can provide instant access to your 
financial accounts, your credit record, and other 
assets. If you think no one would be interested in 
YOUR personal information, think again. 
ANYONE can be a victim of identity theft. In fact, 
according to the Federal Trade Commission, 
millions of people become victims every year. 
Visit http://ftc.gov/idtheft to learn what to do if your 
identity is stolen or your personal or financial 
information has been compromised – online or in 
the "real" world. 

 

http://ftc.gov/idtheft

