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PKI Encryption User Guide 

Windows 7 

June 2016 

 

This document covers PKI encryption for Windows 7 File Explorer, Microsoft Outlook 2013 and Adobe 

Acrobat/Reader for Windows.  It is written for users whose PIV smartcard (NASA badge) is configured for 

Four Certificate (Four Cert) status.  If you have not been upgraded to Four Cert status, see the PKI Entrust 

User Guide: Outlook 2013 for Windows, which includes details on using Entrust for encrypting and 

decrypting e-mails. 

 

Once a user is configured for Four Cert status, encrypting, digital signing and decryption of e-mails uses the 

ActivClient interface instead of the legacy Entrust software. 
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Introduction 

Public Key Infrastructure (PKI) is the combination of software, encryption technologies, and services that 

enables enterprises to protect the security of their communication and business transactions on the Internet. 

Public key technology is a form of cryptography that uses separate electronic keys for digitally signing, 

encrypting, and decrypting information.  In public key technology, each user has a pair of keys. The keys are 

not the same, yet they match up in a unique way. One key is kept secret by the user and is called the private key. 

The other key is widely distributed and is called the public key. 

The public key is stored inside the user's certificate. A certificate is a computer-generated record that ties a 

user’s identification with the user’s public key in a trusted bond.  

PKI allows you to send encrypted and digitally signed e-mails, as well as signing PDF documents.  It does this 

through the use of public key cryptography. Encrypting e-mails encrypts both the body of the e-mail message, 

as well as any attachments with the message. 

Visit the Entrust PKI Web page for additional information. 

 

Important!  If you used the previous version of Entrust which required a separate Entrust password, you are 

responsible for remembering that password.  The Four Cert PIV smartcard, which requires your smartcard 

PIN for decrypting holds 5 old encryption keys, which can span up to 15 years, depending on the user.  You 

will need your Entrust password to decrypt files or very old e-mails that do not have the encryption key on 

the Four Cert card. 

 

Information That You Should Encrypt 

Visit the NASA Privacy Management Web site to learn about what information should be protected using 

encryption. 

Sending Unencrypted SBU Information – IT Security Incident 

Report immediately to the SOC any e-mails that were sent or received that should have been encrypted 

(sensitive but unclassified information), but were not: Call the hotline 1-877-NASA-SEC (877-627-2732), or 

send an e-mail to soc@nasa.gov. 

Sending Encrypted and Signed E-mail 

To encrypt the contents of an e-mail (and any attachments) prior to sending, follow these steps: 

1. Ensure your PIV smartcard (NASA badge) is inserted in your card reader. 

2. On the Message tab, in the Security group, click Encrypt, Sign, or both.    

Encrypt Protects the body of the message (but not the header, which includes the To, From, CC, 

BCC, and Subject Lines) from anyone seeing the contents except yourself and the 

recipients. 

Sign Validates to the recipients that the message came from you. 

 

 

http://itcd.hq.nasa.gov/itsecurity/pki_entrust.html
https://inside.nasa.gov/ocio/it-security/privacy-management
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If you don’t see the Encrypt and Sign buttons, contact the Enterprise Service Desk (ESD): Submit a 

ticket online at esd.nasa.gov, or call 358-HELP (4357) or 1-866-4NASAHQ (462-7247). 

 

3. When finished composing your message, click Send. 

4. The ActivClient Login window appears.  Enter your PIV 

smartcard PIN and click OK. 

 

 

 

 

Each time you send an encrypted message, the following occurs: 

 The system tries to match the recipient(s) against a directory of PKI certificate holders. 

 

 If everything checks out with your PKI certificate and all your recipients’ PKI certificates, the 

message is sent just like any other e-mail. 

 

 The recipients of the encrypted message will know it is encrypted because it will have a lock 

icon  next to it. 

 

 When the recipient clicks on the e-mail to open it, they are prompted to enter their PKI 

credentials (Smartcard and PIN). 

 

 

 After the recipient successfully opens the encrypted e-mail, they can obtain more information by 

clicking the encryption or signing details icons at the top of the e-mail message:   

Clicking the padlock icon brings up the Message Security Properties Window.  The 

certificate ribbon icon brings up the Digital Signature Window. 

 

https://esd.nasa.gov/
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 When the Message Security Properties window appears, you 

can click on a signer layer and then View Details… to view 

general certificate information, detailed information that you 

can copy to a file, or the certification Path.   

OR: 

 When the Digital Signature Window appears, you can verify 

that the digital signature is valid. 

 

Problems Sending Messages 

Occasionally, you will encounter a problem in sending encrypted/signed messages because you tried to send an 

encrypted/signed message to someone who does not have a PKI certificate, you encountered a Text Format 

error, or the Encrypt and Sign icons are missing.  

 

Cannot Find Certificates Error 

If you attempt to send an encrypted message to someone who 

does not have a PKI certificate and the system cannot find a 

match, a Cannot Find Certificates warning appears. You can 

choose to either send the message unencrypted, or remove the 

recipient with no certificate. 

 

PKI encrypted e-mails cannot be sent to recipient lists containing a mixture of PKI and non-PKI users. Every 

recipient must be a PKI user. 

  

Send Unencrypted  

To send the message unencrypted: 

1. In the warning window, select Send the message unencrypted to all recipients.  

2. Click Send.  

Important!  It is your responsibility to protect information.  

 Certain information such as Personally Identifiable Information (PII) MUST be encrypted.  Before you 

decide to send an e-mail unencrypted, ensure that doing so does not compromise the security of the 

information. To learn more, visit:  http://insidenasa.nasa.gov/ocio/information/info_privacy/index.html 

 Report immediately to the SOC any e-mails that were sent or received that should have been encrypted 

(SBU), but were not: Call the hotline 1-877-NASA-SEC (877-627-2732), or send an e-mail soc@nasa.gov. 

 

http://insidenasa.nasa.gov/ocio/information/info_privacy/pii_faq.html
http://insidenasa.nasa.gov/ocio/information/info_privacy/index.html
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Remove Recipients with No Certificate 

To remove from your e-mail message the recipient(s) who does not have a certificate, and then send the 

message encrypted to the PKI users on your recipient list: 

1. Click Remove the recipients and send the message.  

2. Click Send. 

 

Text Format Error 

Encryption may not work if you format your e-mail text using Rich Text. To resolve this problem: On your e-

mail, click the Format Text tab | In the Format group, click either HTML, or Plain Text. 

 

Missing Encrypt/Sign Icons 

If you don’t see the Encrypt and Sign buttons, contact the Enterprise Service Desk (ESD): Submit a ticket 

online at esd.nasa.gov, or call 358-HELP (4357) or 1-866-4NASAHQ (462-7247). 

 

Reading PKI Encrypted or Signed E-mail 

To read PKI encrypted or signed e-mail in Outlook: 

1. In your Outlook Inbox, double-click the PKI encrypted or signed message, indicated with the following 

icon:   

2. The ActivClient Login window appears.  Enter your PIV 

smartcard PIN and click OK.  

3. Once you are logged in, the message opens for you to read 

and respond as necessary.  

 

 

 

To view details about the encryption and/or signing details of the message, click either the padlock (encryption) 

or certificate ribbon (signing) details icons at the top of the e-mail message: .  Clicking the padlock 

icon brings up the Message Security Properties Window.  The certificate ribbon icon brings up the Digital 

Signature Window. 

 

 When the Message Security Properties window appears, you 

can click on a signer layer and then View Details… to view 

general certificate information, detailed information that you 

can copy to a file, or the certification Path.   

 When the Digital Signature Window appears, you can verify 

that the digital signature is valid. 

 

  

https://esd.nasa.gov/
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For older messages encrypted with Entrust 

Users whose PIV smartcard has Four Cert status will be able to decrypt encrypted e-mail messages that were 

encrypted with the legacy Entrust PKI software, as well as newer messages encrypted with the ActivIdentity 

interface software.  Four Cert PIV smartcards hold the user’s current encryption certificate, plus the previous 5 

certificates.   

 

If you are attempting to decrypt an older e-mail message that was encrypted prior to the previous 5 certificates 

stored on your PIV badge, you will receive an error message (see below) and you must use your PKI Entrust 

password.  

 

For this reason, you should remember your PKI Entrust password for future use. 

 

“Trouble opening this item” Error Message 

If you encounter a message: “Sorry, we’re having trouble opening this item.  This could be temporary, but if 

you see it again you might want to restart Outlook.  Your Digital ID name cannot be found by the underlying 

security system,” this indicates that e-mail was encrypted prior to the oldest of the 5 PKI certificates stored on 

your PIV smartcard.   

 

 

1. Double click the Entrust icon  in the Taskbar and the 

Entrust Security Store Login window will appear.  

2. Attempt to re-open the encrypted e-mail message. 
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Electronically Signing PDF Documents 

1. Ensure your PIV smartcard (NASA badge) is inserted in your 

card reader. 

2. Open the PDF document you wish to electronically sign. 

3. In the signature field, click on the red Sign Here flag. 

4. The Sign Document window appears. 

5. Select a certificate in the Sign As: menu.   

6. Click Info.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Continued on next page 
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7. The Certificate Viewer window 

appears. 

8. Under the Summary tab, in the 

Intended Usage box, check to see if 

it includes the term Non-

Repudiation.  You must choose a 

certificate with Non-Repudiation.  

Go back and select a different 

certificate until you find one marked 

Non-Repudiation: 

 

 If the term Non-Repudiation is in 

the box, proceed to step 10. 

 

OR 

 If the term Non-Repudiation is NOT 

in the box, proceed to step 9. 

 

 

9. Click OK to close the Certificate Viewer window.  Choose another certificate in the Sign As: menu, 

then click Info… and return to step 8. 

10. Click OK to close the Certificate Viewer window. 

11. Click Sign. 

 

You may want to make a record of the correct certificate for easily selecting the signing certificate next 

time you need it. 
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Encrypting single files residing on your computer 

You may encrypt single files which reside on your computer (files shown in a Windows File Explorer file 

folder, such as in your My Documents folder). 

 

1. Ensure your PIV smartcard (NASA badge) is inserted in your card reader. 

2. On the Windows desktop, open Libraries. 

3. Navigate to the location of the file you wish to encrypt.  For example, it may be located in your My 

Documents folder.  Open the folder where the document is located. 

4. Right click on the file.   

Tip: You can select multiple files to encrypt at the same time by clicking on the first file, then 

selecting additional files by holding down the shift key while clicking on additional files.  Each 

file will be encrypted in their own separate file. 

5. A drop-down menu appears.  Click Encrypt File…   

Caution: Do NOT select “Encrypt File with Password…” 

6. The Encrypt Files Wizard window appears.  Verify that the list shows which file(s) you wish to 

encrypt.  If you selected multiple files for encryption, they will be listed. 

7. Click Next >.  Encryption Options are shown. 

8. Under Encryption Algorithm, select 

AES256 (256-bit).  

9. Click Next >. 

10. The Completing the Encrypt Files 

Wizard window appears.  A list of 

encrypted file(s) are shown. .   

Tip: Once encrypted, you will have 2 files available – encrypted and unencrypted (the original) 

versions.  If you wish to delete the unencrypted original file, click the box next to Delete the 

original files on finish. 

11. Click Finish. 

12. The newly encrypted file(s) reside in the same folder where your original document(s) resided.  An 

encrypted file has a padlock icon  associated with it.  If you selected Delete the original files on 

finish in step 10, only the encrypted version will be available.  If you did not choose to delete the 

original file(s), the original unencrypted file as well as the encrypted version will exist. 
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Decrypting single files residing on your computer 

You may decrypt single encrypted files which reside on your computer (files shown in a Windows File Explorer 

file folder, such as in your My Documents folder).  An encrypted file has a padlock icon  associated with it.   

 

1. Ensure your PIV smartcard (NASA badge) is inserted in your card reader. 

2. On the Windows desktop, open Libraries. 

3. Navigate to the location of the file you wish to encrypt.  For example, it may be located in your My 

Documents folder.  Open the folder where the encrypted file  is located. 

4. Right click on the file.  Click Decrypt and Verify.   

5. The Entrust Entelligence Security Provider window appears, followed by the ActivIdentity 

Login window. 

6. Enter your PIV smartcard PIN and click OK.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

7. The unencrypted version will be shown in the folder and will NOT have the padlock icon  

associated with it. 

 

 

 

 

  

If your folder already contains an unencrypted 

file with the same document name, you will 

encounter a prompt, This folder already 

contains a file named … Would you like to 

replace the existing file?   

 

If you click Yes, the existing file will be 

replaced.   

 

If you click No, the encrypted file will NOT be 

decrypted and the existing file will remain.  

Rename the existing file and return to step 4 to 

try decrypting again.  
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Tips for working with PKI encryption 

 All recipients of your e-mails must have PKI certificates. 

 You will need to re-enter your PIV PIN after 15 minutes of inactivity when reading an encrypted e-mail 

message. 

 To clear the PIV PIN cache (log-off) so messages are not decrypted in your In Box, remove your PIV 

smartcard. 

 You must re-enter your PIV PIN each time you encrypt or digitally sign a new e-mail message. 

 

For assistance, contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-

HELP (4357) or 1-866-4NASAHQ (462-7247). 

 

This document is posted on the ITCD Web site at: 

http://itcd.hq.nasa.gov/instructions.html 

https://esd.nasa.gov/
http://itcd.hq.nasa.gov/instructions.html

