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Flowchart  

Before using Entrust for the first time, the following steps must be taken to obtain an account (certificate). 
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Request an Entrust Certificate 

To obtain an Entrust certificate you must: 

 Request a digital certificate in IdMAX/NAMS 

 Provide identification 

For employees who have already had a background investigation, this process can take up to 5 working days. 

 

Request Digital Certificate in IdMAX/NAMS 

1. Log into IdMAX:  https://idmax.nasa.gov    

2. Click the Access Management tab or link. 

 

 

3. From the Access Management and NAMS tabs, under NAMS Request, click Request or Modify 

Application Account. 

4. On the User tab, click Select Yourself. 

5. Under Current Request Information, ensure that the names for User and Requester are accurate.  

If Then 

You are filling out this request for 

yourself. 

Your name should appear as the User and 

Requester. 

You are completing this request for 

someone else. 

You will have to change the User names: 

1. Enter the user’s first and last name. 

2. Click Search. 

3. Select the user.  

 

6. Under Current Request Information, verify the correct Sponsor name has been selected. 

Civil Servants Your Sponsor is your direct supervisor, or timecard approver. 

Contractors/Consultants Your Sponsor is the COTR on the contract. 

 

  

https://idmax.nasa.gov/
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7. On the Applications tab, from the 

Center menu, select AGCY. 

8. In the textbox, enter “PKI” |  Click 

Search. 

9. Under Find NAMS Resource, next to AGCY0021 NASA Public Key Infrastructure (PKI), click 

Add (new request) or Modify (reactivate Entrust). 

The screen refreshes. 

10. At the bottom-left corner, click Continue. 

A new screen appears, as shown at right.     

 

 

 

11. Under Request Details:   

Section  Instruction  

1 Select each system/device you utilize, which requires a PKI certificate. For example, check 

Windows and BlackBerry if you want to utilize Entrust on your Windows and BlackBerry 

systems. 

2 Select Create a New Certificate for a new request, or Modify an existing certificate to 

reactivate Entrust.   

3 N/A 

4 If necessary, in the Additional Instructions text box, add any relevant notes. Remote users 

who are not physically at Headquarters need to indicate this in this area to avoid delays in 

fulfilling their request. 

5 Indicate the Urgency of your request: Normal, Priority, or Emergency. 

5 The Business Justification text box is a required field. Specify why you require a certificate. 

Examples: 

 New Request: “Requesting certificate in order to send/receive encrypted e-mail via 

my computer and BlackBerry.” 

 Reactivate Entrust: “Requesting certificate recovery due to forgotten or expired 

certificate password.” 

5 Read and acknowledge your understanding of the conditions in the NASA Operational 

Certification Authority (NOCA) Subscriber Agreement by clicking the box. 

 
 
 

http://pki.nasa.gov/
http://pki.nasa.gov/
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12. Click Continue to Submit. | Submit Request. 

 

13. Review the application information. If accurate, click Submit Request, located at the bottom-left 

corner. 

A message appears stating that your application account request has been submitted. This message 

includes your Request Number. You should also receive an e-mail with this information. 

Check Status of Request 

If you have questions regarding the status of certificate requests, do one of the following:  

 Under Pending Application Request(s), click View Status. 

 

 

 Call RA Support at 202-358-1187. 

Approved Certificates 

When the Sponsor approves your certificate request in IdMax/NAMS, the RA: 

 Provisions your certificate. 

 Creates your certificate within five working days once your request has been provisioned. 

 Notifies you by e-mail that your certificate is ready and that you must retrieve the activation codes.  

Retrieve Certificate Activation Codes 

The e-mail from the RA indicates where to retrieve your certificate activation codes and whom to contact with 

any concerns. If you have any questions regarding the directions within this e-mail, contact the RA 

Administrator at 202-358-1187. You must do the following:  

1. Read the NASA Operational Certificate Authority (NOCA) agreement. 

2. Go to the Electronic Forms page and complete and sign the NASA Form (NF) 1824. 

3. Bring the signed form along with your badge to retrieve codes. 

Activation codes will not be distributed without the completed, signed NF1824 form and your badge. 

 

 

 

 

 

http://pki.nasa.gov/
http://nef.nasa.gov/
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Certificate Activation Codes 

The certificate activation codes include your reference number and authorization codes. The reference number 

identifies the codes that have been generated, and the authorization codes allow you to access your public and 

private keys. If you are a BlackBerry user, follow the instructions in the Encryption on BlackBerry Devices 

section. 

Important! Your reference number and authorization code are valid for only 30 days from the date it was 

created in Entrust. Enroll for your Entrust Digital ID prior to the expiration date labeled on your envelope. If 

your codes do expire, you must submit a new NAMS request. Follow the instructions to Request an Entrust 

Certificate, and select Action 2-Modify an existing certificate. 

 

Activate PKI Certificate 

In order to activate your PKI certificate, you must first enroll and create a password.  

1. Choose a password that conforms to the Entrust Password Rules. 

2. Right-click on the Entrust icon   

Unless you have changed the arrangements of your icons, it should be 

located at the bottom-right of your window. If necessary, click the 

arrow   to expand the icons. 

 

1. Select Enroll for Entrust Digital ID…    

2. When the Enroll for Entrust Digital ID wizard appears, click Next. 

 

 

 

3. In the Enroll for Entrust Digital ID Wizard window, 

enter the Reference number and the Authorization code 

from the certificate activation documents provided to you 

by the RA. 

 

 

 

 

4. Click Next until a screen appears asking you to create a password. 

Enter your new password.  

5. Click Finish. 
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Encryption on BlackBerry Devices 

1. To get encryption capability on your BlackBerry device, follow the steps to Request Digital Certificate 

in IdMAX/NAMS.  For step #11, ensure you select BlackBerry. 

2. Upon receipt of the PKI certificate, contact the ESD to have your BlackBerry device configured with 

your PKI certificate. After the software is installed, you will be able to encrypt and decrypt e-mail 

messages on your BlackBerry device. 

Forgotten Passwords 

Your Entrust password is the key required to utilize your certificate for encryption/decryption and digital 

signing of documents or messages.  

Your password does not expire. However, in accordance with NPR 2810, and ITS-HBK-2810.17-01, you 

should change your Entrust PKI password every 60 days. 

If you forget your password, you must submit a NAMS request to modify your Entrust certificate. 

Modify Entrust Certificate 

Follow the steps below to modify your Entrust certificate if you forget your password, you want to include other 

operating systems (e.g. Linux) or your Blackberry device, your password has been compromised, or you lost 

your profile (because your hard drive crashed, or your Entrust profile was damaged, corrupted, or deleted from 

your workstation). 

1. Log into IdMAX:  https://idmax.nasa.gov 

2. Click Access Management. 

3. From the Access Management and NAMS tabs, under NAMS Request, click Request or Modify 

Application Account. 

4. On the User tab, click Select Yourself. 

5. Under Current Request Information, on the corresponding tabs, ensure that the names are accurate.  

If Then 

You are filling out this request for yourself Your name should appear as the User and 

Requester. 

You are completing this request for someone 

else 

You must change the User names: 

1. Enter the user’s first and last name. 

2. Click Search. 

3. Select the user. 

 

6. On the Sponsor tab, verify the correct Sponsor name has been selected. 

Civil Servants Your Sponsor is your direct supervisor, or timecard approver. 

Contractors/Consultants Your Sponsor is the COTR on the contract. 

https://idmax.nasa.gov/
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7. On the Applications tab, from the Center menu, select AGCY.   

8. In the Keyword textbox, enter “PKI” 

9. Click Search. 

10. Under Application(s) Found, next to AGCY0021 NASA Public Key 

Infrastructure (PKI), click Modify. 

Under Application(s) Being Requested, AGCY0021 NASA Public Key Infrastructure (PKI) now 

appears as a Modify Request. 

 

 

 

 

 

 

 

 

11. At the bottom-left corner, click Continue. 

A screen appears that says Application Request Attributes for AGCY0021 NASA Public Key 

Infrastructure (PKI) where you can provide information relevant to your request. 

12. Under Request Details, click the check box next to all the systems that require PKI: Windows, Mac, 

Linux, or BlackBerry. 

13. Ensure number two already says 2 – Modify an existing certificate. 

14. For number 3, select the option for Cannot log in to secure email (PKI)/forgot password: 

 

 

 

 
15. Under number five, indicate the urgency of the 

request: Normal, Priority, or Emergency. 

16. The Business Justification field is a required 

field.  

17. Click Continue to Submit | Submit. 

A message appears stating that your application account request has been submitted. This message 

includes your Request Number starting with NR-MA-0000******. NAMS e-mails this information to 

you. 

Send an encrypted e-mail at least once a month in order to keep your certificate active. If your certificate 

expires, you must submit a new IdMax/NAMS request. If you use Entrust infrequently, you may want to set a 

monthly reminder in your calendar. 
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Recover Entrust Digital ID 

If your password has been compromised, or you lost your profile (because your hard drive crashed, or your 

Entrust profile was damaged, corrupted, or deleted from your workstation), follow these steps to recover your 

Entrust digital ID. 

1. Follow the steps for Modify Entrust Certificate. 

2. Right-click on the Entrust icon    

Unless you have changed the arrangements of your icons, it should be located at the bottom-right of 

your window. If necessary, click the arrow   to expand the icons. 

 

3. Select Recover Entrust Digital ID…    

4. When the Recover Entrust Digital ID wizard appears, click Next. 

5. Enter the Reference number and the Authorization code that the RA 

provided.  

6. Click Next until a screen appears asking you to create a password. Refer to 

Entrust Password Rules for password guidelines. 

7. Click Finish. 

 

Expired Certificates Due to Inactivity 

Entrust digital certificates are good for a period of 2 years and will be renewed automatically for civil servants 

as long as the certificate is actively used. Certificates for a contractor/consultant expire at the end of the 

contract, or within 2 years; whichever is shorter. 

Send an encrypted e-mail at least once a month in order to keep your certificate active. If your certificate 

expires, you must submit a new IdMax/NAMS request. If you use Entrust infrequently, you may want to set a 

monthly reminder in your  
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Copy Updated Entrust Profile to Secondary Computer 

If you use your Entrust Profile (EPF) on multiple computers (i.e., Windows, Mac, or Linux), when Entrust 

certificates are updated, you may need to copy your EPF to those computers as well. To locate your Entrust 

Profile, follow the steps below. 

Windows 

1. Locate your Entrust profile (*.epf) using one of the following methods:   

 On the Entrust Security Store Login window, click Browse | Search for it in any of the following 

locations:  

C:\Entrust, C:\Entrust Profile, C:\Users\<AUID>\My Documents, C:\Users\<AUID>Entrust_Profile 

 

 Open an Explorer window and search for 

“*.epf” | Locate the one with the latest 

modification date. 

 

2. Copy to your secondary computer. 

 

Macintosh 

The Entrust client on the Mac sets the default Entrust Profiles location to 

/Users/your_AUID/Documents/Entrust Profiles.  Anytime you enroll or perform a key recovery, the new EPF 

will be created in that folder. 

 

 

1. On the Entrust Log in window, click Find. 

 

 

 

 

2. This should take you directly to the location of 

your *.epf.    

 

3. Copy to your secondary computer. 
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Entrust Password Rules  
 

In accordance with NPR 2810, and ITS-HBK-2810.17-01, you should change your Entrust PKI password 

every 60 days. 

The NASA PKI rules for setting up a password are as follows. It must: 

 Have at least eight characters 

 Have at least one uppercase letter and one lowercase letter  

 Have at least one digit 

 Not contain many occurrences of the same character 

 Not be the same as your Entrust profile username (the name used to create your profile) 

 Not contain a major substring of your profile username 

 Not be the same as any of your last 8 passwords. 

Avoid using the following as passwords because they are easily guessed: 

 Common or proper nouns 

 Birth dates 

 Employee numbers 

 Social security numbers 

 Any number that can be associated with you. 

Avoid re-using other passwords. Reinvent a new password and include a special character for better protection. 

Some special characters are !, @, $, %, ^, *, and &. A good password is one that is hard to guess and easy to 

remember. A good example is: H2OPlsNow! (water please now!). 

Never reveal your password to anyone. If you write it down, store it in a locked place to which only you have 

access. 

 

 

 

 

 

 

For assistance, contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-

HELP (4357) or 1-866-4NASAHQ (462-7247). 

 

This document is posted on the ITCD Web site at: 

http://itcd.hq.nasa.gov/instructions.html 

https://esd.nasa.gov/
http://itcd.hq.nasa.gov/instructions.html

