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	Distribution Date:
	January 29, 2015

	To:
	NASA HQ IT POCs  Please review and distribute at your discretion.

	Subject:
	Training Opportunities for Programmers and Developers

	Date:
	February 10 and 11, 2015

	What’s Happening:
	NASA’s IT Security Awareness & Training Center at Glen Research Center is offering training on Web Programming Techniques for Security Vulnerabilities. These courses are for programmers and developers, and will help improve the effectiveness of the NASA IT Security Program and reduce the number of Web-related programming incidents.
ITCD will host several of these courses onsite at NASA Headquarters.  Below are two upcoming classes.  Registration in SATERN is required; seating is limited.
For a complete listing of “Web Programming Techniques for Security Vulnerabilities” training opportunities, visit Course Descriptions on the IT Security Awareness and Training site.
Please share this information with personnel in your organization who are involved in Web page and/or application development.  Civil servants and contractors may attend.  

	Course Details:
	Open Web Application Security Project (OWASP) Top 10 Plus 2
Date/Time:  February 10, 2015, 8:30 a.m. – 4:30 p.m.
Register: In SATERN using search term “OWASP”
Registration Deadline: February 9
Location:  Room CV31
Description: Designed for programmers and developers with experience in any programming language, this instructor-led course focuses on the most common security defects found in Web applications.  Learn about topics on the 2010 (and 2007) OWASP Top 10 list, the vulnerabilities for each topic, and practical guidance for testing remediation. Practical walkthroughs for each item are provided and pointers to external information will also be covered.  
Attack and Defense
Date/Time:  February 11, 2015, 8:30 a.m. – 4:30 p.m.
Register: In SATERN using search term “Attack Defense”
Registration Deadline: February 10
Location:  Room CV31
Description: Designed for programmers and developers with experience in any programming language (little or no security experience required). This instructor-led course will present the most common attacks and weaknesses found in software.  For each topic, attacks will be explained and mapped to the security defects in source code that allow it to succeed.  Includes discussion of relevant weaknesses, audit code techniques, and presentation of mitigation and prevention techniques, which can allow attendees to choose what might be most appropriate for their own development projects.

	Registration:
	Registration in SATERN is required for these courses using the search terms provided above by the deadlines indicated.

	Additional Information:
	NASA has procured this Instructor-Led Training (ILT) and Computer Based Training (CBT) training through Cigital, Inc. Cigital’s software security curriculum provides valuable knowledge across many roles within software development, software security, and quality assurance organizations.

	Contact:
	Darline Brown, 358-2039

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
IT Notice Archives    |     IT Outage Calendar    |    ITCD Products & Services
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