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	Distribution Date:
	February 23, 2016

	To:
	NASA HQ IT POCs  
Please review and distribute at your discretion.

	Subject:
	Training Opportunities for Programmers and Developers

	Date:
	March 2 and 3, 2016

	What’s Happening:
	The Information Technology and Communications Division (ITCD) is hosting IT security courses onsite at NASA Headquarters for programmers and developers.  These courses are being made available by NASA’s IT Security Awareness and Training Center to help improve the effectiveness of NASA’s IT Security Program and reduce the number of Web-related programming incidents.
Below are two upcoming courses.  Registration in SATERN is required; seating is limited.
Please share this information with personnel in your organization who are involved in Web page and/or application development.  Civil servants and contractors may attend.

	Course Details:
	Secure Foundations: Java
Date/Time: Wednesday, March 2, 2016, 9 a.m. – 1 p.m.
Registration Deadline: March 1
Registration: Register in SATERN
Location: Room CV31
Description:  The Java platform offers a powerful, versatile, and robust foundation for creating distributed applications. The platform’s specific architecture and security model set it apart from other environments. This course teaches the Java platform security model along with fundamental aspects of the platform that have positive and negative security implications. The course enables students to understand common security issues inherent to the Java platform and then teaches them how to leverage built-in features to design and develop secure Java applications.

Defensive Programming for JavaScript and HTML5
Date/Time: Thursday, March 3, 2016, 8:30 a.m. – 4:30 p.m.
Registration Deadline: March 1
Registration: Register in SATERN
Location: Room CV31
Description:  This course helps Web front-end developers understand the risks involved with manipulating the HTML Document Object Model (DOM) and using the advanced features of JavaScript and HTML5 (e.g., cross-origin resource sharing, local storage, and content security policy). The course reinforces some important security aspects of modern browser architecture and presents defensive programming techniques that can be immediately applied to prevent the introduction of common vulnerabilities. Additionally, the course provides a detailed description of typical JavaScript t sources and sinks, and explains how they can be used to detect problems in code.

	Registration:
	Registration in SATERN is required using the links provided above.

	Additional Information:
	NASA has procured this Instructor-Led Training (ILT) and Computer Based Training (CBT) training through Cigital, Inc. Cigital’s software security curriculum provides valuable knowledge across many roles within software development, software security, and quality assurance organizations.

	Contact:
	Darline Brown, 358-2039

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
IT Notice Archives    |     IT Outage Calendar    |    ITCD Products & Services
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