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	Distribution Date:
	March 24, 2016

	To:
	All NASA HQ Personnel
User action is required!

	Subject:
	Four Cert PIV Smartcard Transition

	What’s Happening:
	An initiative to transition NASA Personal Identity Verification (PIV) smartcards (NASA badges) to four certificate capability is underway.  This “four cert” smartcard is NASA’s next generation PIV card.  It provides a stronger identity assurance and can be used for physical access, desktop login (currently for Windows users only), as well as encrypting/decrypting e-mails, and signing e-mail and forms.
A majority of smartcards at NASA HQ are configured as “single cert” and must be transitioned to “four cert” status to comply with Federal and Agency security requirements.  In order to transition a smartcard to four cert status, the card must be a Cosmo V7 badge or higher.  Therefore, users with an older version (V5.2) must be upgraded to the Cosmo V7 version prior to transitioning to “four cert.”
The Four Cert Transition is occurring in various ways:
1. New employees who receive a NASA badge will receive a new Cosmo V7 PIV smartcard (badge) with four certificates.
1. Users who currently have a Cosmo V5.2 badge will be notified by the Badging Office to schedule an appointment to receive a new Cosmo V7 badge with four certificates.
1. Users who already have a Cosmo V7 badge with “single cert” status will be invited to a transition room where a “Four Cert” technician will perform the transition.
All users will receive a handout about the capabilities of their new four cert smartcard.
For more information, visit the Four Cert PIV Smartcard Transition @ HQ Web page (NASA only).

	[bookmark: room]What to Expect When Visiting the Transition Room:
	Users who are eligible to visit the transition room will receive an IT Notice with instructions on how to schedule an appointment and prepare for the transition.  A “four cert” technician will perform the transition and provide brief instructions on the capabilities of the four cert smartcard.

	Transition Room Schedule and Resources:
	Four Cert PIV Smartcard Transition @ HQ Web page: 
http://www.hq.nasa.gov/office/itcd/secure/four-cert-smartcard-transition.html (NASA only)

	[bookmark: questions]Questions:
	Darline Brown, HQ Chief Information Security Officer, 358-2039

	Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov 
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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