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	Distribution Date:
	April 26, 2016

	To:
	Users who are scheduled to receive the AnyConnect upgrade
User action may be required!

	Subject:
	Cisco AnyConnect VPN Client Upgrade: April 28, 2016

	Date:
	Thursday, April 28

	What’s Happening:
	You have been identified as a user who will receive the Virtual Private Network (VPN) client upgrade on Thursday, April 28.
[image: ]The Information Technology and Communications Division (ITCD) is deploying an upgrade to the VPN client on laptop computers. Cisco AnyConnect is being deployed in a phased approach, and will replace the current Cisco VPN Client (for Windows) and current version of Cisco AnyConnect (for Macintosh).  
In order to receive this upgrade, your computer must be connected to the NASA network.
This updated software is a key part of the Four Cert PIV Smartcard Transition initiative, and will allow Macintosh users to access VPN with their smartcard (NASA badge) instead of a token.
For more information, visit the HQ VPN Web page.

	What to Expect:
	Your computer will receive an automated push of the AnyConnect software.  Once installed, AnyConnect will be available for use:
Windows: Open the Start Menu | All Programs | Cisco | Cisco AnyConnect Secure Mobility Client | Cisco AnyConnect Secure Mobility Client.
Macintosh: In the Finder, open the Go Menu | Applications | Cisco folder | Cisco AnyConnect Secure Mobility Client | When the Cisco AnyConnect window appears, ensure that HQVPN-SMARTCARD is an available option (if not, you still have the old version of AnyConnect).
To connect to VPN using AnyConnect, ensure your smartcard is inserted into your card reader, and select the HQVPN-SMARTCARD connection.  For complete instructions, refer to the AnyConnect user guides listed below.
[image: ]The previous version of Cisco VPN Client will remain on Windows computers at this time for users who need to connect to other Center networks.

	For Macintosh Users:
	The AnyConnect upgrade will allow Macintosh users to access VPN with your smartcard, and a SecurID token will no longer be needed.
Turn In Token:  Once upgraded, you must turn in your token because the previous “exception category” for Macintosh users to retain their tokens for VPN access will be resolved.  Macintosh users who have a token will receive a separate IT notice with instructions on how to turn in tokens or submit a new waiver request.  
Card Reader:  Unlike Windows-based laptops, Macintosh computers do not have a built-in smartcard reader.  Check to make sure you have an external smartcard reader (provided by ACES to most Macintosh users at the time you received your computer).  The three most common types of deployed readers are:
	[image: http://store.storeimages.cdn-apple.com/2662/as-images.apple.com/is/image/AppleInc/H2312_AV4?wid=326&hei=326&fmt=jpeg&qlt=95&op_sharpen=0&resMode=bicub&op_usm=0.5,0.5,0,0&iccEmbed=0&layer=comp][image: ]
“SmartFold” Folding Reader          
	[image: PC-Linked Smart Card Readers - ACR38U PocketMate Smart Card Reader][image: PC-Linked Smart Card Readers - ACR38U PocketMate Smart Card Reader]
“PocketMate” Reader

	[image: Image of an external USB reader with a smartcard inserted.]
Portable reader with cord


Refer to the Smartcard Reader User Guide for instructions on how to use your reader.      
If you did not receive a smartcard reader, contact Jeff Anderson, 358-1348 to obtain one.  If you lost/misplaced your smartcard reader, you should report it by submitting a ticket.  You may also contact your IT POC to purchase a new reader.

	Action May Be Required:
	In order to receive the VPN client upgrade, your computer must be connected to the NASA network.  If you do not receive the new AnyConnect software within 1 day of reconnecting your computer to the NASA network, contact the Enterprise Service Desk (ESD) to arrange for a manual installation.

	[bookmark: resources]Resources:
	HQ Virtual Private Networking Web page:
http://itcd.hq.nasa.gov/networking-vpn.html
Cisco AnyConnect User Guide – Windows 7:
http://itcd.hq.nasa.gov/documents/VPN-AnyConnect-User-Guide-Windows7.pdf
Cisco AnyConnect User Guide – Macintosh
http://itcd.hq.nasa.gov/documents/VPN-AnyConnect-User-Guide-Mac.pdf
Smartcard Reader User Guide:
http://www.hq.nasa.gov/office/itcd/secure/smartcard-readers.pdf

	Support:
	[bookmark: support]Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov
· Phone:  358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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