This Agency notice is being re-forwarded to all NASA HQ IT POCs as a reminder.  Please review and distribute at your discretion.

All users should take the Microsoft Internet Explorer (IE) security threat seriously and follow the guidance provided below.  Discontinue use of IE until further notice and use an alternative Web browser.  


[bookmark: _GoBack]From: Agency-IT-Outreach 
Sent: Tuesday, April 29, 2014 1:00 PM
Subject: Agency-wide Alert: Internet Explorer Vulnerability – Use Different Web Browser Until Fixed
Importance: High
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	Subject:
	Agency-wide Alert:  Internet Explorer Vulnerability – Use Different Web Browser Until Fixed

	To:
	All Agency Personnel

	What is Happening:
	A new Internet Explorer (IE) vulnerability affecting IE versions 6 through 11 is being actively targeted and attacked on the internet. This critical security flaw allows malicious hackers to get around security protections in the Windows operating system, and a computer can become infected simply by visiting a compromised website.  

	Actions:
	The NASA OCIO SOC is recommending users do not use Internet Explorer until Microsoft is able to issue a patch for this vulnerability. 

NASA is investigating workarounds in anticipation of the patch deployment.

In the meantime, to access external websites from NASA devices, use an alternate browser until the patch has been released and installed.  Alternate browsers include: Google Chrome, Apple Safari, and Mozilla Firefox. 


	Contact:
	For questions, or to report any suspicious IT Security or Cyber-Security  incidents, please contact NASA’s OCIO Security Operations Center (SOC) available 24x7 via: 
 
1. Phone:  1-877-627-2732 (1-877-NASA-SEC) 
1. Email:  soc@nasa.gov
1. Online:  https://intranet.share.nasa.gov/agency/it/security/ops/default.aspx
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