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	Distribution Date:
	May 4, 2015

	To:
	All NASA HQ Personnel

	Subject:
	Managed Approach for Phasing Out Tokens

	Date:
	Beginning May 2015

	What’s Happening:
	[image: ]As part of a strategic objective to enhance PIV smartcard usage, the Information Technology and Communications Division (ITCD) is continuing the effort to reduce the number of RSA SecurID Tokens at NASA HQ in phases. The ultimate goal is to resolve all exceptions (i.e., the technical need to use a token) and eliminate tokens altogether.  This will provide cost savings to HQ, ensure compliancy with federal mandates for improved security, and allow users to take advantage of advanced technologies available.
The voluntary phase began with a 2-week window giving users the opportunity to turn in unused/unneeded tokens; this phase will continue throughout the project.  Follow-on phases consist of a managed approach to reduce tokens by category (see chart below), and will be ongoing until all tokens are eliminated.
Managed Phase 1 will target users who haven’t used their tokens in 90 days. Users who fall into one of the exception categories will be provided the opportunity to request a waiver.  Managed Phase 2 will target remaining users with tokens, and the process will continue until all exceptions are resolved.  
Future efforts will focus on how your smartcard replaces the need for the RSA SecurID Token and how smartcard options are being enabled for the exception categories to support the elimination of tokens.
Visit the HQ Token Phase-Out Project Web page to learn more.  

	What to Expect with Managed Phase 1:
	The IT Asset Manager will review token usage reports at the beginning of each month.  Users who have not used their tokens for 90 days or more will receive a notification that their token will be disabled in 30 days if no action is taken. Instructions on how to turn in tokens will be provided, as well as instructions on how to request a waiver to retain the token.

	Turn In Unused Tokens:
	All users are encouraged to turn in tokens that are no longer used/needed.  Drop off your token with the IT Asset Manager in Room 4G76, Monday - Thursday, 7 a.m. - 3 p.m.

	Resources:
	HQ Token Phase-Out Project Web page:
http://itcd.hq.nasa.gov/token-reduction.html
RSA SecurID Token FAQs:
http://itcd.hq.nasa.gov/documents/faq_token.pdf 
VPN User Guide for Windows 7:
http://itcd.hq.nasa.gov/documents/VPN_Windows_7.pdf
Remote Access Guide:
http://itcd.hq.nasa.gov/secure/remote_access.pdf 

	Questions:
	Jeff Anderson, IT Asset Manager, 358-1348

	[bookmark: support]Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov 
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
IT Notice Archives    |     IT Outage Calendar    |    ITCD Products & Services




Voluntary Phase


Target users who no longer need a token and volunteer to turn them in


Managed Phase 1


Target users who have not used their tokens within 90 days



Managed Phase 2


Target all remaining users with a  token


Decomission Token Service


Complete resolution of exception catergories / tokens no longer offered
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