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	Distribution Date:
	May 5, 2015

	To:
	HQ users who have not used their token in the past 90 days

	Subject:
	[bookmark: _GoBack]Important Information Regarding your RSA SecurID Token
User action is required!

	DEADLINE:
	Friday, June 5, 2015

	What’s Happening:
	[image: ]As part of a strategic objective to enhance PIV smartcard usage, the Information Technology and Communications Division (ITCD) is continuing the effort to reduce the number of RSA SecurID Tokens at NASA HQ in phases. 
You have been identified as a user who has not used their token in 90 days or more.  You are requested to turn in your token or request a waiver by the deadline. 
Visit the HQ Token Reduction Project Web page to learn more.

	Action Required:
	Turn in your token to the IT Asset Manager by June 5. Your token will be disabled 30 days from the date of this notice.
If you fall into one of the exception categories (i.e., have a technical need to retain your token), you must submit a waiver with a valid business justification by June 5.
	Return your token
	Retain your token

	Drop off your token with the IT Asset Manager:
Room 4G76
Monday – Thursday
7 a.m. - 3 p.m.
	Submit a token waiver request:
E-mail to: jeff.anderson@nasa.gov
Drop off with IT Asset Manager:
Room 4G76
Monday – Thursday
7 a.m. - 3 p.m.


Review the information below to help you decide whether you need to retain your token.  

	[bookmark: needtoken]Do I Need A Token?
	Tokens are used primarily for accessing resources remotely through the HQ Virtual Private Network (VPN) or using Secure Nomadic Access (SNA).  However, alternative log-in options, such as the PIV smartcard and AUID/NDC password (e.g., for Launchpad-enabled applications) can now be used in many instances when using an ACES-managed Windows computer.
Exception Categories: Tokens may still be required for accessing:
· Remote VPN connectivity on ACES-managed Macintosh computers
· Certain applications and Web sites configured for “Token Only” authentication
· NASA IT resources by users who do not have a PIV smartcard 
· NASA IT resources by users without a NASA-issued computer

	VPN Access with Smartcard:
	If you currently use your token to access VPN on an ACES-managed Windows computer, you can instead use your NASA PIV smartcard.  
Test Your Smartcard: Test the connection to VPN using your smartcard before turning in your token: 
1. Open the Cisco VPN Client
2. Select Nasahq-smartcard
3. Click Connect
Details for connecting to VPN with your smartcard are located on page 2 of the VPN User Guide for Windows 7.  
Certificate Error:  If you receive an error that the profile cannot connect, you may need to modify the VPN profile to point to the correct certificate (on your smartcard); follow the instructions on page 8 of the VPN User Guide for Windows 7 or contact the ESD.
Assistance: To get help testing VPN login using your smartcard:
· Visit the ACES Walk-In Tech Support
· Contact the Enterprise Service Desk (ESD)

	Resources:
	HQ Token Phase-Out Project Web page:
http://itcd.hq.nasa.gov/token-reduction.html
RSA SecurID Token FAQs:
http://itcd.hq.nasa.gov/documents/faq_token.pdf 
VPN User Guide for Windows 7:
http://itcd.hq.nasa.gov/documents/VPN_Windows_7.pdf
Remote Access Guide:
http://itcd.hq.nasa.gov/secure/remote_access.pdf 

	[bookmark: questions]Questions:
	Jeff Anderson, IT Asset Manager, 358-1348

	[bookmark: support]Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov 
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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