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	To:
	NASA HQ IT POCs     Please review and distribute at your discretion.

	Subject:
	Validation of Microsoft Internet Explorer Security Patch
Action Required

	What is Happening:
	The Agency has deployed a security patch to all ACES-managed Windows computers to fix a significant vulnerability affecting Microsoft Internet Explorer (IE) versions 6 through 11.  
Windows users are strongly encouraged to verify that this security patch has been successfully installed on their computer by following the instructions below.  Once this has been verified, users may safely use IE.
This critical security patch fixes a flaw with IE that allows malicious hackers to get around security protections in the Windows operating system, whereby a computer could be infected by simply visiting a compromised Web site.

	ACTION REQUIRED:
	To verify your computer has the current security patch installed:
1. Open Microsoft Internet Explorer
2. Click Help | About Internet Explorer
Note: If the Help menu is not visible, click the Tools button (gear [image: ] icon in the upper right hand corner of the screen), then click About Internet Explorer

3. The About Internet Explorer window appears
4. Verify that KB2964358 is listed under Update Versions (various versions of IE may look slightly different)
[image: ]
5. Click OK
If KB2964358 is shown in your About Internet Explorer window, the security patch has been successfully installed.  
If KB2964358 is NOT shown, contact the Enterprise Service Desk (ESD) and continue to use alternative Web browsers (e.g., Google Chrome, Apple Safari, or Mozilla Firefox).

	[bookmark: Support]Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)
To report any suspicious IT security or cyber security incidents, contact the NASA Security Operations Center (SOC):
· Phone: 1-877-627-2732 (1-877-NASA-SEC)
· E-mail: soc@nasa.gov
· Web site: https://intranet.share.nasa.gov/agency/it/security/ops/default.aspx 

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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About Internet Explorer
e Wlndows Internet
Version: 9.0.8112. 164

Update Versions: 9.

Gipher Strength: 25650

Product ID: 03553-007-1908145-86042

Warning: This computer program is protected by copyright law and
international treates. Unauthorized reproduction or distribution of
this program, or any portion of it, may result in severe avil and
iminal penalties, and will be prosecuted to the maximum extent
possble under the law.
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