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	Distribution Date:
	May 25, 2016

	To:
	ACES Mac users eligible to receive OS X 10.10 and FileVault2 encryption

	Subject:
	Action: Initiate OS X 10.10 Upgrade/FileVault2 Encryption
User Action is Required!

	What’s Happening:
	You have been identified as a Macintosh user whose computer is eligible (e.g., met all the pre-upgrade requirements) for the OS X 10.10 and FileVault2 upgrade.
All computers running OS X 10.7, 10.8 and 10.9 are being upgraded to OS X 10.10. In addition, FileVault2, the new Data at Rest (DAR) encryption solution, will replace your current encryption software; this may require your computer to go through the decryption/re-encryption process.
Your computer has met all the pre-upgrade requirements.  You should initiate the installation of OS X 10.10 as soon as possible using the tool on your computer called Hewlett-Packard Client Automation (HPCA) Self-Service Manager (SSM).
Forced upgrades have begun. The timing of the forced push cannot be guaranteed, so users are being asked to self-upgrade to avoid the potential of the download happening during peak work hours. You are urged to self-upgrade and not wait for the forced push.

	Actions:
	· Print the OS X 10.10 Upgrade User Experience Guide for your reference, as your computer will be unavailable at times during the upgrade. This document provides step-by-step instructions to complete the upgrade process.
· If you have a secondary hard drive (internal or external) that is encrypted with Symantec PGP, you must decrypt the drive(s) before initiating the OS X 10.10 upgrade via SSM to prevent being locked out of the secondary drive. Instructions are available in the OS X 10.10 Upgrade User Experience Guide.
· To initiate the upgrade, you will need to be connected to the NASA network (NOT the NASA Guest network). A hardwired connection is recommended. If you must perform this update remotely, a NASA VPN connection is required.
· It is recommended that you start the upgrade first thing in the morning or at the beginning of your workday.
	IMPORTANT:  Once you initiate the upgrade, do not close your computer, put it to sleep, shut down, or remove it from the network or power source until the upgrade completes and FileVault2 encryption begins.


· If your computer is protected by Symantec PGP software for DAR encryption, this software will be removed. Prior to the OS X 10.10 upgrade, your computer will be automatically decrypted, and, after the upgrade, you will be prompted to re-encrypt your computer with FileVault2. 
· If your computer was not previously protected by Symantec PGP software for DAR encryption, FileVault2 will be activated on your computer. After the upgrade, you will be prompted to encrypt your computer with FileVault2 to enable DAR encryption.

	Leave Laptops Onsite During Encryption Process:
	VERY IMPORTANT: If you are using a laptop, do not take the laptop offsite until encryption is complete. 
After the upgrade, encryption status can be checked by clicking the Apple menu in the top left-hand corner of your screen and going to System Preferences > Security & Privacy > FileVault. The progress bar will show the estimated time remaining for encryption. When encryption is complete, the progress bar will disappear. At that time, as long as the statement “FileVault is turned on for the disk [Name of Hard Drive]” appears, your computer is protected.

	Resources:
	OS X 10.10 Resources  
The following resources are available to familiarize you with the OS X 10.10 operating system and upgrade process.
· OS X 10.10 Upgrade User Experience Guide
· OS X 10.10 Upgrade FAQs
· ACES > Operating System - Mac
· OS X Yosemite & OS X Mountain Lion Software Comparison Data Sheet
· Getting Started with Apple OS X Yosemite

	Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov 
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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