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	To:
	NASA HQ IT POCs of users migrating to smartcard-only login
Action is Required!

	Subject:
	Smartcard-Only Login – Confirmation of Users for Transition

	DEADLINE:
	Friday, June 6, 2014

	What is Happening:
	As referenced in the April 18, 2014 IT Notice to IT POCs, HQ is migrating several hundred users to smartcard-only login each month.
You have been identified as an IT POC from an organization with personnel who are scheduled to migrate to smartcard-only login on June 24, 2014.
In preparation for this migration, you are asked to verify information on the attached spreadsheet, make notations using the instructions below and return to ITCD by June 6.

	Action Required:
	Complete the following by June 6, using the attached spreadsheet (you may wish to use the filter option to see only your organization):
1. Identify any go-to workstations (i.e., computers that are routinely used by multiple users and should not have smartcard-only login for now).
2. Ensure computer(s) listed with each user are in fact assigned to that user.
3. Identify any users who are not ready to transition to smartcard-only login and indicate a business justification.
4. E-mail the spreadsheet to Marion Meissner by 5 p.m. on June 6. 

	Determining Computer Name:
	To confirm a user’s computer name:
1. Click  the “Start” menu (Windows icon) in the lower left corner of the screen
1. Right-click “Computer” in the right-hand column of the menu
1. A menu appears; click “Properties”  
1. A window appears with system information; the computer name is displayed under “Computer Name”

	Background:
	To comply with Federal mandates and to improve security, the Agency is moving toward the exclusive use of the NASA Personal Identification Validation (PIV) smartcard (the NASA “badge”) for logging in to NASA computers. This will be accomplished using a phased approach.
Once smartcard-only login is enabled, users will only be able to log in to their computer with their smartcard and smartcard PIN.  Opting out of this requirement is available only in extenuating circumstances (such as permanent telework or mission impact) and will be evaluated on a case-by-case basis.

	[bookmark: information]Resources:
	NASA HQ Smartcard-Only Web page:
http://itcd.hq.nasa.gov/smartcard-only.html
HQ Windows 7 Smartcard User Guide:
http://itcd.hq.nasa.gov/secure/Smartcard-User-Guide-Windows7.pdf
HQ Smartcard FAQs:
http://itcd.hq.nasa.gov/secure/faq_smartcard.pdf 

	Questions:
	Marion Meissner, HQ Center PIV POC, 202-358-0585

	Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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