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	To:
	NASA HQ IT POCs    
Review and distribute to supervisors in your organization

	Subject:
	Process for Requesting Elevated Privileges has Changed

	What is Happening:
	Effective immediately, the process to request elevated privileges (EP) on a NASA computer has changed.
Users must request EP via the NASA Access Management System (NAMS) within the Identity Management and Account Exchange (IdMAX) application.  As with other NAMS requests, the request must have sponsor approval.  Details on what to expect are outlined below.
Complete details on obtaining EP, including step-by-step directions, are located on the Elevated Privileges Web page.
The training requirements for EP remain unchanged. Users must obtain required training for EP before requests will be approved.

	[bookmark: Expect]What to Expect:
	When a user requests EP in NAMS, they must select their supervisor as their sponsor. The sponsor must approve the request in NAMS.
The HQ Center Information Security Officer (CISO) is the Approver and has final authority to approve or reject the request.
It is the responsibility of the Sponsor to validate a number of items on the user’s request:
· Training: Training requirements must be validated.  NAMS provides training data from SATERN to help the Sponsor and Approver make an informed decision.  There is no automated rejection of the NAMS request based on training data. 
· End Date:  The End-Date needs to match the type of request and needs to be validated by the Sponsor. 
Types of elevated privileges:
· Temporary: 24 hours 
· Short-Term: Up to 30 days 
· Long-Term: Up to 364 days 
· Business Justification: At HQ, software installation and maintenance is usually performed by the ACES or HITSS team and is generally not considered a valid business justification for approving EP.

	[bookmark: Training]Required Training:
	Per NASA Directive ITS-HBK-2810.15‐02: “Access Control: Managed Elevated Privileges (EP),” the following SATERN training requirements apply for users who have elevated privileges on a NASA computer:
(Use the SATERN search terms provided to easily find the required course.)
	User Type
	Required Course(s)
	SATERN Search Term

	All users granted elevated privileges
	“Elevated Privileges on NASA Information Systems” (SATERN course ITS-002-09)
	“elevated privileges”

	Users granted elevated privileges for longer than 30 days
	“Elevated Privileges on NASA Information Systems” (SATERN course ITS-002-09)
                                  AND
The appropriate course for each operating system on which the user will have elevated privileges (shown in the table below)
	“elevated privileges”


SATERN Training by Operating System:
	Operating System
	Required Course
	SATERN Search Term

	Windows 7
	“Configuring Hardware and Applications in Windows 7”
(SATERN course SS-MW_MWCG_A03_IT_ENUS)
	“configuring hardware and applications”

	Windows XP
	“Backup and Security Settings in Microsoft Windows XP”
(SATERN course SS-113758_ENG)
	“backup and security settings”

	Macintosh OS
	“Mac OS X Security”
(SATERN course ITS-001-09)
	“Mac OS X security”




	Additional Information:
	Elevated Privileges Web page:
http://itcd.hq.nasa.gov/elevated_privileges.html

	Questions:
	Marion Meissner, Center Chief Information Security Officer, 202-358-0585.

	Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit a ticket online): https://esd.nasa.gov
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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