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	Distribution Date:
	July 12, 2016

	To:
	NASA HQ IT POCs     

	Subject:
	Cisco AnyConnect VPN Software

	What’s Happening:
	Over the past several weeks, ITCD has deployed an upgrade to the Virtual Private Network (VPN) client on laptop computers. The Cisco AnyConnect 4.2 replaces the previous Cisco VPN Client (for Windows) and previous version of Cisco AnyConnect (for Macintosh).
Due to a security vulnerability associated with the legacy VPN client, it will be removed from HQ computers in July 2016. To prepare for this action, HQ personnel should use AnyConnect for VPN and discontinue use of the old Cisco VPN Client (for Windows) and older versions of the AnyConnect client (for Mac). 
ITCD has been proactively managing this deployment to ensure that all HQ Macintosh and Windows laptops receive this upgrade. There are currently 125 computers (see list below) that require the upgrade and scheduled to receive the client upgrade through an automated push. This software push occurred on July 8. Computers not on the network will receive the push when they are powered on or returned to the HQ network. To ensure no interruption of VPN service, waivers have been submitted to ensure that the legacy VPN client is not removed until the upgrade has been completed.
An IT Notice will be sent to all HQ users informing them that the old VPN client will soon be removed and reminding them to use AnyConnect for VPN. 

	Background:
	This updated software is a key part of the Four Cert PIV Smartcard Transition initiative to improve NASA’s security posture, and will allow Macintosh users to access VPN with their smartcard (NASA badge) instead of a token.

	[bookmark: resources]Resources:
	· HQ Virtual Private Networking Web page:
http://itcd.hq.nasa.gov/networking-vpn.html
· Cisco AnyConnect Installation with SSM for Windows 7:
http://itcd.hq.nasa.gov/documents/Anyconnect-SSM-Install-Windows7.pdf 
· Cisco AnyConnect Installation with SSM for Macintosh:
http://itcd.hq.nasa.gov/documents/Anyconnect-SSM-Install-Mac.pdf 
· Cisco AnyConnect User Guide – Windows:
http://itcd.hq.nasa.gov/documents/VPN-AnyConnect-User-Guide-Windows7.pdf
· Cisco AnyConnect User Guide – Macintosh:
http://itcd.hq.nasa.gov/documents/VPN-AnyConnect-User-Guide-Mac.pdf
· Smartcard Reader User Guide:
http://www.hq.nasa.gov/office/itcd/secure/smartcard-readers.pdf

	Questions:
	Forood Boortalary, 202-358-1979

	Support:
	[bookmark: support]Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov
· Phone:  358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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[bookmark: list]Users whose systems require the AnyConnect upgrade:
[bookmark: _GoBack][list removed for Web posting purposes] 
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