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	To:
	Program Managers for ITCD Contracts (ACES, BAH, CSSC, HITSS, NICS)

	Subject:
	Smartcard Early Adoption Program: Call for Information
Action is required!

	DEADLINE:
	Wednesday, August 7, 2013

	What’s Happening:
	[bookmark: _GoBack]To comply with Federal mandates, the Agency is phasing in the requirement of using the NASA PIV smartcard (NASA badge) as the sole method of logging into NASA computers. The NASA Office of the Chief Information Officer (OCIO) has mandated that all NASA Centers increase the number of users who have smartcard-only login enabled by the end of September 2013.  
ITCD is requiring that all of its personnel (both civil service and contract staff) with a NASA-issued ACES Windows 7 computer will have smartcard-only login enabled on their workstation.
ITCD requests that contract program managers submit a list of all personnel on their contract to assist with the migration to smartcard-only login.  Compliance with this request for information is mandatory.

	Action Required:
	Complete the following by August 7:  For each person on your contract, note the following information on the attached spreadsheet and send to Marion Meissner by 5 p.m. on August 7.
· User’s name
· NASA-issued Windows 7 workstations only: User’s AUID (Username used for login to the computer)
· User’s E-mail address
· NASA-issued Windows 7 workstations only: Computer Name (see instructions below)
· Opt-out reason, if necessary*
Personnel with more than one NASA-issued workstation issued to them should be included on separate lines.
*Opting out of smartcard-only login is allowed only under certain circumstances:
· Non-NASA issued workstation
· NASA-issued Macintosh workstation or other non-Windows 7 workstation
· Personnel on permanent, off-site telework
· No NASA PIV badge (smartcard)

	Determining Computer Name:
	To determine a user’s computer name:
1. Click  the “Start” menu (Windows icon) in the lower left corner of the screen
1. Right-click “Computer” in the right-hand column of the menu
1. A menu appears; click “Properties”  
1. A window appears with system information; the computer name is displayed under “Computer Name”

	What Users Can Expert:
	Users should begin using their smartcard to login to their computer as soon as possible. This will ensure that smartcard login is working and that the login credentials are cached for when the computer is not connected to the NASA network (e.g. for teleworking).  Refer to the resources below for documentation.
Users must know their smartcard PIN before the changeover takes effect.  The smartcard PIN may be changed by visiting the NASA HQ Badging Office, located inside the HQ Security Office (Suite 1V63) in Room 1U66.  The hours for walk-in customer service are Tuesday through Friday, 8:30 - 11:30 a.m.
A week or two before the changeover, participants will receive an IT notice outlining what to expect and the date the configuration change will take place.  Users will receive a second IT notice confirming that the configuration of their computer has been completed.  A restart may be required for the change to take effect.  Once enabled, users will be unable to login to their computer without their smartcard and smartcard PIN. 
If a user forgets their smartcard, or if it is lost, damaged, or stolen, they must temporarily have their computer configured back to its original state (login option of using your NDC credentials or smartcard) by submitting a ticket with the Enterprise Service Desk (ESD).   The temporary change back process requires that their computer be physically connected to the NASA network and cannot be performed remotely.

	Other Information:
	· Although the login on impacted computers will require smartcard use, users may login to other NASA computers (e.g., go-to workstations) without their smartcard.  
· If a user has two computers (e.g., Windows 7 and Macintosh), the changeover will only affect their Windows 7 machine.
· Once their computer is enabled for smartcard-only login, anyone who needs to access their computer will need a smartcard and smartcard PIN, including ACES technicians.

	[bookmark: computername]Resources:
	· HQ Smartcard Early Adoption Program:  http://itcd.hq.nasa.gov/smartcard-early-adoption.html 
· HQ Smartcard User Guide – Windows 7: http://www.hq.nasa.gov/office/itcd/documents/Smartcard-User-Guide-Windows7.pdf

	[bookmark: questions]Questions:
	Marion Meissner, HQ Center PIV POC, 202-358-0585

	[bookmark: support]Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit a ticket online): https://esd.nasa.gov
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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