
[bookmark: _GoBack]To:  All NASA Headquarters Personnel

From:  NASA Headquarters Chief Information Officer 

Subject:  Improving IT Security Posture at NASA Headquarters

The Headquarters Information Technology and Communications Division (ITCD) is currently taking critical steps to improve and manage HQ’s IT security posture and protect our employees. The key initiatives of this effort, which effect how we all work, include the areas of remote access, enablement of PIV smartcard, phase out of tokens, and use of non-government-approved equipment. Your awareness and participation is vital to ensuring success.

These actions are in support of Homeland Security Presidential Directive-12 (HSPD-12) and Federal Information Processing Standard (FIPS) 201-2, and adherence to the Office of the Chief Information Officer’s (OCIO) Information Resources Management (IRM) Strategic Plan. The protection of NASA’s information assets is the central focus of Goal #2 in OCIO’s IRM Strategic Plan, “Enhance and strengthen IT security and cybersecurity to ensure the integrity, availability, and confidentiality of NASA’s critical data and IT assets.”  

HQ Actions and Initiatives

To support the Agency plan to achieve compliance with HSPD-12, M-11-11, and the most recent OMB mandate to improve the overall IT security posture of Federal information systems, HQ ITCD has initiated multiple projects and initiatives. These projects and initiatives focus on key areas of concern and deficiencies that must be addressed to ensure sensitive data and systems are protected to help prevent data loss and breaches similar to the recent occurrence at OPM and past incidents at NASA and other Federal agencies. The initiatives outlined in this document are elements of an overall plan and are not inclusive of all projects, initiatives, and actions being taken. They are, however, critical to achieving the IT security enhancement goals of NASA and are directly aligned with current OMB mandates and best practices.

1. Use of Government-Approved End User Computers:
Action: Only government-approved computers are to be used for NASA business. 
Effective Date: Immediately
Effective immediately, only government-issued or government-approved end user computers (laptops/desktops/tablets) are to be used to access, process, and store NASA data. All HQ employees and contractors are required to comply with this updated direction in order to protect NASA data, IT assets, and services.
The use of non-government-approved computers in the performance of NASA business introduces a significant and unacceptable level of risk associated with data loss and compromise of NASA IT systems and services. Given the unknown state of these devices, the lack of NASA-established and enforced baseline configurations and controls, the unknown patch and antivirus state, and the lack of Data at Rest (DAR) full disk encryption, a critical vulnerability state exists beyond HQ CIO acceptance. Because NASA has no control over, or insight into the whereabouts of, such personal or other non-government-approved computers, NASA has no assurance that any downloaded information is appropriately protected and will not be accessible by unauthorized persons. For example, NASA has no assurance that Personally Identifiable Information (PII) or other sensitive data will be encrypted. Storing or processing NASA data on computers that are not covered by a NASA system security plan is also prohibited under the Federal Information Security Management Act (FISMA). The use of non-government-approved end user computing devices are also not in alignment with the requirements associated with HSPD-12 or M-11-11 for the PIV authentication for logical access to NASA IT systems and services.
2. Remote Access Services:
Action: The HQ SNA will be decommissioned.
Effective Date: August 6, 2015

Action: The HQ VPN service will transition to PIV smartcard-only authentication.
Effective Date: October 31, 2015

To meet the remote access requirements of HQ personnel in a secure and reliable manner, an IPSec Virtual Private Network (VPN) is available for use across HQ. The client software for this service is deployed as a core software product on all NASA HQ-issued end user computers. The IPSec VPN service provides full access to internal NASA HQ services and NASA services at the Centers. All network traffic to or from HQ computers connected through the VPN is encrypted in transit and inspected by an intrusion detection system. This network traffic inspection allows for the detection of malware and abnormal traffic that triggers IT Security incident response and investigation. Additionally, while a NASA HQ-issued computer is connected through the VPN, it continues to receive system and security patches, anti-virus updates, and data backups.  The HQ Windows baseline configuration currently supports the use of PIV authentication for VPN services. A new VPN profile that supports PIV authentication from a Macintosh computer is planned to be deployed in August 2015. To meet the requirements of HSPD-12 and M-11-11, the HQ IPSec VPN service will transition to PIV smartcard only authentication on October 31, 2015.
NASA is currently developing and deploying an Enterprise VPN service as part of the Enhanced Border Protection (EBPro) project. This Enterprise VPN service will provide consolidated remote access for authorized NASA users to all NASA Center networks. This service will eliminate the need for separate Center VPN systems and profiles to access the NASA networks and resources, provide improved monitoring of remote access connections, and HQ users will not be dependent on a single Center based  VPN service. This Enterprise VPN service is anticipated to become operational in March 2016. At that time, HQ users will transition to using the Enterprise VPN service for remote access to HQ and other NASA networks and applications. 
The HQ Secure Socket Layer (SSL) VPN, commonly referred to as Secure Nomadic Access (SNA), is a legacy technology that does not support key elements of end user device protection and access control necessary to safeguard NASA data, systems and services. These unaddressed safeguards include the ability to monitor all network traffic into and out of the end user device when connected to internal NASA systems, the ability to remotely patch end user devices, and the ability to maintain anti-virus and malware defense signature updates. These shortfalls are common with SSL VPNs and, as such, present an unacceptable level of risk to the end user computers, NASA data contained on those computers, and internal HQ IT resources they utilize. The HQ SSL VPN (SNA) will be decommissioned and no longer available for end user VPN service beyond August 5, 2015. 
3. RSA SecurID Tokens:
Effective Date: October 1, 2015
HQ RSA SecurID tokens without waivers will be disabled.
In accordance with the requirements of HSPD-12 and M-11-11, HQ ITCD is currently migrating IT services, applications and IT accounts to PIV authentication. This effort includes a phased approach to reduce the use of, and then eliminate, the FIPS 201-2 non-compliant RSA SecurID token authentication service. HQ ITCD has determined that, for most uses of RSA SecurID tokens, PIV authentication has been deployed as an available alternative. These service areas include remote access via VPN and PIV authentication (login) for HQ Windows computers. HQ Macintosh computers can also be updated to PIV authentication for VPN access. The HQ applications that still use RSA SecurID token authentication are in the process of being converted to utilize Launchpad; thus making them compliant with PIV authentication. Once these steps are completed, HQ will decommission use of and support for the RSA SecurID token service.

4. Continuity of Operations:

HQ Continuity of Operations (COOP) personnel require access to vital records and vital HQ and NASA applications in the event of an emergency or other COOP event. The HQ Facilities and Administrative Services Division (FASD) Emergency Management Team and HQ ITCD have been working with HQ organizations to identify such vital records and applications as part of Business Continuity Plan development and updates. In light of the requirements and updates outlined in this memo, additional action is needed to enable HQ to continue to operate successfully during COOP events, while appropriately protecting NASA information and resources. HQ ITCD and HQ FASD will work with all HQ organizations to determine the most effective ways to ensure that all vital data and applications are accessible during a COOP event. Guidance will be provided to HQ organizations on how to ensure that critical functions can continue to be performed at all times using government-issued or government-approved computers and compliant and secure access and authentication to NASA resources. 

Background

HSPD-12 (published in August 2004) mandated a Federal Standard (FIPS 201-2, updated in August 2013) for secure and reliable forms of identification.  In addition, it required the use, by Federal employees and contractors, of identification media that meet the Standard to gain physical access to federally controlled facilities and logical access to federally controlled information systems.  The Personal Identity Verification (PIV) credential was the media created for assuring adherence to the Standard across all civilian agencies. 

In February 2011, OMB issued Memorandum 11-11 (M-11-11), which outlined an implementation plan for agencies that would expedite the Executive Branch’s full use of the PIV credentials for access to Federal facilities and information systems.  Federal agencies were required to enable all newly developed systems to use PIV credentials for access prior to being made operational, to ensure all physical and logical access systems were upgraded to use PIV credentials, and to accept PIV credentials from other Federal agencies.

NASA’s Identity, Credential, and Access Management (ICAM) program, infrastructure and applications were developed in response to HSPD-12.  NASA was successful in producing and distributing PIV credentials to Federal employees and contractors, and in building the tools required to manage access to both physical and logical resources.  Both NPR 1600.4, Identity and Credential Management, and NPR 2841.1, Identity, Credential and Access Management, require use of the ICAM infrastructure for identifying all persons who have an affiliation with NASA, identifying what physical and logical resources may be granted, and integrating those into use of the PIV credential for physical access via the Enterprise Physical Access Control System (EPACS), or logical access via integration with the NASA Consolidated Active Directory (NCAD) or Launchpad.

Summary

As an Agency strategic objective, HQ ITCD will continue to evaluate and improve our IT Security framework. However, until we have matured some of our risk-based processes and technology implementations around data lost prevention, context aware security, active intrusion protection, mobile device management, and data/network zoning, we must move forward with purposeful intent while minimizing risk to NASA systems and data.

The table below summarizes HQ ITCD’s actions to address known architectural weaknesses in HQ’s information security infrastructure controls that threaten the confidentiality, integrity, and availability of critical information and information systems used to support our operations, assets, and personnel. 
	
	
	

	Initiative
	Action
	Effective Date

	Use of Government-approved Computers 
	Only government-issued and government-approved computers will be authorized and supported. No personally owned computers allowed in the performance of NASA business.
	Immediately

	Decommission of SNA
	SNA will be decommissioned and no longer available.
	8/6/2015

	Elimination of RSA SecurID Tokens
	Tokens without approved waivers will be disabled. 
	10/1/2015

	Remote Access Service Using VPN
	Current VPN service will transition to PIV smartcard-only authentication.
	10/31/15

	
	
	


The aforementioned activities are not single or standalone fixes, they are integrated elements of a larger solution strategy where all associated components rely on the others to implement a successful, robust, and secure environment for allowing NASA work. 

Questions

Any questions surrounding the details of the strategy and the components involved should be directed to one of the following individuals:

	Dennis Groth
	Linda Hong
	Marion Meissner

	HQ Deputy Chief Information Officer
Deputy Director, IT & Communications Division
dennis.a.groth@nasa.gov 
202-358-2252
	Chief, IT Operations Branch
linda.l.hong@nasa.gov 
202-358-0462
	HQ Chief Information Security Officer
Acting Chief, IT Security Branch
marion.meissner@nasa.gov 
202-358-0585





Victor Thompson
Chief Information Officer
NASA Headquarters
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