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	Distribution Date:
	August 17, 2015

	To:
	All NASA HQ Personnel         User action is required!

	Subject:
	MFD Upgrade to Enable PIV Smartcard Functionality

	Date/Time:
	Beginning Monday, August 24

	What’s Happening:
	The Multi-Functional Devices (MFDs) at NASA HQ will be upgraded in a phased approach over the next several weeks. Once enabled, the MFDs will offer the option to use your PIV smartcard (NASA badge) for the Scan-to-Email and Secure Print features.  This will eliminate the need to enter your NDC username and password, which will still be an option for those who choose not to use their PIV smartcard.
If you have stored e-mail addresses or fax numbers in your local MFD, you will need to re-enter that data following the upgrade.
All users are requested to remap your computer to the newly PIV-enabled MFDs you use on a regular basis. A technician will be available to assist with this on the day your local MFD is upgraded.  See the deployment schedule for details.  If you are not present/available during the upgrade window, you may contact James Blackwell to receive assistance at a later time

	[bookmark: schedule]What to Expect:
	· PIV card readers and software will be installed on each MFD at HQ according to the deployment schedule.
· MFDs will be upgraded in a staggered approach, so you will have continued access to nearby MFDs while your primary device is upgraded.  
· During the upgrade process, each MFD will be out of service for approximately 2.5 hours.
· Following each MFD upgrade, technicians will be available for a period of time to remap computers to the upgraded MFDs and to provide user instruction and an explanation of the new features.

	[bookmark: actions]Required Actions:
	To prepare for this upgrade and ensure your computer is enabled for current and planned MFD security/feature enhancements, see the required actions below.
1. If you have e-mail addresses and fax numbers stored in the address book of your local MFD, document these entries now so you can re-enter them following the upgrade.  Refer to the Local Address Book Feature Instructions for details. 

2. Remap your computer to the newly PIV-enabled MFD(s) you use on a regular basis.  Remapping is required for all users to ensure future feature and security enhancements can be used. A technician will be available to assist.
You may perform the remapping steps yourself.  See the “Adding or Installing a Printer/MFD” user guide for Windows or Macintosh to:
· Remap your computer to your recently upgraded MFD (with new PIV-enabled printer driver).
· Remove the old MFD (non-PIV-enabled printer driver).
[image: C:\Users\sajohns9\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Outlook\GKFZ04VK\FullSizeRender.jpg]
You will know when an MFD has been upgraded when you see the PIV card reader on the side of the machine (see photo at right). 


	Benefits:
	This upgrade is the first step in several enhancements planned for the MFDs to enhance security and productivity. 
Scan-to-Email using your PIV smartcard allows you to login to any MFD with your smartcard (insert your smartcard into the reader), scan a document, and have it automatically sent to your NASA e-mail without manually entering your e-mail address.  
Secure Print (for Windows and Macintosh) allows you to set up a secure print job from your computer and send it to any MFD your computer is mapped to. Using your PIV smartcard and PIN, you can retrieve your secure print job from the MFD without entering additional credentials.
Note: These new features only work with your PIV smartcard if you have remapped your computer to the newly PIV-enabled MFDs.

	Learn More:
	MFD Upgrade Project Web page:
http://itcd.hq.nasa.gov/MFD-upgrade.html 
Scan-to-Email Using PIV Smartcard – Quick Reference Guide: https://aces.ndc.nasa.gov/documents/TechTip_ScantoEmailviaPIVCard.pdf
Local Address Book Feature Instructions: http://www.hq.nasa.gov/office/itcd/secure/aces/MFD_address_book.pdf
Remapping to MFDs:
Windows: http://itcd.hq.nasa.gov/secure/aces/MFD_add_printer_Windows.pdf 
Macintosh:  http://www.hq.nasa.gov/office/itcd/secure/aces/MFD_add_printer_mac.pdf

	[bookmark: questions]Questions:
	James Blackwell, ACES Operations, 358-4735
Dennis Groth, ITCD Deputy Director and HQ Deputy CIO

	[bookmark: support]Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov 
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
IT Notice Archives    |     IT Outage Calendar    |    ITCD Products & Services
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Distribution Date:  August 1 7 , 2015  

To:  All NASA HQ Personnel           User action  is   required!  

Subject:  MFD Upgrade to Enable  PIV Smartcard Functionality  

Date /Time:  Beginning   Monday,   August  24  

What’s  Happening:  The Multi - Functional Devices (MFDs) at NASA HQ will be upgraded in a phased  approach over  the next  several weeks. Once enabled, the MFDs will offer  the   option to use your PIV smartcard (NASA badge) for the Scan - to - Email and  Secure Print features .  This  will eliminate the  need   to enter your NDC  username and password , which will still be an option for tho se who choose not  to use their PIV smartcard .   If you  have stored e - mail addresses or fax numbers   in your local MFD, you   will  need to re - enter that data following the upgrade.   All users are requested to remap your computer to the newly PIV - enabled  MFDs you  use on a regular basis. A technician will be available to assist with  this  on the day your local  MFD is upgraded.    See the  deployment schedule   for  details.    If you are no t present/available during the upgrade window, you may  contact  James Blackwell   to  receive assistance at a later time  
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