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	Distribution Date:
	August 29, 2016

	To:
	HQ IT POCs     Please review and distribute at your discretion.

	Subject:
	Cisco AnyConnect VPN Software

	What’s Happening:
	Over the past several months, the HQ Information Technology and Communications Division (ITCD) has deployed an upgrade to the Virtual Private Network (VPN) client on laptop computers at HQ. Cisco AnyConnect 4.2 replaces the previous Cisco VPN Client (for Windows) and previous version of Cisco AnyConnect (for Macintosh).

	Locating AnyConnect Software:
	[image: ]You can locate the Cisco AnyConnect 4.2 software on your computer by following the steps below:
Windows: Open the Start Menu | All Programs | Cisco | Cisco AnyConnect Secure Mobility Client | Cisco AnyConnect Secure Mobility Client.
Macintosh: In the Finder, open the Go Menu | Applications | Cisco folder | Cisco AnyConnect Secure Mobility Client | When the Cisco AnyConnect window appears, ensure that HQVPN-SMARTCARD is an available option (if not, you still have the old version of AnyConnect).
To connect to VPN using AnyConnect, ensure your smartcard is inserted into your card reader, and select the HQVPN-SMARTCARD connection.  For complete instructions, refer to the AnyConnect user guides listed below.  
Submit a ticket with the Enterprise Service Desk (ESD) if you require assistance.

	Background:
	This updated software is a key part of Agency initiatives to improve NASA’s IT Security posture, and will allow Macintosh users to access VPN with their smartcard (NASA badge) instead of a token.

	[bookmark: resources]Resources:
	· HQ Virtual Private Networking Web page:
http://itcd.hq.nasa.gov/networking-vpn.html 
· Cisco AnyConnect User Guide – Windows 7:
http://itcd.hq.nasa.gov/documents/VPN-AnyConnect-User-Guide-Windows7.pdf
· Cisco AnyConnect User Guide – Macintosh
http://itcd.hq.nasa.gov/documents/VPN-AnyConnect-User-Guide-Mac.pdf
· Smartcard Reader User Guide:
http://www.hq.nasa.gov/office/itcd/secure/smartcard-readers.pdf

	Support:
	[bookmark: support]Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov
· Phone:  358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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