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	Distribution Date:
	September 7, 2016

	To:
	NASA HQ IT POCs    Action Required

	Subject:
	Four Cert PIV Smartcard Transition Continues

	Date:
	Beginning Tuesday, September 13

	What’s Happening:
	The initiative to transition NASA Personal Identity Verification (PIV) smartcards (NASA badges) to four certificate capability continues at HQ for Windows users.  Four cert transition for Macintosh users is on hold until further notice.
Beginning Tuesday, September 13, ITCD will host a transition room each week until October 31 for remaining Windows users to receive assistance with the smartcard transition to four cert capability. Users will receive a calendar invite to visit the transition room. The invite may be accepted or the user may propose a new date/time which is more convenient for them. 
VIPs requiring a deskside visit and remote users will be managed separately.
For more information, visit the Four Cert PIV Smartcard Transition @ HQ Web page (NASA only).

	[bookmark: information_needed]Action Required:
	Using the Four Cert Transition Tracking Details report distributed on August 30, provide a list of personnel who fall into the following categories:  
· VIPs who require a deskside visit (rather than going to a transition room).
· Remote users who cannot travel to a NASA center.
Send this list to Sun Chan by Monday, September 12.
An ITCD representative will work with these users individually to complete their transition.

	What Users can Expect:
	· Users will receive a calendar invite for a transition appointment, and will be instructed to accept the invite or propose a different date/time. 
· Users will receive an automated e-mail from IdMAX on the day of or a day prior to their transition appointment. No user action is required per the automated e-mail.
· Each appointment is approximately 1 hour.  This includes processing time and training on the four cert functions. 
To ensure a smooth transition, users will be asked to do the following prior to the appointment :
· Ensure they know their smartcard PIN.  If they forgot their PIN, they must visit the NASA HQ Badging Office to have it reset.
· Ensure they know their Data at Rest (DAR) encryption password.
· Ensure they know their Entrust PKI password (if applicable).

	Background:
	This “four cert” smartcard is NASA’s next generation PIV card.  It provides a stronger identity assurance and can be used for physical access, desktop login (currently for Windows users only), as well as encrypting/ decrypting e-mails, and signing e-mail and forms.
Many smartcards at NASA HQ are still configured as “single cert” and must be transitioned to “four cert” status to comply with Federal and Agency security requirements.

	Resources:
	Four Cert PIV Smartcard Transition @ HQ Web page: 
http://www.hq.nasa.gov/office/itcd/secure/four-cert-smartcard-transition.html 

	[bookmark: questions]Questions:
	Sun Chan, ITCD Project Integration Manager, 358-0391

	Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov 
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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