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	To:
	NASA HQ IT POCs     

	Subject:
	Return to Work: HQ IT Guidance

	Date:
	Thursday, October 17, 2013

	What is Happening:
	Please see below for ITCD guidance relating to issues that may arise as HQ personnel return to work, which may impact IT equipment and services.
Users are encouraged to contact the Enterprise Service Desk (ESD) to resolve their issue promptly.  For issues that require immediate assistance, call 358-HELP (4357) or 1-866-4NASAHQ (462-7247).  Lower-priority requests should be made on the ESD Web site (open a ticket online).

	Guidance:
	Login:  
· Passwords (NDC login, DAR encryption, Launchpad, application, voicemail) can be recovered using the challenge questions with assistance from the Enterprise Service Desk (ESD).
· [bookmark: _GoBack]NASA smartcard (PIV) PINs must be recovered by visiting the HQ Badging Office, located inside the HQ Security Office (Suite 1V63) in Room 1U66.  The hours for walk-in customer service are Tuesday through Friday, 8:30 - 11:30 a.m.
E-mail:  
· Upon first logging in, users will experience a delay while their e-mail and address book is synchronized with NOMAD.  The system may not be able to respond or slow to respond to other Web and network requests until this operation is complete.
· Users may also exceed mailbox size limits. This is to be corrected by the end user through normal mailbox management processes. Additional assistance can be requested through the ESD.
· Users may need assistance with the removal of out-of-the-office notifications. Assistance can be obtained through the ESD or by contacting the HITSS customer support HITSS Customer Support Team, 358-0650. 
· Users may have received targeted phishing messages that could result in system compromise.  Security incidents should be reported to the NASA Security Operations Center (SOC), 1-877-NASA-SEC (877-627-2732).  
Voicemail:  Requests for password resets and assistance with changing voicemail greetings should be directed to the ESD. 
Security Patching (Software Updates):  Security patches (updates) will be made to ACES computers if they have bee off-line.  Users may be prompted to accept patches and perform a system restart.  Anti-virus signature files will also be updated.  These updates and patching may have an impact on system performance.
Backup:  Computers have been unable to perform backups during the shutdown.  All computers will attempt a backup once the machine is back online.  No user interaction is required, but noticeable slow system performance may be expected during this operation.  Instructions for desktop backup, including backup status are available on the HQ Data Backup and Recovery Program Web page. 
Equipment Failure:  There is always a low risk that equipment may experience a hardware failure that would not be detected until the user returns to work.  ACES support has replacement hardware on-site, and the HQ loaner pool can provide equipment with ITCD approval.  Affected users should contact the ESD to open a ticket.

	[bookmark: support]Support:
	The Enterprise Service Desk (ESD) is available for support 24 hours a day, 7 days a week:  
· Web Site (submit ticket online): https://esd.nasa.gov
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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