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	Distribution Date:
	November 9, 2015

	To:
	Users with ACES-managed mobile devices who require MDM registration (and validation of exported encryption certificate)
User Action is Required!

	Subject:
	ACTION: Mobile Device Management (MDM) Registration
(Visit MDM Registration Center or schedule deskside visit)

	Dates:
	Registration Window:  November 12 – December 9, 2015

	What’s Happening:
	You have been identified as a user who requires MDM registration/ enrollment on your ACES-managed mobile device (iPhone, iPad, or Android).
NASA is implementing a Mobile Device Management (MDM) solution to better manage mobile devices that connect to the NASA network. MDM will improve NASA’s ability to centrally manage devices that access NASA data such as e-mail, calendaring, and contacts. MDM also provides better data protection, deployment of mobile applications, asset tracking and management, and better support of future NASA activities related to personal devices. 
The MDM solution will use MaaS360 software to enable specific security policy settings remotely on these mobile devices (just like Exchange ActiveSync does today), helping to secure NASA data and reducing potential risks to NASA systems.
MDM is an Agency-mandated initiative. All NASA HQ users with ACES-managed mobile devices listed above are required to register/enroll their device(s) in MDM and install the MaaS360 software on their mobile device(s) by December 9, 2015.
For more information, visit the MDM @ HQ Web page

	ACTION REQUIRED:
	1)  Prepare:  To successfully register your device with MDM, you must have the following:
· ACES mobile device
· Your NDC/Exchange credentials (username and password)
· Computer with a PIV card reader (internal or USB)
· PIV smartcard and PIN
(contact the HQ badging office if you do not know your PIN)
· iPhones and iPads: An Apple ID account (without using a credit card or other payment method)
· Androids: A Google account
2)  Register:  Visit an MDM Registration Center and the MDM deployment team will assist you with the registration/enrollment process.  Registration is an easy 5-step process and should take approximately 10 minutes to complete. This service will be available on various floors November 12-30; you may visit the Center any day that fits your schedule:
	Date:
	Floor:
	Room:
	Time:

	November 12
	4
	4H65
	10 a.m. – 2 p.m.

	November 13
	6
	6J42-B
	10 a.m. – 2 p.m.

	November 16
	2
	2R40
	10 a.m. – 2 p.m.

	November 17 
	3
	3J42-B
	10 a.m. – 2 p.m.

	November 18 
	Concourse
	CU24
	10 a.m. – 2 p.m.

	November 19 
	7
	7Q46
	10 a.m. – 2 p.m.

	November 20 
	8
	8Q40
	10 a.m. – 2 p.m.

	November 23
	6
	6J42-B
	10 a.m. – 2 p.m.

	November 24 
	5
	5J42
	10 a.m. – 2 p.m.

	November 30 
	4
	4H65
	10 a.m. – 2 p.m.


If these sessions do not fit your schedule, you may request one-on-one assistance at your desk by sending an e-mail to: 
HQ-ITCD-CustomerInquiries@mail.nasa.gov. 

	[bookmark: prepare]What to Expect:
	After completing MDM registration/enrollment:
· You will see the MaaS360 application on your device, but will not experience any noticeable differences in how your device operates and no existing data on the device will be affected by the enrollment process. 
· Policy settings will initially be the same as the current ActiveSync policies applied to all NOMAD mailboxes.
· Not all MDM benefits will be available immediately; they will be rolled out as phases of NASA's MDM implementation plan.

	Resources:
	MDM@HQ Project Web page:
http://itcd.hq.nasa.gov/MDM.html 
Agency MDM Web page (NASA only):
https://aces.ndc.nasa.gov/subnav/mdm.html
MDM FAQs (NASA only):
https://aces.ndc.nasa.gov/documents/MDM%20FAQ.pdf
MDM Overview (NASA only):
https://aces.ndc.nasa.gov/documents/Outreach_MDM.pdf 
Smartcard reader guide for Windows (NASA only):
http://itcd.hq.nasa.gov/secure/Smartcard-User-Guide-Windows7.pdf
Smartcard reader guide for Macintosh (NASA only):
http://itcd.hq.nasa.gov/secure/smartcard-readers-mac.pdf

	Questions:
	ITCD Customer Engagement Branch:
Debrina Harrell, 358-0982
Toni Jaffier, 358-0664


	Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov 
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
IT Notice Archives    |     IT Outage Calendar    |    ITCD Products & Services
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