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	To:
	NASA HQ users whose SecurID token requires replacement
User Action Required!

	Subject:
	Your SecurID Token Requires Replacement 

	What is Happening:
	RSA recently reported security breaches involving SecurID tokens. RSA reports no compromise of information relevant to NASA.  However, NASA has accepted RSA’s offer to replace all tokens across the Agency.  
You have been identified as someone whose SecurID token requires replacement.  You must exchange your token in order to retain access to many NASA HQ applications and systems, including the Virtual Private Network (VPN), Secure Nomadic Access (SNA), and the HQ Wireless Network.  

	Action Required:
	Bring your token to the User Resource Center (URC) in Room CX42:
Monday, November 21 through Friday, December 9
8 a.m. - 4 p.m. 
You must also bring your current token and your NASA HQ badge.  
In addition to the token replacement effort, the Agency has also introduced new requirements for SecurID Token PINs.  Your PIN must be exactly 8 alpha-numeric characters (must contain both letters and numbers), but no special characters (i.e. @, #, $, !, etc.).  If your current PIN does not meet the current requirements, you will be required to change your PIN when you receive your new token.  
The process to exchange your token takes less than 5 minutes.

	Learn More:
	RSA SecurID Token Changes Project Web Page:
http://www.hq.nasa.gov/office/itcd/SecurID_tokens.html 

	Questions:
	HITSS Customer Support Team:  csat@hq.nasa.gov

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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