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	To:
	All NASA HQ Personnel

	Subject:
	Critical Information: Data-At-Rest (DAR) Encryption Software
User Action is Required!

	What’s Happening:
	[bookmark: _GoBack]As mandated by Federal law and Agency policy, all NASA-issued computers must have Data-At-Rest (DAR) whole-disk encryption software, also known as Symantec PGP Desktop.  The NASA OCIO has directed that all Centers complete this activity by December 21, 2012. 
If you have a NASA-issued computer, it is IMPERATIVE that you ensure the DAR software has been installed and enabled on your computer.
You are strongly encouraged to review this entire notice and, if necessary, any supporting documentation.

	What to Expect:
	Targeted notices are being sent to individual users identified as those who need to perform a certain function that may be preventing the completion of the DAR encryption process:
· Users who have not completed the DAR enrollment process
· Users whose computers have not performed a recent data backup
· Users who have not activated the Connected Backup software
Performing these functions is required to complete the DAR software installation and encryption process.  If you have received a message indicating you fall in one of these categories, it is important that you follow the instructions to complete the process as soon as possible. 
Windows XP Users: Windows XP computers have been added to the deployment plan, and are in the process of receiving the DAR encryption software.  You will receive an IT Notice providing instructions.  If you have issues, questions, or need assistance, review the HQ DAR FAQs or see below for details on getting assistance.

	Action Required:
	Follow these steps to determine if you have completed the DAR encryption process, and what your next steps are:
1. If, after restarting your computer, you see the Symantec PGP pre-boot authentication prompt (PGP login screen), you have verified that you have the DAR encryption software on your computer and no further action is required:
	Windows:
[image: ]
	Macintosh:
[image: ]


2. If you do NOT see the Symantec PGP pre-boot authentication prompt (PGP login screen), check to see if your computer has received the Symantec PGP software.  See the HQ DAR FAQ: “How can I tell if the PGP software is loaded on my computer?” for instructions.
3. If you see the PGP software on your computer but not the pre-boot authentication screen (PGP login screen), it is likely you have not completed the DAR enrollment process.   See the HQ DAR FAQ: “What do I do if I have received the PGP software, but do not see the PGP Enrollment prompt?” for instructions.
4. If you do NOT see the software on your computer, see the HQ DAR FAQ: “What do I do if I have not received PGP software?” for instructions. 

	Reminder of Important  Agency Policy:
	Per the Agency directive on November 13, 2012, no NASA-issued laptops containing sensitive information may be removed from a NASA facility unless DAR encryption software is enabled OR any sensitive files are individually encrypted (using Entrust PKI).  This applies to laptops containing PII, International Traffic in Arms Regulations (ITAR) and Export Administration Regulations (EAR) data, procurement and human resources information, and other Sensitive But Unclassified (SBU) data. 

	[bookmark: action][bookmark: entrust]DAR Does Not Replace Entrust PKI:
	DAR does not take the place of Entrust PKI for encrypting individual files or for sending encrypted e-mail messages. E-mail messages sent from your laptop or desktop will be unencrypted unless you use Entrust to protect the message.  DAR is designed solely to protect against the loss or theft of your computer (i.e. a laptop stolen from a car or left in an airport lobby).

	[bookmark: learnmore]Learn More:
	· HQ Data-At-Rest (DAR) FAQs:  http://itcd.hq.nasa.gov/secure/aces/FAQ_DAR_HQ.doc 
· HQ Data-At-Rest (DAR) User Guide:
http://www.hq.nasa.gov/office/itcd/secure/aces/DAR_User_Guide.pdf 
· Symantec PGP Passwords Guide:  http://itcd.hq.nasa.gov/secure/aces/PGP_passwords.pdf
· HQ DAR Project Web page: http://itcd.hq.nasa.gov/DAR.html 

	[bookmark: support]Support:
	· After following the guidance provided, if you still have questions or need help, a HITSS Customer Support Analyst (CSA) will be happy to assist, and if necessary, help you submit an ESD incident ticket:
HITSS Customer Support Team
Phone: 358-0650
Email:  csat@hq.nasa.gov
· For technical assistance, submit an incident ticket to the Enterprise Service Desk (ESD):  
· Web Site (submit an incident ticket online): https://esd.nasa.gov
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
IT Notice Archives    |     IT Outage Calendar    |    ITCD Products & Services
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