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Requesting Elevated Privileges at HQ 
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NASA Headquarters personnel may request short-term or long-term elevated privileges (EP) if required to 

accomplish your NASA mission. After all approvals have been made, and it is confirmed that the required 

training course(s) have been completed, access is normally granted within 48 hours, depending on ACES 

scheduling and the specific operating system. 

You must submit one NAMS request per computer for which you are requesting elevated privileges: 

1. Complete the EP training requirements outlined on the Elevated Privileges Program Web page. 

2. Access IdMAX/NAMS: https://nams.nasa.gov   

3. From the menu on the left, click Your NAMS Requests. 

4. In the New Request text box, enter the search term “elevated” and press return.  

If you are a System Administrator seeking elevated privileges on a non-ACES server, you must 

submit a NAMS request using the search term "HQ Elevated Privileges for NON-ACES computers." 

5. Scroll down to and click ACES workflow for Elevated Privileges. 

6. Ensure your name is the requester 

7. Click the Sponsor tab | Ensure your sponsor is your supervisor. If necessary, search for your 

supervisor's name and click Select. 

8. Select the appropriate Urgency. 

9. Select the Operating System for this request | Select the EP Type. 

10. Click the box to confirm your Supervisor | Click the box to indicate you read the User 

Acknowledgement Statement. 

11. Select the correct user organization | Enter the Machine Name | Enter the computer tag. 

To determine your machine name: 

 Windows 7: Click the Start button | Right-click Computer and select Properties | the computer 

(machine) name is in the Computer Name, domain and workgroup settings section. 

 Macintosh: Open Applications | Open Utilities | Open System Information | the computer 

(machine) name is in the status bar at the bottom of the new window. 

12. Enter a Business Justification: Describe what you are trying to accomplish that requires elevated 

privileges. What is the impact to mission accomplishment if the request is denied?  

Note: At NASA HQ, software installation and maintenance is usually performed by the ACES or 

HITSS team and is generally not considered a valid business justification for EP. 

13.  When finished, click Submit Request. 

http://www.hq.nasa.gov/office/itcd/elevated_privileges.html#req_train
http://www.hq.nasa.gov/office/itcd/elevated_privileges.html#req_train
http://www.hq.nasa.gov/office/itcd/elevated_privileges.html#req_train
http://www.hq.nasa.gov/office/itcd/elevated_privileges.html
https://nams.nasa.gov/
http://www.hq.nasa.gov/office/itcd/elevated_privileges.html#ep_types
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For assistance, contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-

HELP (4357) or 1-866-4NASAHQ (462-7247). 

 

 

This document is posted on the ITCD Web site at: 

http://itcd.hq.nasa.gov/instructions.html 

https://esd.nasa.gov/
http://itcd.hq.nasa.gov/instructions.html

