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Data-At-Rest (DAR) Encryption Overview for NASA HQ 
(Symantec PGP Desktop Software Deployment) 

 

Key Points to Understand 

 All laptops must have the Data At Rest (DAR) encryption software AND users of those laptops must have 
completed the DAR enrollment process by December 21, 2012. 

 The DAR encryption software product is Symantec PGP Desktop. 

 The DAR encryption software provides protection against loss or theft of intellectual (data) property by 
providing a full disk encryption solution for internal hard disks (hard drives).       

 Once the internal hard drive is encrypted, the machine is only protected when it is powered down, in 
hibernation mode, or restarted.  The drive is not protected in sleep mode or after you log in to your 
operating system. 

 PGP Desktop encrypts the hard disk, not individual files. Continue to use Entrust PKI to encrypt individual 
files and e-mails. 

New Login Process 

 Once the Symantec PGP Desktop software has been installed and the hard disk has been encrypted, 
your login process will change. You will be required to login twice: 

o Each time you reboot your computer, a pre-boot authentication (login) window will prompt you to 
authenticate past the encryption protection. Authenticating at this screen unlocks the drive to allow 
your operating system to load. 

o You will then log into your computer as usual using your NDC username and password. 

PGP Passphrase (Password) 

 When Symantec PGP Desktop is initially installed, your PGP password (also known as passphrase) is the 
same as your NDC password (the password you use to log into your computer). However, when you 
change your NDC password, the PGP password does not automatically synchronize.  You must change 
your PGP password manually. 

o See the Symantec PGP Passwords Guide for instructions on how to change your PGP password. 

Additional Resources 

 HQ DAR Project Web page: http://itcd.hq.nasa.gov/DAR.html     

 HQ IT Notices Regarding DAR: http://itcd.hq.nasa.gov/DAR-notices.html   

 HQ DAR User Guide: http://itcd.hq.nasa.gov/secure/aces/DAR_User_Guide.pdf  

 HQ DAR Frequently Asked Questions (FAQs): http://itcd.hq.nasa.gov/secure/aces/FAQ_DAR_HQ.doc 

 Symantec PGP Passwords Guide: http://itcd.hq.nasa.gov/secure/aces/PGP_passwords.pdf 

Support 

HITSS Customer Support Team  Enterprise Service Desk (ESD) 
Phone: 358-0650    Web Site (submit online incident ticket): https://esd.nasa.gov  
Email:  csat@hq.nasa.gov   Phone 358-HELP (4357) or 1-866-4NASAHQ (462-7247) 
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Automated Installation Overview 

(Users who receive a manual installation will begin with Step 4: PGP Enrollment) 

Process Item What to Expect: 

1. DAR Prompt:  You will be prompted to begin the DAR installation process.  

                             Windows                                                   Macintosh 

                       

IMPORTANT:  You may delay the installation temporarily by NOT clicking “OK” or the 
red/white “X” in the upper right corner (Windows) or “Continue” (Macintosh). The prompt will 
remain open on your screen and you can continue to work. 

Click OK or the red “X” or Continue to activate the installation process. 

2. Health Check: 
(Check Disk and 
Backup Check) 

Once the process is activated, your computer will reboot and a health check (several tests) 
will be performed on your hard disk (i.e., a check disk operation and verification of a recent 
data backup). 

Windows computers will be unusable for approximately 2 hours. Macintosh computers will 
remain available for use, but will experience a significant slowdown in performance. 

3. PGP Desktop 
Installation 

If your computer successfully completes the health check, the software installation will 
begin. This takes approximately 15-20 minutes. 

If any of the system tests fail, the installation will halt and retry the following day. This 
continues until the install is successful. Typically, you are not notified if the install does not 
complete.  Failures are monitored by ACES technicians, who will contact you to schedule a 
desk-side visit if necessary to address the issue. 

4. PGP  
Enrollment 

Following installation and reboot, you will be prompted to complete the enrollment process, 
which registers your user name and password with the PGP Desktop software.  This takes 
approximately 5 minutes to complete once you enter your credentials. 

5. Internal Hard 
Disk Encryption 

The Symantec PGP software will then begin encrypting your hard disk. Encryption can take 
anywhere from 2 hours to almost a full day.  

If you power off during the encryption process, it will continue where it left off when power is 
restored.  If you interrupt the process by removing the device from AC power, it will continue 
encrypting where it left off once reconnected to AC power.   

Once encryption begins, you will be able to use your computer, but may notice slow 
performance. 

 

 

 

 

 


