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Data-At-Rest (DAR) Encryption (Refreshed Computers) 
The Symantec PGP Desktop software has been loaded on your new computer. In order to enable Data 
at Rest (DAR) protection, you must enrollment your new computer with the PGP server and complete the 
hard disk encryption process again. 

 

Symantec PGP Desktop Enrollment: After logging into your new computer, you will see a PGP 
enrollment prompt. 
 

1. Ensure your computer is plugged in to AC 
power (battery power not recommended) 
and connected to the NASA network (not 
wireless network). 

2. At the Symantec PGP Desktop Enrollment 
prompt (shown right), enter your AUID 
and temporary NDC password | Click OK 
(Windows) or Continue (Macintosh). 

Windows 

 

Macintosh 

 
 

 

3. Each time the Enter your PGP Passphrase prompt (shown below) appears, enter your current PGP 
password (the same PGP password you used on your old computer). 

 

 

Windows 

 

Macintosh 

     

 
Hard Disk Encryption:  After enrollment, your machine begins encrypting automatically, with no further 
action required on your part. You may continue to use your computer during encryption. 

 The PGP Desktop window (shown below) may appear briefly to notify you that encryption has started. 

Windows 
 

 

Macintosh 
 

 

   After completing these steps, return to the ACES Computer Refresh Leave-Behind - Step 4. 
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 Encryption can take anywhere from 2 hours to almost a full day. If you power off during the 
encryption process, it will continue where it left off when power is restored. 

 While your hard disk is being encrypted, you may experience slow performance.  This is typical, and 
will not be an issue beyond the initial encryption process. 

 

PGP Desktop Password (Passphrase) 

After changing your temporary NDC password to a permanent, NASA-compliant password after 24 hours 
(see note on Computer Refresh leave behind), if you want your Symantec PGP password to be the same, 
follow the instructions below.  Each time you change your NDC password (required every 60 days), you will 
also have to change your PGP password.   

Note: If you attempt to change your PGP password using the icon, it will not work. PGP Desktop is currently 
not configured for this method: 

 Windows icon  found at the bottom-right of your toolbar (  Show hidden icons). 

 Macintosh icon  found on your toolbar at the top. 

 
To change your PGP password: 
 

Windows Macintosh 

1. Open the PGP Desktop by clicking Start | All 
Programs | PGP | PGP Desktop.  

2. On the left, click PGP Disk | Encrypt Whole Disk. 
3. At the bottom of the screen, umder User Access, 

select your user account (domain\user name) 
4. On the right, click Change Passphrase  
5. In the Enter passphrase to unlock disk text box, 

enter your current password. 
6. When the Change User Passphrase window 

appears, enter your new password in both fields, 
ensuring they match.  (Must meet NASA password 
policy for complexity) | Click OK. 

 

1. Open PGP Desktop: Go (or Finder) | 
Applications | PGP. 

2. Click PGP Disk. 
3. Click on the hard disk code below "PGP Disk" 

(e.g. STxxxxx, WDC WDxxxxx, etc.) 
4. In the bottom portion of the screen, under User 

Access, control-click on your user account | 
Select Change User Passphrase. 

5. When the Enter PGP Passphrase window 
appears, enter your current password. 

6. When the Confirm PGP Passphrase window 
appears, type your new password in both fields, 
making sure they match | Click OK. 

 

 

Resources and Support: 

 DAR encryption at HQ:  http://itcd.hq.nasa.gov/DAR_encryption.html.  

 Symantec PGP Password Guide:  http://itcd.hq.nasa.gov/secure/aces/PGP_passwords.pdf 

 Support:  See ACES Computer Refresh Leave-Behind 

 
 

 

 

 

IMPORTANT NOTE: After completing the PGP enrollment process (Steps 1-3 of this 

handout), return to the ACES Computer Refresh Leave-Behind – Step 4. 

http://itcd.hq.nasa.gov/DAR_encryption.html
http://itcd.hq.nasa.gov/secure/aces/PGP_passwords.pdf

