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Setting Up a Secure Print Job Using ID & Password 

To set up a secure print job from your computer using an ID and 

password, follow these steps: 

1. In the document you wish to print, click File | Print. 

2. From the Printer menu, select a multi-functional device (MFD) 

printer. 

3. Click Printer Properties. 

 

 

 

 

 

 

4. Click the Other tab. If the IC card is used option has a checkmark next to it as shown below, click the 

box to deselect it. 

 

 

 

 

It should look like the following: 

  

   

 

 

 

 

 



  MFD Secure Print - Windows 

 

  Page 2 of 4 

 

 

5. Click the Basic tab. 

6. In the Output Method menu, select Secure Print. 

  

 

 

 

 

 

 

7. On the User Settings window, in the Secure Print ID text box, type a 

username of up to 16 characters. 

8. In the Password text box, type a password of up to 8 characters. 

 It is strongly recommended that you choose short, alpha-only 

and/or numeric-only user IDs and passwords for ease of entry 

when retrieving the print job from the MFD screen. 

 User names and passwords are case sensitive. 

 

9. Click OK. 

10. On the Document Properties window, click OK. 

11. Make any other print settings selections needed (number of copies, 

print only selected pages, two-sided printing, etc.) 

12. Click Print to send the print job to the secure user box on the MFD.  

13. Go to the MFD and retrieve the print job using the instructions below. 
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Printing a Secure Print Job from an MFD Using ID & Password  

After setting up a secure print job from your computer using the steps above, go to the MFD and follow the 

steps below to retrieve your secure print job using the ID and password you created. 

1. Press the User Box button above the number pad (shown right).  

2. Touch System User box on the touch screen panel. 

3. Touch Secure Document User Box on the touch screen panel. 

4. Touch Use/File. 

5. Enter the Document ID for the secure print document | Press OK. 

6. Enter the Password for the secure print document | Press OK.   

7. Select the document in the Secure Print User Box on the touch screen panel 

(shown right). 

8. Touch Print on the touch screen panel. 

9. Touch Start on the touch screen panel     

 

Setting Up a Secure Print Job Using PIV Smartcard 

To set up a secure print job from your computer using your PIV smartcard, follow these steps: 

1. Ensure your PIV card is inserted in your card reader (i.e., laptop slot, keyboard, or external card reader) 

2. In the document you wish to print, click File | Print.  

 

 

3. From the Printer menu, select a multi-functional device 

(MFD) printer. 

 

 

 

 

 

4. Click Printer Properties. 
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5. On the Other tab, in the center, check the box next to 

IC card is used | Click Apply.  

 

 

 

6. Click the Basic tab. 

7. In the Output Method menu, select PKI Card Print.  

8. Click OK. 

9. Make any other print settings selections needed (number of copies, print only 

selected pages, two-sided printing, etc.) 

10. Click Print to send the print job to the secure user box on the MFD.  

11. Go to the MFD and retrieve the print job using the instructions below. 

Printing a Secure Print Job from an MFD Using PIV Smartcard  

After setting up a secure print job from your computer using the steps above, go to the MFD and follow the 

steps below to retrieve your secure print job using your PIV smartcard. 

1. Insert your PIV smartcard and log in by entering your PIN. 

2. Press the User Box button above the number pad.  

3. Touch System User box on the touch screen panel. 

4. Touch PKI Encrypted Document User Box on the touch screen panel.   

5. Touch Use/File. 

6. Select the document in the PKI Encrypted Document User Box on the touch screen panel.  

7. Touch Print on the touch screen panel. 

8. Touch Start on the touch screen panel 

 

 

For assistance, contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-

HELP (4357) or 1-866-4NASAHQ (462-7247). 

 

This document is posted on the ITCD Web site at: 

http://itcd.hq.nasa.gov/instructions.html 

https://esd.nasa.gov/
http://itcd.hq.nasa.gov/instructions.html

