
 

  Page 1 of 11 

 

 

 

DATA-at-Rest (DAR) Encryption 

Frequently Asked Questions (FAQs) 

June 2014 

 

Contents 
What is DAR? ......................................................................................................................................................... 2 

What tool is NASA using for DAR protection? ..................................................................................................... 2 

How does PGP Desktop work? ............................................................................................................................... 2 

Is DAR encryption software required for everyone? .............................................................................................. 2 

What is the definition of sensitive data? ................................................................................................................. 2 

Will my refreshed computer have the PGP Desktop software? .............................................................................. 2 

Why do I need to repeat the enrollment/encryption process on my refreshed computer? ...................................... 3 

How can I tell if the PGP software is loaded on my computer? ............................................................................. 3 

How do I complete the PGP enrollment and hard disk encryption process on my refreshed computer? ............... 4 

How do I know when my computer’s hard disk has completed encryption? ......................................................... 5 

How do I know if my enrollment was successful? ................................................................................................. 5 

How do I log in at the PGP pre-boot authentication prompt (login screen)? ......................................................... 6 

What happens to my computer when I log in to PGP? ........................................................................................... 6 

If I close my laptop lid, will PGP protect my computer? ....................................................................................... 7 

Why can’t I log in to my laptop at the PGP login screen using my external keyboard? ........................................ 7 

Why does my Mac computer prompt me for an additional password after logging in to both PGP and my 

computer? ................................................................................................................................................................ 7 

Will my PGP username and password sync with my NDC credentials? ................................................................ 7 

Am I required to keep my PGP password the same as my NDC password? .......................................................... 7 

Are there any rules on PGP passwords? ................................................................................................................. 8 

How many login attempts do I have? ..................................................................................................................... 8 

What does passphrase mean? .................................................................................................................................. 8 

How do I change my PGP password? ..................................................................................................................... 8 

I tried to change my PGP password using the icon, but it didn’t work. Why not? ................................................. 9 

What do I do if I forget my PGP password? ........................................................................................................... 9 

What if my login credentials don’t work? .............................................................................................................. 9 

How does PGP affect PIV Smartcard logins?......................................................................................................... 9 

Does PGP affect remote access (VPN) to my computer? ..................................................................................... 10 

Do I still need to use Entrust PKI digital certificates for sending secure e-mail? ................................................ 10 

Does PGP Desktop encrypt specific files/folders on my computer? .................................................................... 10 

How do I encrypt individual files using Entrust? ................................................................................................. 10 

How do I decrypt individual files using Entrust? ................................................................................................. 11 

Whom do I contact for information and questions?.............................................................................................. 11 

 

 

 



  DATA-at-Rest (DAR) Encryption FAQs 

 

  Page 2 of 11 

 

What is DAR? 

DAR is an acronym for Data at Rest. This term is used at NASA to describe the Data at Rest (DAR) encryption 

effort underway across the Agency. DAR encryption is an IT security measure that provides Whole Disk 

Encryption (WDE) for all laptops as well as desktops that contain sensitive data. The primary goal of any DAR 

solution is to protect against critical data loss in the event of a lost or stolen computer.  

What tool is NASA using for DAR protection? 

Symantec PGP Desktop is the Agency solution for whole disk encryption.  

How does PGP Desktop work? 

Think of PGP Desktop as a lock box. Once you open the box (i.e. unlock the encrypted drive), everything in 

that box works as it always has. Once you log in at the PGP pre-boot authentication prompt (login screen) using 

your PGP username and password, the data is no longer in a resting state and your files are no longer protected. 

PGP protects the data on your computer while it is powered off or in “hibernate” mode and prevents anyone 

except you from accessing the data on your computer. 

Is DAR encryption software required for everyone? 

Yes. To comply with Federal law, NASA requires DAR encryption on all NASA laptop computers as well as 

desktop computers with sensitive data such as Personally Identifiable Information (PII), Sensitive But 

Unclassified (SBU), International Traffic in Arms Regulations (ITAR), and Export Administration Regulations 

(EAR). 

What is the definition of sensitive data? 

Sensitive data refers to Personally Identifiable Information (PII), Sensitive But Unclassified (SBU), 

International Traffic in Arms Regulations (ITAR), or Export Administration Regulations (EAR) data.  

 Personally identifiable information (PII) is information that can be used to distinguish or trace an 

individual's identity, such as their name, SSN, biometric records, etc., alone, or when combined with 

other personal or identifying information which is linked or linkable to a specific individual, such as 

date and place of birth, mother's maiden name, etc..  

 Sensitive but Unclassified (SBU) is information that requires protection due to the risk and magnitude of 

harm or loss that could result from unauthorized disclosure, alteration, loss, or destruction. The term 

includes, but is not limited to, Privacy Act information, proprietary information, and information not 

releasable under the Freedom of Information Act. 

Will my refreshed computer have the PGP Desktop software? 

Yes. The Symantec PGP Desktop software is loaded manually on all new/refreshed computers.  However, you 

must complete the enrollment process and hard disk encryption process again. 
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Why do I need to repeat the enrollment/encryption process on my 
refreshed computer? 

By design, PGP provides data protection that is specific to an individual computer. It cannot be transferred or 

migrated to a new computer. Therefore, every time you receive a new computer, you must go through the PGP 

enrollment followed by the hard disk encryption process. 

Although the PGP Desktop software will be loaded on your refreshed computer for you, technicians cannot 

complete the enrollment/encryption process for you. You must log in using your credentials in order to register 

with the PDP server. 

How can I tell if the PGP software is loaded on my computer? 

Search for the PGP software on your computer as described below. 

 

Windows 

PGP is listed under Start | All Programs.   

 

 

Additionally, a small lock icon  appears in the tray (bottom right) of your computer. 

 

 

 

 

Macintosh 

PGP is listed under Go | Applications. 

Additionally, a small lock icon   appears in the taskbar 

(top right) of your computer screen. 
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How do I complete the PGP enrollment and hard disk encryption 
process on my refreshed computer? 

The Symantec PGP Desktop software will be loaded on your refreshed computer.  You must complete the 

enrollment process and then the encryption process in order for you data to be protected. 

Process What to Expect: 

1. Connect to 

Network 

Ensure your computer is connected to the NASA network.  

(Wireless and/or Guest networks typically do NOT provide network 

connectivity to the PGP server.) 

2. PGP      

Enrollment 

Upon reboot, you will be prompted to complete the PGP enrollment process, 

which registers your user name and password with the PGP Desktop server.  

This takes approximately 5 minutes to complete once you enter your 

credentials. 

If the PGP Enrollment Wizard does not automatically appear within 5 

minutes of logging in, open the PGP Desktop software manually:  

 Windows users: Click Start | Click PGP Desktop. 

 Macintosh users: Open Applications | Click PGP.app 

3. Internal 

Hard Disk 

Encryption 

The Symantec PGP software will then begin encrypting your hard disk. 

Encryption can take anywhere from 2 hours to almost a full day.  

If you interrupt the encryption process by powering off or removing the 

device from AC power, it will continue encrypting where it left off when 

reconnected.   

Once encryption begins, you will be able to use your computer, but may 

notice slow performance. 

Once the encryption process is complete, you should see one of the following screens each time you reboot your 

computer: 

Windows: Macintosh: 

  

If you experience problems, contact the Enterprise Service Desk (ESD). 

 



  DATA-at-Rest (DAR) Encryption FAQs 

 

  Page 5 of 11 

 

 

How do I know when my computer’s hard disk has completed 
encryption? 

You can check the encryption progress by doing the following: 

Windows: 

1. Open PGP Desktop: Start | All Programs | PGP. 

2. Click PGP Desktop | Encrypt Whole Disk. 

3. A padlock icon  to the right of the C: drive indicates the drive is encrypted: 

 

Macintosh: 

1. Open PGP Desktop: Go (or Finder) | Applications | PGP. 

2. Click on the hard disk code below PGP Disk (e.g. STxxxxx, WDC WDxxxxx, etc.) 

3. Under Disk Properties, the Disk Status indicates Encrypted—AES. 

During encryption, a green progress bar displays, and a gray button at the top right of the screen displays Stop. 

After encryption, the green bar disappears and the gray button shows Decrypt. Also during encryption, the lock 

icon shows a yellow and black spinning circle. After encryption, the lock will be bare. 

How do I know if my enrollment was successful? 

If you get the PGP pre-boot authentication prompt (login screen) upon restarting your computer, you have 

successfully completed the DAR encryption process. 

Windows: Macintosh: 
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How do I log in at the PGP pre-boot authentication prompt (login 
screen)? 

1. Enter your AUID in the User Name field | Press Tab.  

2. Enter your password in the Passphrase field.  

3. Windows only: Press Tab | Use the down arrow to ensure NDC is selected in the Domain field | Press 

Enter. 

Windows: Macintosh: 

  

 

What happens to my computer when I log in to PGP? 

Logging in to PGP Desktop unlocks your hard disk, making the data accessible. If your computer is put into 

hibernation mode* or there is a power outage, PGP engages, locking your hard drive. If your computer goes 

into Sleep mode**, PGP does not engage. In this case, your hard drive does not lock and your data is accessible. 

Mode Windows Macintosh 

Hibernation  Use either of these methods: 

 Ctrl-Alt-Delete | Shut down options (located in lower 

right corner of screen) | Hibernate 

 Start | Shut down | Hibernate 

N/A 

Sleep  Ctrl-Alt-Delete | Shut down options (located in lower 

right corner of screen) | Sleep 

Apple icon (located in task 

bar) | Sleep 

 

*Hibernate takes everything that is stored in your RAM memory and puts it onto the hard drive, then turns it 

off completely. The next time you turn on the computer, it will access that file that it stored on your hard drive 

and it will be like you never turned it off (it's a bit faster than shutting it down completely because it doesn't 

have to load the startup items). 

**Sleep mode is a low-power state, meaning that your computer is technically on but most of its components 

are off (such as the hard drive). 
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If I close my laptop lid, will PGP protect my computer? 

This depends on your laptop’s system settings. If your system settings call for the computer to go into Sleep 

mode on laptop lid close, the disk protection measures will NOT engage. If your system settings call for the 

computer to go into Hibernate mode on laptop lid close, PGP will engage, effectively engaging whole disk 

encryption protection. For more information on hibernation and sleep modes, see What happens to my computer 

when I log into PGP? 

Why can’t I log in to my laptop at the PGP login screen using my 
external keyboard? 

Usually this is the result of an external keyboard not functioning with the software at the PGP pre-boot 

authentication prompt (login screen). In addition, the keypad on the right side of your keyboard and/or your 

mouse may not be active.  

If your computer is on a docking station, using an external USB keyboard or using a wireless keyboard, lift the 

lid of the laptop and use the built-in keyboard to type in your authentication. Use the Tab or arrow keys to 

navigate the PGP pre-boot authentication prompt (login screen). 

Why does my Mac computer prompt me for an additional password 
after logging in to both PGP and my computer? 

This issue usually occurs when a Keychain isn’t properly updated. The best fix is to reset the keychain 

password: 

1. Open Applications | Utilities | Keychain Access.  

2. Right-click the login, and select Change Password for Keychain Login.  

3. Enter your NDC password.  

Will my PGP username and password sync with my NDC credentials? 

No. During installation of the PGP software, and until you change your NDC password, the AUID and 

password combination on both will match. However, if you change your NDC password, the password used to 

log in at the PGP pre-boot authentication prompt (login screen) does not automatically update (sync) to your 

new password.  

To change your PGP password, follow the steps for How do I change my PGP password? 

Am I required to keep my PGP password the same as my NDC 
password? 

No. During the enrollment process, you are required to use your NDC credentials. After enrollment, you should 

continue to use your NDC credentials when prompted to encrypt the computer. These will be used to log in to 

the PGP pre-boot authentication prompt (login screen). When your NDC credentials change, your PGP 

credentials will not change. You do have the option to change the PGP password if you wish, but you are not 

required to do so. 
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Are there any rules on PGP passwords? 

When creating a passphrase in PGP Desktop, you can use up to 255 characters, including spaces. Or you may choose 

to create a shorter password. Either way, your new password should follow Federal Desktop Core Configuration 

(FDCC) requirements.  For more information on PGP passwords and recommendations, see the Symantec PGP 

Password Guide. 

How many login attempts do I have? 

Just as with your NDC authentication, after three failed attempts the disk will lock. Authentication at pre-boot 

can then only be done via administrative passphrase or Whole Disk Recovery Token. If you lock the disk with 

three failed login attempts, follow the instructions for What if my login credentials don’t work? 

What does passphrase mean? 

The terms password and passphrase are synonymous. Symantec PGP refers to passwords as passphrases 

because you can use up to 255 characters, including spaces. This allows you to create a phrase if you choose. You 

also have the option of using a shorter password.  

 

How do I change my PGP password? 

Windows Users 

1. Open PGP Desktop by clicking Start | All Programs | PGP | PGP Desktop. 

2. Click PGP Disk | Encrypt Whole Disk. 

3. At the bottom of the screen, under User Access, select your user account | To the right of the screen, 

click Change Passphrase. 

4. In the Enter passphrase to unlock disk: text box, enter your current password. 

5. On the Change User Passphrase window, enter your new password in both text fields, ensuring they 

match | Click OK. 

You cannot change your PGP password using the icon  found at the bottom-right of your toolbar ( Show 

hidden icons). 

 

Macintosh Users 

1. Open PGP Desktop: Go (or Finder) | Applications | PGP. 

2. Click PGP Disk. 

3. Click on the hard disk code below "PGP Disk" (e.g. STxxxxx, WDC WDxxxxx, etc.) 

4. In the bottom portion of the screen, under User Access, control-click on your user account | Select 

Change User Passphrase. 

5. When the Enter PGP Passphrase window appears, enter your current password. 

6. When the Confirm PGP Passphrase window appears, type your new password in both fields, making 

sure they match | Click OK. 

http://itcd.hq.nasa.gov/secure/aces/PGP_passwords.pdf
http://itcd.hq.nasa.gov/secure/aces/PGP_passwords.pdf
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You cannot change your PGP password using the icon  found on your toolbar at the top. 

For more information, see the PGP Password guide.   

I tried to change my PGP password using the icon, but it didn’t work. 
Why not? 

If you right-click on the PGP icon, there is an option for Change Passphrase. However, if you attempt to 

change your PGP password using the icon, it will not work. PGP Desktop is not currently configured for this 

method. To successfully change your PGP password, follow the steps for How do I change my PGP password? 

above. 

What do I do if I forget my PGP password? 

Call the Enterprise Service Desk (ESD) at 358-HELP (4357) or 1-866-4NASAHQ (462-7247). Open a ticket for 

a Whole Disk Recovery Token or PIN. This process allows the ESD call agent to generate a one-time code/PIN 

(28 characters long, separated by dashes) you can use to bypass the PGP pre-boot authentication prompt (login 

screen). 

1. Obtain the Whole Disk Recovery Token code, including the dashes, from the ESD call agent. You will 

be asked to verify your identity using your Launchpad questions. 

2. Ensure you are connected to the NASA network. 

3. At the PGP pre-boot authentication prompt, press F7 (Windows users) or F4 (Macintosh users). 

4. At the token screen, enter the Whole Disk Recovery Token exactly, including dashes, and press Enter. 

5. See the PGP Passwords guide for instructions on changing your PGP password.  

What if my login credentials don’t work? 

Call the Enterprise Service Desk (ESD) at 358-HELP (4357) or 1-866-4NASAHQ (462-7247). Open a ticket for 

a Whole Disk Recovery Token or PIN. This process allows the ESD call agent to generate a one-time code/PIN 

(28 characters long, separated by dashes) you can use to bypass the PGP pre-boot authentication prompt (login 

screen). 

1. Obtain the Whole Disk Recovery Token code, including the dashes, from the ESD call agent. You will 

be asked to verify your identity using your Launchpad questions. 

2. Ensure you are connected to a NASA network. 

3. At the PGP pre-boot authentication prompt, press F7 (Windows users) or F4 (Macintosh users). 

4. At the token screen, enter the Whole Disk Recovery Token exactly, including dashes, and press Enter. 

How does PGP affect PIV Smartcard logins? 

You will need to use your NDC AUID and password to enroll with the PGP server initially. After enrollment 

and encryption, you will use your NDC AUID and password to unlock your hard disk at the PGP pre-boot 

authentication prompt (login screen). After unlocking your hard disk, you can still use your PIV smartcard and 

PIN to log into your operating system, e.g. Windows. 

 

http://itcd.hq.nasa.gov/secure/aces/PGP_passwords.pdf
http://itcd.hq.nasa.gov/secure/aces/PGP_passwords.pdf
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Does PGP affect remote access (VPN) to my computer? 

PGP does not affect remote access as long as the computer is in a booted state. However, if the computer 

reboots, or loses power, remote access will be unavailable until you log in at the PGP pre-boot authentication 

prompt (login screen). 

Do I still need to use Entrust PKI digital certificates for sending secure 
e-mail? 

Yes, you will still need to use Entrust PKI to send sensitive data via e-mail. PGP does not replace Entrust, as it 

does not encrypt at the file and folder level. Once you log in at the PGP pre-boot authentication prompt (login 

screen) with your PGP username and password, your files are automatically decrypted. PGP will not re-encrypt 

them when being sent through an application such as Outlook. 

Does PGP Desktop encrypt specific files/folders on my computer? 

No. DAR provides encryption of the hard drive in its entirety. For information on encrypting individual files, 

see How do I encrypt individual files using Entrust? 

How do I encrypt individual files using Entrust? 

Windows 

1. Log in to Entrust: Right-click on the Entrust icon | Select 

Log in…. 

2. Locate the file(s) you wish to encrypt. 

3. Right-click on the file(s) |  Encrypt File  |  Next  |  Next  |   

4. Important! Select the box next to Delete the original files 

on finish | Click Finish. 

 

Macintosh 

1. Log in to Entrust: Click on the Entrust icon | Select Log in. 

2. Control-click on the file you wish to encrypt. 

3. Click Services | Protect with EESD.  The Protect 

Files dialog box appears. 

4. Important! Select the check box next to 

Automatically delete plain-text files after 

protection. 

5. Click Protect  |  Done 

 

 

 

http://itcd.hq.nasa.gov/itsecurity/pki_entrust.html
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How do I decrypt individual files using Entrust? 

Windows 

1. Ensure you are logged into Entrust. 

2. Locate the file(s) you wish to decrypt. 

3. Right-click on the file(s) |  Decrypt and Verify 

Caution!  There will now be two versions of your file.  The original (unencrypted) version and another 

(encrypted version).  The encrypted version has a key icon in the corner.  In order for you to securely 

transport the sensitive file, only carry the encrypted version on your laptop or external storage device. 

 

Macintosh 

1. Ensure you are logged into Entrust. 

2. To open an encrypted file, Control-click on the file you wish to encrypt | Services | Unprotect with 

EESD.  The Entrust “Unprotect Files” dialog box appears. 

3. Select the file you with to decrypt and click Unprotect  |  Done 

4. Two files now exist in the folder which held the encrypted file – the encrypted file (key icon) and the 

unencrypted file which you just decrypted. 

Caution!  If the unencrypted file already exists in the folder with the encrypted version, you will be asked if 

you want to overwrite the existing file.  Make sure you are overwriting the correct file or you may lose 

information! 

 

Whom do I contact for information and questions? 

After reading these FAQs and attempting to follow the guidance provided, if you still need help, contact the 

HITSS Customer Support Team at 358-0650, or send an e-mail to csat@hq.nasa.gov.  A HITSS Customer 

Service Analyst (CSA) will provide assistance, and if necessary, help you submit an incident ticket to the ESD.  

 

 

 

 

 

 

 

For assistance, contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-

HELP (4357) or 1-866-4NASAHQ (462-7247). 

 

This document is posted on the ITCD Web site at: 

http://itcd.hq.nasa.gov/instructions.html 

https://esd.nasa.gov/
http://itcd.hq.nasa.gov/instructions.html

