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What is Elevated Privileges Management? 

Elevated Privileges Management (EPM) is an automated process using Viewfinity to determine on a case by 

case basis what software will be allowed to run with extra permission. For example, when a user tries to install 

an application, there may already be a rule that allows it to be installed without the need to contact the EPM 

Team, or without the need to be a local administrator. If a rule is not in place then there is a process to get that 

application approved. 

Is EPM only for my Windows computer? 

Currently, EPM is for Windows computers, or Macintosh computers running a virtual Windows computer. 

Viewfinity may be available for Macintosh computers in the future. 
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What are some advantages of Elevated Privileges Management? 

EPM can give specific users or groups access to specific applications that currently require elevated privileges, 

in a more secure context. The applications can be uniquely identified by multiple properties that are associated 

with the files such as version, developer, and file size. By implementing an EPM based solution, End-Users will 

have more control over certain processes on their workstations. For example, users will now be able to install 

their own printer driver without going through a lengthy approval process.  

What happens when an app requires elevated privileges? 

When a user starts an application that requires elevated privileges, and there is a policy in place that allows the 

user to run that application, the application will be allowed to run as if the user had local administrator rights.  

What happens when an app requires elevated privileges and no rule is 
in place? 

If the application the user attempted to run requires administrative privileges and there is no policy in place that 

allows the user to run that application, a Viewfinity message appears stating the application requires 

administrative privileges and has not been preapproved. There is a text box where the user can enter a 

justification for why they need to access the application. The user also provides their e-mail address to allow the 

Elevated Privileges Team to notify of the status of the request. The user has two minutes to enter the 

information before the window times out. 

What happens when a user is blocked from using an application? 

If a user tries to access an application that is not allowed, a Viewfinity message appears stating the action is 

blocked by policy. The message includes a text box where the user can enter a justification for why they need 

access to the application. The user also provides their e-mail address to allow the Elevated Privileges Team to 

notify them of the status of the request. The user has two minutes to enter the information before the window 

times out. 

How long will my request take? 

The time to resolution varies depending on a number of factors. Preapproved actions still require the user to 

provide a justification, and then they automatically run. Other requests for software installations not currently 

approved in the software library may take longer, as the Triage 3 process must be followed in accordance with 

current processes. 

How will I know when my request is approved? 

Viewfinity sends a message to the e-mail address you provided indicating the disposition of your request. 

Does EPM replace the Software Library process for new software? 

No. For preapproved software, EPM requires the user to provide a justification, and then it automatically runs. 

Non-approved software requests are routed to the EPM Team, who then follows their current approval process. 
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What if a local administrator tries to run an app requiring EP? 

If a user is a local administrator and attempts to run an application requiring elevated permissions, a Viewfinity 

message appears that says, “Your System Administrator collects information about use of applications requiring 

administrative privileges. Provide your justification for using the application and click Submit. Your 

explanation will be sent to the System administrator.” After entering a justification in the text box, the user is 

automatically granted access. 

What if I right-click on an executable and select Run as administrator? 

Viewfinity prompts the user to provide a justification for using the application. If there is a policy in place, the 

user can run the application with administrator permissions. If there is not a policy in place, clicking OK 

submits a request for access. The System Administrator notifies the user regarding request status using the e-

mail address provided. Users have two minutes to enter the information before the window times out. 

What if I right-click on a file and select Request One-Time 
Authorization? 

A One-Time Request for Authorization window appears explaining that the user must obtain an Authorization 

Code in order to run this Application. Leave this window open and contact the EPM Team. 

What does kill blocked application mean? 

If a user is running an application that a new policy now blocks, Viewfinity presents a windows that says, “This 

application is no longer allowed to run.”  

What are whitelisted applications? 

Whitelisted applications are software that have been reviewed by ITCD and have been determined that they are 

approved to be installed by any user. 

What is an Application launch alert? 

If a user is running an application that the system believes may be harmful to their computer, Viewfinity 

provides a warning to run it at their own risk. To run the application, provide a justification and click Submit. 

 

 

For assistance with using Viewfinity, contact the Elevated Privileges Management (EPM) Team: by e-mail,  
hq-epm@mail.nasa.gov, or by phone, 202-358-1541. 

 

For assistance with installation of the Viewfinity software, contact the Enterprise Service Desk (ESD): 

Submit a ticket online at esd.nasa.gov, or call 358-HELP (4357) or 1-866-4NASAHQ (462-7247). 

 

This document is posted on the ITCD Web site at: 

http://itcd.hq.nasa.gov/faqs.html 

https://esd.nasa.gov/
http://itcd.hq.nasa.gov/faqs.html

