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The Remote Access Guide is produced by the NASA Headquarters Information Technology and 

Communications Division (ITCD). For comments or questions about this document, contact the NASA 

Headquarters IT Communications Manager. 

This document is posted on the ITCD Web site at: 

http://itcd.hq.nasa.gov/instructions.html 
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About This Guide 

NASA supports general telework activities as well as working remotely in an emergency as a contingency 

response that may be activated under certain circumstances. This guide provides instructions on how to 

remotely access the Headquarters (HQ) network and other computing resources. 

For more information on the NASA telework program, see NASA Procedural Requirements (NPR) 3600.2A: 

http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_3600_002A_&page_name=main&search_term

=telework  

Note that the information in this guide is based on the use of the Web browser Internet Explorer version 11 

(Windows).  If you use another browser, you may experience slight variations. 

Download the Remote Access Guide: 
http://itcd.hq.nasa.gov/secure/remote_access.pdf 

 

To ensure you have access to this guide even when you don’t have internet connectivity, save it to your 

desktop. 

 

Disclaimer  

No data shown in illustrations represents any “real” account, project, or individual.  Any resemblance to actual 

accounts, projects, or individuals is purely coincidental. Commercial product references do not imply 

government endorsement. 

 

 

Requirements for working remotely 

Government-Issued or Government-Approved Computer 

A government-issued or government-approved computer is required for teleworking. This computer (typically a 

laptop) is updated regularly with security patches and virus protection. Also, this computer is already 

configured to connect to NASA and Internet resources through a secure VPN connection. 

IMPORTANT!  Only government-issued or government-approved computers (laptops/desktops/tablets) 

are to be used to access, process, and store NASA data. All HQ employees and contractors are required to 

comply with this direction in order to protect NASA data, IT assets, and services. Personal computers 

(laptops/desktops/tablets) cannot be used to access IT resources at NASA HQ or through the VPN. 

Contractor-owned and Government Furnished Equipment (GFE) computers provided to contactors that 

have a NASA-approved IT security plan with a current authorization to operate are considered to be 

government-approved computers. 

 

  

http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_3600_002A_&page_name=main&search_term=telework
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_3600_002A_&page_name=main&search_term=telework
http://itcd.hq.nasa.gov/secure/remote_access.pdf
http://itcd.hq.nasa.gov/networking-vpn.html
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Requirements for Remote Connection 

The following table details the requirements for remote access to the NASA network. These requirements may 

be different depending on whether you connect remotely using Windows or Macintosh.  

Requirement Windows Mac 

Government-issued or government-approved laptop with: 

 AnyConnect (VPN) software installed 

 computer power cord 

  

High-speed Internet access from an Internet Service Provider (ISP) or Aircard or MiFi 

device (e.g., Verizon, Comcast, Cox Communications, etc.) 

  

Remote Access Guide 

(save a copy of this Remote Access Guide to your desktop) 

  

PIV smartcard (NASA badge) and current PIN   

External card reader – for VPN access O  

SecurID token and eight-digit alpha-numeric PIN – 

ONLY IF you require access to “token only” applications or Web sites 

  

SecurID token and eight-digit alpha-numeric PIN -- for VPN access 

ONLY for users who do not have a PIV smartcard (NASA badge). 

  

AUID username (e.g., jdoe) and NDC password   

Access Launchpad password   

Voice mail password   

Instant Meeting account information 

(personal teleconference number and passcode) 

O O 

Headset for Jabber   

 = Required            O = Optional/May be required 
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Internet Connection  

This section describes internet connection for your government-issued or government-approved laptop. 

A user can send and receive e-mail using Microsoft Outlook using a government-issued or government-

approved laptop. Neither VPN nor AnyConnect is required to use the full-featured Microsoft Outlook.   

 

Internet Connection Using Wireless Access (Wi-Fi) 

To connect to a wireless network, follow these steps: 

1. Locate your computer’s wireless switch and turn it “on.” 

Depending on your computer make and model, you may see a Wi 

Fi  indicator light, a blue indicator light, or a window confirming 

that wireless capability is activated.  

2. On the toolbar at the bottom-right, click on the Internet 

Access icon  to ensure that the wireless option is there and 

that you are connected, as shown right.   

 

If you do not see the wireless option, try your computer’s 

wireless switch again. If it still does not appear, contact the 

Enterprise Service Desk (ESD): Submit a ticket online at 

esd.nasa.gov, or call 358-HELP (4357) or 1-866-4NASAHQ 

(462-7247).  

3. You should now be able to access the Internet. Test this by opening a browser window and navigating to 

a new Web page.  (The cached version of your usual home page may appear because it is resident in 

memory. Navigate to any other Web page to test functionality.) 

 

Internet Connection Using Wired Access 

1. Computers that have an Ethernet port can use an Ethernet cable to connect to a cable modem or 

other Internet conneciton.  The color does not matter. An Ethernet Cable (RJ-45) looks like a 

standard telephone cable (RJ-11), except wider. The image at right shows the end of an 

Ethernet cable.    

2. Connect the Ethernet cable to one of the Ethernet ports on the 

rear or side panel of the laptop, as shown in this illustration.  

(Some computers, such as Macintosh laptops may not have an 

Ethernet port.) 

3. Connect the other end to the matching slot on the back of the cable modem or other Internet connection. 

When properly connected, the Ethernet cable will be locked into place and can only be removed by 

pressing the plastic tab located on the connector while pulling the cable out.  

Regardless of the Internet connection method, in some cases you may need to reboot your cable modem.   

https://esd.nasa.gov/
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Internet Connection Using Wireless Device (order device from the ESD) 

Internet access may be obtained via MiFi devices, a hotspot on a government-issued or government-approved 

smartphone, or as a last resort, an aircard. Aircards and MiFi’s are available for temporary check-out through 

the HQ Equipment Loaner Pool. (Loaner MiFi and Aircard devices are for international travel only).  To submit 

a request for a loaner aircard online:  

1. Visit the Enterprise Service Desk (ESD) | Click Order Services. 

2. Click Computing Seat Services | Click Other Seat Services. 

3. Scroll down and click Obtain a Loaner Device. 

4. Validate the Ship To location (ensure it says HQ).  

5. Under Type of Equipment*, select one of the following: Computing Seat, Cellular Seat (including 

aircards), Pager Seat, or MFD/Printer Seat. 

6. In the text boxes, fill in the Start Date* and End Date* | Click Submit. 

7. In the Additional Comments/Business Justification* section, explain why you need the equipment. 

Items with an asterisk* next to them are required. 

Your request will be sent to your organizations Approver(s), submitted to the ESD, and then assigned to the 

appropriate service provider. The Loaner Pool Administrator will contact you by phone, e-mail, or calendar 

invite to arrange a time for you to receive or pickup your requested item(s). 

Contact your supervisor or IT POC to discuss the option of having your organization purchase an aircard or 

mobile hotspot  as a permanent Internet connectivity solution. 

 

Getting Help 

Enterprise Service Desk (ESD) 

The NASA Enterprise Service Desk (ESD) provides IT support services for desktop and laptop computers, 

mobile devices, telecommunication services, file, print, e-mail, application, Web services, etc. 

The ESD staff is trained to assist users in resolving issues and concerns. If unable to resolve issues over the 

phone, the ESD technician will dispatch your ticket to the appropriate service provider to diagnose and/or 

resolve the problem. 

Contact the ESD: Submit a ticket online at esd.nasa.gov, or call 202-358-HELP (4357) or 1-866-4NASAHQ 

(462-7247). 

 

IT Help at NASA HQ 

Visit the Getting Help Web page, hosted by the HQ Information Technology and Communications Division 

(ITCD).  This page offers links to IT resources such as computer training assistance, FAQs, contact information 

for Customer Engagement Managers, Project Managers, etc. 

http://itcd.hq.nasa.gov/loaner.html
https://esd.nasa.gov/
http://itcd.hq.nasa.gov/documents/IT_Contacts.pdf
https://esd.nasa.gov/
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Access the Getting Help Web page: http://itcd.hq.nasa.gov/get_help.html 

358-HELP Structure 

There are several service help desks available which covers a wide range of services at NASA Headquarters 

such as facilities/building services, conference room support, travel, badging, parking/garage, human resources, 

etc. Use the 358-HELP line to locate the help desk you need. 

 

 

  

Option 1:

Computer, Telecom, 
Printers/Copiers, TV

Forwards to 
Enterprise 

Service Desk 
(ESD)

Option 2:

HR, Payroll, Training, 
Finance, 

Procurement

Forwards to the 
NASA Shared 

Services Center 
(NSSC)

Option 3: 

HQ Travel Office, 
Concur Government, 

BASO, WebTADs

Option 1:
HQ Travel Office

Option 2:
Concur 

Government PIN 
resets

Option 3:
BASO Support 

for BASO/BOBJ 
Support

Option 4:
HQ WebTADS 

Help Desk

Option 4: 

AV Conferencing, 
VITS Scheduling

Option 1:
AV Conferencing 

and Support

Option 2:
VITS Scheduling

Option 3:
Library Services

Option 5:

Facillity Services

Option 1: 
Facilities 

Request/Safety 
Issues Hotline

Option 2:
Locksmith

Option 3:
Move Services

Option 4:
Mail Services

Option 5:
Receiving and 

Inspections

Option 6:

Travel/Parking

Option 1:
Government 
Travel Cards

Option 2:
Passports

Option 3:
Parking Permits 

and Transit 
Subisidies

Option 4:
Garage and 
Government 

Vehicles

Option 7:

Badging

Forwards to the 
Badging Office

Option 8:

Printing and Design

Forwards to the 
Communications 
Support Services 
Center (CSSC)

http://itcd.hq.nasa.gov/get_help.html
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Web Sites to Bookmark 

Bookmarking important Web sites allows you to store and quickly access NASA Web sites.  

Web Site Location/Description:   

Applications http://www.hq.nasa.gov/hq/applications.html - Provides links to frequently used 

NASA HQ applications. 

Cisco Self Care 

Portal (formerly 

CallManager) 

https://nhqvpub01/ccmuser  Provides access to Cisco Self Care Portal (formerly 

called CallManager), which allows set up of special HQ Phone System features, 

including call forwarding. For more information, visit the Self Care Portal We 

page, http://www.hq.nasa.gov/office/itcd/self-care-portal.html   

NASA 

Headquarters 

Emergency 

Operations 

http://www.nasa.gov/centers/hq/emergency  Can be accessed prior to 

establishing a secure connection to NASA HQ. Use this for emergency 

communications and to access the Emergency Preparedness links found on 

Inside HQ. 

Web Inbox https://nhqvun01.voip.hq.nasa.gov/inbox (compatible only with Firefox) 

Web Inbox is a Web-based tool used to manage your voice mail. It doesn’t 

replace the voice mail on your desktop phone; it merely gives you another 

method to listen to and manage your voice mail messages. 

Enterprise Service 

Desk (ESD) 

The NASA Enterprise Service Desk (ESD) can be used to submit a new ticket or 

check the status of an existing ticket at NASA HQ. For assistance, Contact the 

Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 

358-HELP (4357) or 1-866-4NASAHQ (462-7247). 

Conference 

Facilities 

https://hqcss.hq.nasa.gov  - Reserve a conference room. 

CONCUR 

Government 

Edition (CGE) 

https://cge.concursolutions.com/UI/SSO/NASA  - The Federal Government’s 

automated travel authorization and travel voucher system. 

HQ Information 

Technology and 

Communications 

Division (ITCD) 

http://itcd.hq.nasa.gov/- Contains the ITCD supported hardware and software 

list. Also provides information about computer security, telecommunications, 

training and other related services.   

HQ Telephone 

Services 

http://itcd.hq.nasa.gov/telephone_services.html  

Provides information on the HQ phone system. This Web site is an added 

resource for answers to frequently asked questions and links to additional 

resource materials. It includes information about HQ desktop phone 

functionality, Jabber, and Cisco Self Care Portal. 

Identity 

Management and 

http://itcd.hq.nasa.gov/idmax.html - This is the Agency gateway to access the 

tools to obtain a NASA badge, gain access to IT systems, and update personal 

http://www.hq.nasa.gov/hq/applications.html
https://nhqvpub01/ccmuser
http://www.hq.nasa.gov/office/itcd/self-care-portal.html
http://www.nasa.gov/centers/hq/emergency
https://nhqvun01.voip.hq.nasa.gov/inbox
https://esd.nasa.gov/
https://esd.nasa.gov/
https://hqcss.hq.nasa.gov/
https://cge.concursolutions.com/UI/SSO/NASA
http://itcd.hq.nasa.gov/
http://itcd.hq.nasa.gov/telephone_services.html
http://itcd.hq.nasa.gov/idmax.html
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Web Site Location/Description:   

Account Exchange 

(IdMAX) 

information in NASA’s public information directories. The following tools are 

available using IdMAX: 

 Identity Management 

 Credential Management 

 NASA Account Management System (NAMS): https://nams.nasa.gov  

 User Self-Service (USS) 

Id.nasa.gov https://id.nasa.gov  (also available from Self Service tab in IdMAX). Use this 

site to change your Launchpad password, change your security questions, find a 

NASA contact, revalidate access, update your work phone and location, and 

create a NAMS request. 

PCMG Business 

Direct (Formerly 

PCMallGov) 

https://bd.pcmg.com/ 

NASA HQ catalog used to make software and hardware purchases.   

SATERN (System 

for Administration, 

Training, and 

Education for 

NASA) 

https://satern.nasa.gov   SATERN is the Agency’s online Learning Management 

System (LMS) and an e-Training environment, which supports the development 

of the NASA workforce through simplified and one-stop access to high-quality 

training products and processes. Users can manage their learning plans, view and 

print their learning history, register for instructor-led and online courses, 

including internal and external training opportunities. 

 

NASA Account 

Management 

System (NAMS) 

https://nams.nasa.gov  NAMS is a centralized system used to request, modify, 

and approve access to NASA applications/systems and various facilities 

(physical access).   

Telework Tools http://itcd.hq.nasa.gov/telework_tools.html  List of IT tools to help prepare for 

and have a successful telework experience. 

WebTADS (NASA 

Only) 

https://webtads.nasa.gov  NASA’s system for employees to record work hours 

and labor charges. 

 

Training 

The Computer Training Center (CTC) provides comprehensive training solutions for NASA Headquarters 

users. The CTC offers training options in support of HQ core-load computer applications and HQ-specific 

applications. To learn more, visit the CTC Web site at http://itcd.hq.nasa.gov/ctc.  Contact the CTC team at 

358-1111 or ctc@hq.nasa.govfor more information.   

https://nams.nasa.gov/
https://id.nasa.gov/
https://bd.pcmg.com/
https://satern.nasa.gov/
https://nams.nasa.gov/
http://itcd.hq.nasa.gov/telework_tools.html
https://webtads.nasa.gov/
http://itcd.hq.nasa.gov/ctc
mailto:ctc@hq.nasa.gov
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SecurID Token 

A SecurID Token is a portable device with two-factor authentication allowing users with an 

approved waiver on file to use a token to access HQ resources remotely. 

NASA HQ is in the process of phasing-out SecureID tokens.  Once your exception categories (explained 

below) are resolved, you will be required to submit a new waiver or turn in your token.   

Access 

Tokens were previously used primarily for accessing resources remotely through the Virtual Private Network 

(VPN).  However, alternative log-in options, such as the PIV smartcard and AUID/NDC password (e.g., for 

Launchpad-enabled applications) can now be used in many instances when using an ACES-managed 

computer. 

Exception Categories: Tokens may still be required for accessing: 

 Certain applications and Web sites configured for “Token Only” authentication 

NASA IT resources by users who do not have a PIV smartcard and work for 
NASA for less than 180 days 
Expiration 

SecurID Token The actual SecurID token device has an expiration date. You will find the expiration 

date (mm/dd/yy) in small print on the back of your token.  

SecurID PIN SecurID token PINs do not expire. 

 

SecurID PIN Requirements 

SecurID tokens must meet the following requirements: 

 SecurID token PINs must contain EXACTLY 8 alpha-numeric characters 

 SecurID token PINs will not accept any special characters (e.g., @, $, %, ! etc.) 

 The SecurID token PIN is not case sensitive, but if you choose to set your PIN with a capital letter, it will 

require a capital letter when utilizing it. 

 Tokens are disabled after 5 incorrect PIN attempts 

If your current SecurID Token PIN is not exactly 8 alpha-numeric characters (contains letters and 

numbers), your SecurID Token will not be functional. You are required to have a PIN that complies with 

the requirements. 

 

For more information on tokens, visit the SecurID Token Web page. 

 

http://itcd.hq.nasa.gov/networking-vpn.html
http://itcd.hq.nasa.gov/networking-vpn.html
http://itcd.hq.nasa.gov/networking-token.html
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Security 

For security reasons, your SecurID token becomes disabled after 

you enter your SecurID token PIN incorrectly 5 times. If your 

SecurID token becomes disabled, contact the Enterprise Service 

Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-

HELP (4357) or 1-866-4NASAHQ (462-7247). 

Logging in Using SecurID Token 

Login methods vary depending on what you are trying to access. 

However, all methods require that you have the following: 

 Internet access from a Web browser with cookies enabled or 

turned on 

 A current, valid SecurID token 

 Your Agency UserID (e.g., jdoe) 

 Your eight-digit alpha-numeric SecurID PIN   

Resetting Your SecurID Token PIN 

You may have to reset your SecurID token PIN if: 

 Your SecurID token PIN becomes disabled because you exceeded the five tries for logging in with an 

incorrect PIN. 

 You can’t remember your SecurID token PIN. 

If you do not know your existing 8-digit alpha-numeric PIN, you will not be able to utilize the RSA SecurID 

Web page to reset your PIN. You must first contact the ESD to have your SecurID token placed in “New 

PIN mode.” Then you will be able to utilize the RSA Web page to reset your PIN. See steps below. 

 

To reset your PIN: 

1. Contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-HELP 

(4357) or 1-866-4NASAHQ (462-7247), and request that your SecurID token be placed in “New PIN” 

mode.  Only after this occurs will you be able to reset your PIN from the RSA SecurID Web site. 

2. Open a Web browser and go to https://agencytokens.nasa.gov/ 

3. In the User ID: field, enter your username (AUID). 

4. In the Passcode: field, enter the 6-digit number displayed on 

your SecurID token. 

 

Ignore the instructions under the text box that say, “Your Passcode is your PIN + the number displayed 

on your token (the token code).” These instructions are specific to logging in with a PIN that you do 

not intend to reset.  

https://esd.nasa.gov/
https://esd.nasa.gov/
https://agencytokens.nasa.gov/
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5. Click Log In.   

Do not press the Enter key on your keyboard. 

6. Create a new PIN. It must conform to the following:  

 SecurID token PINs must have EXACTLY 8 alpha-

numeric characters (both letters and numbers). E.g., 

d0myb3st. 

 SecurID token PINs will not accept any special characters such as:  ! @ # % ^ & * 

 SecurID token PINs are not case sensitive, but if you choose to set your PIN with a capital letter, it 

will require a capital letter when utilizing it. 

7. In both the New PIN: and Confirm New PIN: fields, enter the new eight-digit alpha-numeric SecurID 

PIN. 

8. Click OK.  A verification screen appears confirming that your new PIN is accepted 

Do not press the Enter key on your keyboard. 

 

9. In the Passcode field, enter your newly created 

eight-digit alpha-numeric SecurID PIN + the next 

6-digit number code that display on your token, 

with no spaces in between them. E.g., 

d0myb3st510349  

 

 Always wait for the next set of 6-digit number code to change before attempting to authenticate. 

 You will always utilize your token in this order: PIN + 6-digit number displayed on the token. 

 

10. Click Log In.   

 A brief message appears saying, “Authentication Successful.” 

 If you encounter a “Page could not be displayed” message, this is OK. Your PIN is still set. 

Your token is ready to be used. 

 A warning message appears as shown in the next step.   

   

Now that your PIN is reset, all future use of your token requires the following: 

 Your username (e.g., jdoe) 

 8-digit alpha-numeric SecurID PIN + the next six digits that display on your token (with no spaces) 

Tokens are disabled after five incorrect PIN attempts. 
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Temporary SecurID Tokens 

In some instances, it may be necessary to request a temporary token and/or code. 

Without Token While on Travel or Working from Home 

If you forget your token, it is possible to obtain a temporary code while working from home or on travel.  

Contact the Enterprise Service Desk (ESD) to begin this process: Submit a ticket online at esd.nasa.gov, or call 

358-HELP (4357) or 1-866-4NASAHQ (462-7247). Temporary codes are issued only during business hours 

(Monday through Friday, 9 a.m. to 5 p.m.). 

Lost Token 

If you lose your SecurID token, follow these steps: 

1. Contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-HELP 

(4357) or 1-866-4NASAHQ (462-7247).   

If the token is lost or stolen, ESD will open a ticket with the Security Operations Center (SOC). 

2. Resubmit a modification request in NAMS to request a replacement token. Once approved and 

provisioned, you will receive an e-mail with further instructions. 

3. Complete NASA Electronic Form NF598 per the instructions on your e-mail notification | Bring the 

completed form to the Loaner Pool in room 4J65. 

If you have an immediate need for a SecurID token, you may request a temporary token code, 

which can be obtained quickly. Replacing your permanent SecurID token may take longer. 

 

 

https://esd.nasa.gov/
https://esd.nasa.gov/
http://itcd.hq.nasa.gov/eforms.html
http://itcd.hq.nasa.gov/loaner.html
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Changing Your Password 

The password you use to log in to your government-issued or government-approved computer allows you to 

access your personal folder/files on shared drives, and NASA IT resources such as NOMAD, Agency 

SharePoint, and ShuttlePortal. This is also referred to as your NDC password. 

 Windows Users 

Before proceeding, note the following: 

 If not physically connected to the NASA network (i.e., you are not physically at a NASA Center), you 

must be connected via the Virtual Private Network (VPN) prior to changing your password.   

 Password changes must be conducted on your NASA computer. 

If you are a Windows user, change your password by following these steps:  

1. Press Ctrl+Alt+Delete. A Windows Security window will be displayed containing several buttons at the 

bottom of the window. 

2. Click Change Password... 

IMPORTANT!  Do NOT enter your Smartcard PIN! 

 

3. Click Other Credentials, and then select your NDC Domain account to change your password. 

4. Enter your current password in the Old Password field. 

5. Enter your new password in the New Password field and again in the Confirm New Password field. 

6. Click the arrow to the right of the Confirm password field. 

Important! 

 You may need to wait up to 15 minutes for the password change to take effect on other 

applications and services. 

 If you access your NASA e-mail on an iPhone, iPad, and/or Windows Mobile device, change 

your password on these devices to prevent account locks due to invalid account password 

attempts. 

 

 Macintosh Users 

If you are Macintosh user, change your password by following the steps below. The steps vary somewhat 

depending on which version of OS X you are running. 

Using OS X (10.7 or newer) 

1. Click System Preferences | Users and Groups. 

2. Click Change Password. 

Be sure to do the password change while connected to the center network (either physically 

connected or while connected using the Virtual Private Network (VPN). Using this System 

Preferences method to change the password ensures your NDC password and Keychain password are 

changed at the same time, keeping them in sync. 
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3. In the Old Password field, enter your current password. 

4. In the New Password field, enter your new password and again in the Verify field. (Optional: You can 

enter a password hint in the space provided.) 

5. If a message about the password for your login keychain appears, click OK. 

Important! 

 You may need to wait up to 15 minutes for the password change to take effect on other 

applications and services. 

 If you access your NASA e-mail on an iPhone, iPad, and/or Windows Mobile device, change 

your password on these devices to prevent account locks due to invalid account password 

attempts. 

 

Alternative Password Change Method 

IMPORTANT! 

 You must perform this operation from a NASA-issued computer. 

 If you have a Macintosh computer encrypted using FileVault, do NOT use this method of changing 

your password.   

If you are not physically connected to the NASA network (i.e., not at a NASA Center), and/or do not have 

access to the Virtual Private Network (VPN), you may change your password using the id.nasa.gov Web site. 

1. Go to https://id.nasa.gov. 

2. Click Change Desktop Password. 

3. Read the guidelines and click Change Desktop Password (NCAD). 

IMPORTANT!  If you have a Macintosh computer encrypted using FileVault, do NOT use this 

method of changing your password.  Read and understand the “Guidelines for Mac Users Only” 

section before proceeding. 

4. Enter your Agency User ID, current password, and new password twice in the appropriate fields.    

5. Click Save to change your password. 

If you access your NASA e-mail on an iPhone, iPad, and/or Windows Mobile device, change your 

password on these devices to prevent account locks due to invalid account password attempts. 

 

Password Requirements 

Required 

Your new password must comply with the following Federal Desktop Core Configuration (FDCC) 

requirements: 

 The password must have a minimum of 12 characters. 

 The password must contain at least one character from at least three of the four following sets of characters:  

o Uppercase Letters (A, B, C, etc.) 

o Lowercase Letters (a, b, c, etc.), 

https://id.nasa.gov/
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o Special Characters (~, !, @, #, $, etc.) 

o Numbers (1, 2, 3, etc.). 

 You may not reuse any of your previous 24 passwords. 

It is important to remember that the password you use is case sensitive, meaning that the system knows the 

difference between an uppercase "A" and a lowercase "a." 

Highly Suggested 

When creating a new password, your goal should be to create a strong, secure password that is not easy to guess 

and is also difficult to crack using hacker software tools.  Consider the following: 

 Use more than the minimum of one symbol or number. 

 Use a varying combination of lowercase and uppercase letters. 

 Use more than 12 letters or symbols. Hackers try short words first. 

 Use two words that normally don't go together that are separated by a punctuation mark or number. 

 Use the first letters of a phrase you can remember with numbers and special characters. 

Avoid creating passwords from easily guessed words such as your name, user ID, employee ID, or any variation 

thereof (backwards, changing case, etc.), or be coined from any word referring to anything personal about you, 

such as the name of your spouse, child, pet, favorite football team, or favorite literary character. 

Frequency for Required Password Changes 

To maintain compliance with the Federal Desktop Core Configuration (FDCC) and NASA Procedural 

Requirements NPR2810.1A, all NASA computer users must periodically change their passwords. The 

NPR2810.1A provides guidance and requirements for password complexity.  

The password you use to access NASA IT resources has a lifetime of 60 days.  Therefore, the new password 

you set automatically expires in 60 days. You will receive e-mail notifications every 60 days asking you to 

change your password. You will continue to receive e-mail notifications until you do so.   

Important!  If you believe your password might have been compromised, change it immediately! Do not 

wait until the next scheduled time to change your password. 

 

Failure to change the password by the due date results in the account being disabled. 

 

If any of the following occurs, contact the Enterprise Service Desk (ESD):  

 Your password is disabled 

 Your password expired or is locked  

 You forget your password  

 You cannot complete the password reset process    

Contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-HELP (4357) 

or 1-866-4NASAHQ (462-7247). 

https://esd.nasa.gov/
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Password Security 

To keep your password secure from hackers and others, practice the following: 

 Properly protect password records. If you must keep a record of your passwords, seal the list in an envelope 

and place it in a locked desk drawer or overhead bin.  Do not record them on sticky notes on walls, 

monitors, or under keyboards.  Do not write them down in your Rolodex or on your calendar.  These are the 

first places people will look if they are trying to steal your password. 

 Never share your password with others. Your passwords are for your use only.  Do not share them with 

anyone.  This includes trusted co-workers, family members, technicians, and your manager.  There are ways 

to share information, calendars, and e-mail without disclosing your passwords.  Contact your IT POC, or for 

more information, contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 

358-HELP (4357) or 1-866-4NASAHQ (462-7247). 

 Avoid typing your password when another person is looking over your shoulder or otherwise watching you 

type. 

 Change your password regularly. 

Important!  If you believe your password might have been compromised, change it immediately! Do not 

wait until the next scheduled time to change your password. 

 

 

  

http://itcd.hq.nasa.gov/documents/IT_Contacts.pdf
https://esd.nasa.gov/
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Virtual Private Network (VPN) 

VPN provides users with access to the NASA private network when connecting remotely.  Connecting with a 

government-issued or government-approved computer over VPN gives you access to: 

 Microsoft Lync (Mac) & Skype for Business (Windows) 

 Jabber 

 NASA applications available through a Web browser 

 

 Employee directories 

 Internal Web sites 

 NASA search pages 

Once you establish your VPN connection, you have full access to all HQ services that you have while at your 

NASA HQ desk.   

 Connecting to the NASA Virtual Private Network (VPN) requires a government-issued or 

government-approved laptop. It cannot be used from a personal or public-access computer. It also 

requires access to the public Internet.  

 The AnyConnect Secure Mobility Client automatically disconnects after 24 hours (when connected to 

the NASA Agency VPN), so be sure to save your work within this time frame; if your computer goes 

to sleep or is suspended before this time, you may be disconnected.  

 Refer to Appendix D for details regarding known issues with VPN. 

 It is not necessary to use VPN to connect to NASA HQ publicly available services.   

 

Prior to Working Remotely 

Prior to using VPN to work remotely from home or on travel, you must first do the following:  

 Log into your computer while connected to a NASA network, using your username/password. 

If you are a smartcard user, you must first log into your computer while connected to a NASA 

network, using your smartcard. 

Logging in while connected to the NASA network ensures that your smartcard data is stored in your 

computer and later recognized. 

 Open Cisco AnyConnect (See sections below for steps.) and verify that Northeast_Teleworker is listed 

as a connection option. 

Requirements for VPN 

Once you have an Internet connection, you will need the following to connect to the Virtual Private Network: a 

PIV smartcard and PIN.  

Use one of the following applications to access NASA VPN:  

 Windows: Cisco AnyConnect 

 Macintosh: Cisco AnyConnect  

You will not be able to use VPN until Cisco AnyConnect is installed. If you do not see it listed on your 

computer, contact Enterprise Service Desk (ESD) to request that it be installed. Submit a ticket online at 

esd.nasa.gov, or call 358-HELP (4357) or 1-866-4NASAHQ (462-7247). 

http://itcd.hq.nasa.gov/networking-vpn.html
http://itcd.hq.nasa.gov/documents/AnyConnect_Mac.pdf
https://esd.nasa.gov/
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  Connecting to the Cisco AnyConnect Client for Windows  

 The following provides instructions for Windows users to connect to and use the NASA Virtual Private 

Network (VPN) using the Cisco AnyConnect Client. You will have access to the NASA Network and the 

Internet. You can access file servers and internal Web sites and applications such as NASA search pages, and 

employee directories. 

Access to the public Internet is required to access NASA VPN. 

  

You can connect to the Cisco AnyConnect Client using your smartcard: 

8. Insert your smartcard/badge into your keyboard card reader, 

external smartcard reader, or your laptop’s integrated card 

reader. 

9. Verify the smartcard is recognized by hovering your cursor over 

the ActivClient icon in your task bar. You should receive the 

following message: ActivClient Agent – Smart Card Inserted. 

10. If you don’t see the icon on your main task bar, click Show 

hidden icons, circled at right.  

11. Start Cisco AnyConnect as follows: From the Start menu, select All Programs | Cisco | Cisco 

AnyConnect Secure Mobility Client | Cisco AnyConnect Secure Mobility Client. 

12. When the Cisco AnyConnect Secure Mobility Client 

appears, select Northeast_Teleworker from the drop-

down menu and click Connect. 

 

 

 

 

 

 

If you do not see Northeast_Teleworker listed, you must contact Enterprise Service Desk (ESD) to have it 

installed. You will not be able to use VPN until it is installed. Submit a ticket online at esd.nasa.gov, or 

call 358-HELP (4357) or 1-866-4NASAHQ (462-7247). 

 

13. A Windows Security window will appear.  Click on your 

certificate.  | Click OK.   

You may see multiple certificates.  For example, if a technician 

has logged onto your computer for troubleshooting purposes, 

their certificate may also appear on the list.  Select your 

certificate to continue. 

https://esd.nasa.gov/
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When you are presented with the 

ActivClient Login window, enter your 

six to eight-digit smartcard PIN. | Click 

OK. 

 

14. Once connected, the Cisco 

AnyConnect Warning Banner displays 

| Click Accept.  

15. To verify that you are connected to VPN, do one of the 

following:  

 Click on the Cisco AnyConnect  

icon on the taskbar.  |  The Cisco AnyConnect Secure 

Mobility Client will appear.  It should say, “Connected to 

Northeast_Teleworker.” 

 

 In the system tray, hover your cursor over the AnyConnect icon . It should say, “Cisco 

AnyConnect VPN: Connected.”  

 

Note: If you cannot locate the AnyConnect icon, click the Show hidden icons arrow 

  on the toolbar at the bottom of the screen as shown.  

 

The AnyConnect Secure Mobility Client automatically disconnects after ten hours, so be sure to save your 

work within the ten hours of connecting. 

 

Disconnecting from Cisco AnyConnect for Windows 

The AnyConnect Client automatically disconnects: 

 After 24 hours  

 When you log off  

 When you shut down your computer   

 When your system goes into suspend mode 

 

The AnyConnect Secure Mobility Client automatically disconnects after 24 hours, so be sure to save your 

work within this time frame; if your computer goes to sleep or is suspended before this time, you may be 

disconnected. 

 

Manual disconnect 

To manually disconnect from the VPN: 

 

1. Exit completely out of all applications. 
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2. Do one of the following:  

 Click on the Cisco AnyConnect  icon on the taskbar.  |  The Cisco AnyConnect 

Secure Mobility Client will appear.  |  Click Disconnect. 

 In system tray, right-click the AnyConnect icon  |  Click Disconnect.   

 

Note: If you cannot locate the AnyConnect icon, click the Show hidden icons arrow 

  on the toolbar at the bottom of the screen as shown.  

 

 Disconnecting from the VPN should restore your previous public Internet connection.  If not, Restart 

your computer. 

 

Accessing Network Files - Windows 

If you are connecting to the NASA network via VPN while using a government-issued or government-approved 

laptop, the U:, X:, and other shared drives will be available as usual.   

AnyConnect automatically disconnects after 10 hours, so be sure to save your work within the 10 hours of 

connecting. 

1. Double-click the desired shortcut on your 

desktop, or double-click the Computer icon 

located on your desktop: 

 

When the Computer window opens, your 

available network drives should appear as 

shown at right. 

 

2. Determine if you have access to your network drives: 

If Action 

Your network drives do NOT 

appear as shown above  

Continue with step #3. 

Your network drives do appear Double-click the appropriate network drive | Browse to the 

desired folder or file. You are ready to work. 

 

3. In the Address field of the Computer window, type the following:  \\hqdata\  
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4. Click the Go to arrow as shown below. 

 

5. Browse to the location of the desired file(s).   

Alternatively, you can create desktop shortcuts to your most frequently used network drives and 

folders while in the office prior to teleworking. For detailed instructions on creating shortcuts, 

visit the ITCD Instructions and Guidelines Web page at:  http://itcd.hq.nasa.gov/instructions.html. 

 

Connecting to the Cisco AnyConnect Client - Macintosh OS X 

 The following provides instructions for Macintosh OS X users to connect to and use the NASA Virtual 

Private Network (VPN) using the Cisco AnyConnect Client. You will have access to the NASA Network and 

the Internet. You can access file servers and internal Web sites and applications such as NASA search pages, 

and employee directories. 

 Access to the public Internet is required to access the NASA VPN. 

 AppleTalk is not supported on VPN; network servers and printers that use AppleTalk are not 

accessible.  Refer to Accessing Your Network Files for instructions. 

1. To launch the Cisco AnyConnect Client :    

If: Then: 

The Cisco AnyConnect Client icon is located on the 

Dock 
1. Click the  Cisco AnyConnect Client 

icon located on the Dock. 

2. Continue with step number eight. 

The Cisco AnyConnect Client icon does not appear 

on the Dock and you would like it to be there 

Continue with step number two. 

 

http://itcd.hq.nasa.gov/instructions.html
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2. From your desktop, double-click the 

Macintosh HD icon  

. 

3. Click Applications | Open the Cisco 

folder | Select Cisco AnyConnect 

Secure Mobility Client. 

4. Drag the Cisco AnyConnect Secure 

Mobility Client icon to the Dock. 

 
 

5. Ctrl+click on the   Cisco AnyConnect Secure 

Mobility Client icon in the dock.  

6. Select Options | Keep in Dock so the application can be 

launched from there. 

 
 

7. Click the  Cisco AnyConnect icon now located on the 

Dock to launch AnyConnect.  

8. When the Cisco AnyConnect window appears, ensure that 

the selected menu item is Northeast_Teleworker. | Click 

Connect. 

 

 

If you do not see Northeast_Teleworker listed, you must contact Enterprise Service Desk (ESD) to 

have it installed. You will not be able to use VPN until it is installed. Submit a ticket online at 

esd.nasa.gov, or call 358-HELP (4357) or 1-866-4NASAHQ (462-7247). 

 

9. A prompt window, “Cisco AnyConnect Secure 

Mobility Client wants to use the [user name] 

keychain” will appear.  In the Password: field, 

enter your PIV smartcard PIN.  | Click OK. 

 

IMPORTANT: Enter your PIV smartcard 

PIN.  Although it is prompting for a “keychain 

password,” it is NOT referring to your regular 

Macintosh keychain password. 

 

 

https://esd.nasa.gov/
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If you exceed the one minute time limit to enter your login credentials, the Cisco AnyConnect | 

NASA VPN window disappears. You must return to step 7. 

 

10. When the Cisco AnyConnect – Banner window 

appears, read the warning and click Accept. 

 

11. If successful, the AnyConnect window appears 

with a green checkmark and a message 

confirming you are connected. 

12. To end your VPN session, click Disconnect. 

 

 

The AnyConnect Secure Mobility Client automatically disconnects after 10 hours, so be sure to 

save your work within the 10 hours of connecting. 

 

Disconnecting from Cisco AnyConnect Client – Macintosh OS X 

Cisco AnyConnect Client automatically disconnects: 

 After 10 hours  

 When you log off  

 When your Macintosh is in Sleep mode 

 When you shut down your computer   

Save your work within 10 hours of connecting, or more frequently if the VPN connection is left open. 

 

Manual Disconnect – Macintosh OS X 

 

To manually disconnect from the VPN, do one of the following: 

 Click Disconnect from the AnyConnect window. 

 

 

 



  Remote Access Guide 
 

 

Page 28 of 98 

 Click Disconnect from the AnyConnect toolbar. 

 

 

 

 

 

 Disconnecting from the VPN should restore your previous public Internet connection.  If not, Restart 

your computer. 

 

Accessing Your Network Files – Macintosh OS X 

You will have access to the NASA network and the Internet using TCP/IP. You can immediately begin to use 

internal Web sites such as NASA search pages, employee directories, and other applications. 

AppleTalk is not supported on VPN; network servers and printers that use AppleTalk are not accessible.   

 

Access with Desktop Icon 

The easiest method for accessing your network files is to click on one of the user share icons 

located on your desktop as shown to the right.  

 
Although convenient, this method may not work if the path for the shortcut changes. If you 

find that the shortcut does not work, follow the steps for Mounting a Network Drive. 

 

Access by Navigating 

Alternatively, you can navigate to the network files:  

1. Open a Finder window by either double-clicking the Macintosh HD icon on your desktop, or 

clicking the Finder located on the dock. 

 

Your Finder window may look different from the one pictured below depending on how you have 

yours arranged.  
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2. Navigate to files/folders by clicking, 

using the scroll bar, or entering a name 

in the search text box at the top: 

 

 

3. Click on the drive that contains the item 

(folder, file, etc.) that you want.  

 

If you do not see the drive that you need, follow the instructions below in the Mounting a Network 

Drive section.  

 

Mounting a Network Drive 

If you tried using a desktop icon or navigating (described in the sections above), and still cannot access the 

drive that you need, follow the instruction below to mount the drive. 

Accessing network files requires knowing the name of the HQ server where they are stored. 

 

1. From the Go menu, select Connect to Server.  

2. When the Connect to Server Address window displays, 

in the Server Address: text box, enter the address to 

the server using this syntax:   

cifs://servername  

(where the text servername should be replaced with the 

actual name of the server you are trying to access). 
 

 

3. Click Connect. 

4. If an authentication screen appears, enter 

your username and password to access that 

specific server | Click Connect. 
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After successfully mounting a share volume, 

that network folder appears on the desktop. 

 

5. If this is a drive that you will use frequently, 

drag it to the dock, and remove the shortcut on 

your desktop.  

6. Browse the drive as you normally would to 

access shared files and folders.  

 Accessing this drive from the dock may cause a longer loading time when you log onto your 

machine. However, it eliminates the need to mount the drive in the future and ensures your 

connection if the path to the desktop shortcut changes.   
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HQ Phone System 

The HQ Phone System utilizes a broadband Internet connection instead of a regular (analog or ISDN) phone 

line to transfer data between two parties, offering advanced features to users. In addition to voice mail, the HQ 

Phone System is composed of the following: 

 Desk phones 

 Jabber  

 Cisco Self Care Portal (formerly CallManager, or CCM)  

 Voice Mail  

With all this advanced technology working together, the HQ Phone System allows you to access your voice 

mail remotely, as well as place and receive calls from your desk phone number (202-358-xxxx) when working 

off-site on your government-issued or government-approved laptop. 

Follow the instructions below to remotely access these advanced phone features while teleworking. 

Jabber 

Jabber allows you to make and receive “phone” calls or listen to your voice mail messages from your 

government-issued or government-approved computer.  Because this service is integrated into the Headquarters 

(HQ) telephone system, the phone number associated with your software phone is the same as your office phone 

(202-358-xxxx).   

Using Jabber in combination withNASA’s Virtual Private Network (VPN), you can place and receive calls from 

your HQ extension (202-358-xxxx) whether you are in Alexandria, Virginia or Alexandria, Egypt.  The 

presence of voice mail messages is displayed on your computer screen, and you can listen to your messages 

with a simple double-click of the mouse. 

Important Note: Do NOT Call 911 Using Jabber! 

It is extremely important that you do NOT call 911 using Jabber. Because Jabber  

uses the NASA Headquarters (HQ) telephone infrastructure to identify the caller’s location  

to emergency dispatchers (police, fire, etc.), your location will appear to be inside the  

HQ building—not wherever you are physically (at home, in a hotel, or at some other location). You should 

always use a land line or a cell phone to dial 911 in the event of an emergency. 

 

Requirements to Use Jabber 

A headset is not required, but is recommended. You will need the following items to successfully log in to and 

use Jabber: 

 Government-issued or government-approved laptop with either AnyConnect, and Jabber software 

installed 

 Smartcard and PIN for accessing VPN 

 Your Launchpad credentials (Macintosh users) 

 Your Agency User ID (AUID) 

  

http://itcd.hq.nasa.gov/networking-vpn.html
http://itcd.hq.nasa.gov/smartcard.html
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 Jabber for Windows Users 

Refer to the following sections for instructions on how to: 

Connecting Your Headset 

Logging in to Jabber 

Use Computer to Place Jabber Call  

Use Phone to Place Jabber Call 

Forward Calls to Different Number 

Call Options 

Participate in Teleconference 

Putting a Call on Hold 

Conference Calls 

Adding Contacts 

Voice Messages 

Instant Messages 

Video 

Availability 

Exiting Jabber 

 

 

It is extremely important that you do NOT call 911 using Jabber. Because Jabber uses the NASA 

Headquarters (HQ) telephone infrastructure to identify the caller’s location to emergency dispatchers (police, 

fire, etc.), your location appears to be inside the HQ building—not wherever you are physically (at home, in a 

hotel, or at some other location). You should always use a land line or a cell phone to dial 911 in the event of 

an emergency. 

 

Additional information about Jabber can be found on the ITCD Web site: 

http://itcd.hq.nasa.gov/instructions.html. 

 

Connecting Your Headset 

You can respond to voice messages verbally from within Jabber using a headset or your computer microphone. 

You also have the option to respond to your voice messages using your desktop phone. If you don’t already 

have a headset, you can request one through your resource approver or IT POC. Connecting your headset is 

similar to connecting a flash drive or thumb drive to your computer. Device drivers will be installed when you 

connect your headset.  

Before you begin, make sure your computer has booted up completely. 

 

1. Insert the USB cable of your headset into any available USB port on your computer. Alternatively, your 

headset may make use of stereo jacks. Insert the jack into an available space. 

6. Wait for all device notifications to appear.  The final message indicates the new hardware has been 

installed and is ready for use.  

If you have questions about this process, refer to the manufacturer’s instructions that accompanied 

your headset. 

 

7. If the headset is still not working, click Start | Control Panel | Sound. 

8. On the Playback tab, select the name of your headset (e.g., 2 – Logitech G330 Headset) | Click Set 

Default. 

9. Do the same thing on the Recording tab | Click OK. 

http://itcd.hq.nasa.gov/instructions.html
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Logging in to Jabber 

New users, or users who had to reset Jabber for trouble shooting purposes, must follow a different one-time 

Initial Login process. After your initial login, you will follow a different process as described in Regular 

Logins. 

 

Initial Login – For New Users or Resets 

This is a one-time login process for new users, or for user who have reset Jabber in order to address a problem. 

The first time you log in, follow the steps below. If you are not a new user, follow the login steps for Regular 

Logins. 

1. After the software login screen appears, in the text box, enter 

the following address, replacing “jdoe” with your user name | 

Click Continue. 

jdoe@hq.nasa.gov 

2. The Jabber application will load. 

After you follow the steps above, all subsequent logins will follow the steps for Regular Logins. The only 

reason you would ever need to follow the steps above again is if you reset Jabber in order to address a 

problem. 

 

Regular Logins 

To begin using Jabber from your government-issued or government-approved laptop, you must launch the 

Jabber application and log in. Follow the steps below to get started. 

1. Log in to the Virtual Private Network (VPN) if necessary. 

2. To launch the application, double-click the Cisco Jabber icon  located either on your desktop or the 

bottom toolbar.   

3. The bottom of the Jabber console appears at the top of your computer screen, as shown below: 

 
 

4. Hover your cursor over the bottom of the Jabber console to expose the 

search text box with four icons, as shown below. 

 

5. If you wish to launch the larger Cisco Jabber window as shown at right, 

click the jabber icon .  

 

http://itcd.hq.nasa.gov/networking-vpn.html
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Use Computer to Place Jabber Call  

There are many methods for placing a call with Jabber, either from your computer or from your phone. To place 

a call from your computer, put on your head set and follow these steps: 

1. In the lower-left corner, click the Preferences menu , and select 

Use my computer for calls.  

2. Use the table below to identify the type of call you would like to 

make and then follow the corresponding steps. 

Person you are calling Go to step  

Contact 3 

NASA employee, non-contact 4 

Non-NASA number 6 

 

3. If the person you wish to call is one of your contacts, click Contacts on the left | Hover your cursor over 

the person you wish to call, and then use one of these methods:  

 Click the phone icon . 

 Right-click and select Call. 

4. If the person you wish to call is a NASA employee, but is not listed among your contacts, at the top of 

the Jabber console, type the first few characters or all of a full name, first name, last name, or phone 

number. 

NASA Directory searches are not case-sensitive.  The alphanumeric 

characters you enter are shown in the leading position of the search 

results. Example:  If you search for “den,” the search results could 

include “Denise” and “Denzel,” but not “Arden” or “Hayden.” 

 

5. From the list that appears, hover your cursor over the person you wish to call, and 

then use one of these methods:  

 Click the phone icon . 

 Right-click and select Call. 

 

6. To call a non-NASA number, at the top of the Jabber console, in the text 

box, enter the number and click the phone icon . 

Be sure to enter the number exactly as you would dial it from your desk phone. For example, you 

may need to dial a “9” before the number to call someone outside of NASA HQ. 
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Use Phone to Place Jabber Call  

To place a call from your phone, put on your desktop phone head set and follow these steps: 

1. In the bottom-left corner, click the Preferences menu , and select Use my phone for calls. 

2. Make a call from Jabber using any of the methods described in the Use Computer for Calls section.  

The call initiates from your desktop phone. You can manage the call using either the Jabber call options, 

or those on your desktop phone. 

Forward Calls to Different Number 

Jabber gives you the option to forward calls from your desk phone to another number. For example, if you are 

teleworking, you may want to have calls that go to your desk phone routed to your home or cell phone. 

1. In the bottom-left corner, click the Preferences menu , and select Forward calls to |  Select New 

number. 

2. Enter the number where calls will be forwarded (if you are dialing an outside number, include 9 + 1  + 

area code + phone number) | Click Forward. 

When someone calls your desktop phone, the call will be routed to the number you indicated. 

 

 

Jabber Call Options 

Whether you are using your computer or your desktop phone for 

your Jabber calls, the following options are available to help you manage 

your call.  

 

 Full screen 

 Self-view 

 Keypad 

 Mute 

 Volume 

 Hold 

 Transfer 

 Merge 

 Conference  

 Disconnect Call 
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Participate in Jabber Teleconference 

To participate in a teleconference, follow these steps: 

1. On the left side of the Jabber window, click the Meetings icon  and, if necessary, the calendar icon 

 to retrieve your meeting information.  

2. In the text box at the top, enter the phone number and click the phone icon .   

Be sure to enter the number exactly as you would dial it from your desk phone. For example, you 

may need to dial a “9” before the number to call someone outside of NASA HQ. 

 

3. When you are connected to the teleconference and prompted for the passcode, click the Keypad icon 

 within the call window and enter the passcode. 

4. Once connected, click the Mute icon  on the call window.   

In most cases, you can also mute a call directly from the headset. However, the method varies by 

headset. Refer to your headset’s user manual for the exact location of the mute feature. 

 

Putting a Jabber Call on Hold 

1. To put an active call on hold, click the More icon  and then select Hold 

icon.  

2. To resume a call that has been put on hold, simply click Resume. 

 

 

Jabber Conference Calls 

The following sections describe how to merge incoming calls, and create a 

conference call. 

Merging Incoming Calls into a Conference Call 

If you are on a call with someone and you receive a call from someone 

whom you would like to add to the current conversation, you 

can conference that person in to the call. 

1. Place your active call on hold by clicking the More 

icon  and then select Hold.  

2. Answer the incoming call and obtain that person’s 

permission to join the conference. 
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3. To merge all parties into a single conversation, click the More icon | Select Merge and the person or 

number to be merged. 

The three parties are now in a single conversation.    

Creating a Conference Call 

To initiate a conference call with several participants, follow these steps 

1. Call the first participant using any method described in this guide. 

2. From the active call, click the More icon and then select Conference .  

3. Enter the name or number of the second participant in the Add participant text box on the right side of 

the Conversations window, and call them.   

The first person is automatically put on 

hold when you contact the next 

participant. 

 

4. Repeat these steps until all participants have 

been contacted. 

5. To merge all participants into a conference 

call, click the Merge icon , as circled at 

right.  

 

Adding Jabber Contacts 

Jabber allows you to add NASA contacts from the NASA Phone System Directory, add a contact that is 

external to NASA, and to add groups of contacts. 

The contacts in Jabber are not the same as the contacts in Outlook.  These two services are unrelated. 

 

Adding a Contact from the NASA Phone System Directory 

1. Along the left of the Cisco Jabber window, click Contacts .     

2. Search for the person you would like to have as a contact by entering their name or number in the 

search text box. 

NASA Phone System Directory searches are not case-sensitive. The alphanumeric characters you 

enter are shown in the leading position of the search results.  

Example:  If you search for “den”, the search results could include “Denise” and “Denzel”, but not 

“Arden” or “Hayden”. 
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3. From the search results, locate the person, hover the cursor over the 

name and click the plus icon.  

4. To add the contact to an existing group, in the Add Contacts window, 

from the Add to: menu, select which group you want the contact to 

belong | Click Add.  

 

 

5. To create a new group for the contact to reside, in the Add 

Contacts window, below the Add to: menu, click New Group.   

 

6. From the Create a New Group window, enter a name for the 

new group | Click Create. 

You can now add the new contact to the newly created group.  

 

Adding an External Jabber Contact 

If you have an external contact you call often, you may want to create a 

custom contact for that person. 

1. Along the left, click Recents  | Locate the contact | Right-click 

and select Create custom contact.  

 

2. In the Create Custom Contact window, type the external contact’s 

Display Name, First Name, Last Name, and Phone Numbers (along 

with Job Title and Company if you choose) in the corresponding fields.  

 

3. From the Add to: group, indicate the group where the contact will 

reside. 

 To move from one field to the next, press the Tab key or use the 

mouse to click. 

 You may also add an e-mail address and a Web site URL for an 

external contact. 

 

4. Click Create. 

 

 

Creating Groups of Jabber Contacts 

1. From the Options menu  at the 

top-right, click File | New | Group.  
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2. In the Create a New Group window, type the name of the group 

| Click Create.  

 

 

3. You can add new contacts directly to this group, or, for existing 

contacts, right-click and select Move to group | select the new group 

for the contact.  

 

 

4. If you would like for a contact to reside in more than one group, 

right-click and select Copy to group | Select the other group name. 

 

 

Jabber Voice Messages 

Logging into Jabber automatically gives you access to a list of all your voice messages, with the most recent on 

top.  To listen to messages, follow these steps. 

1. Windows Media Player and Quicktime Player are the recommended media players. See Changing the 

Default Media Player to ensure you are using one of these. 

2. Along the left of the Cisco Jabber Console, click Voice Messages .  

3. To listen to a message, either double-click it, or click the play button .  

4. Right-click on a message to display the following menu items: 

Message from internal number Message from external number 

 Call back 

 Chat  

 Send e-mail 

 Add or Edit Profile 

 View Profile 

 Mark as (un)read 

 Delete 

 Call back 

 Create custom contact 

 View Profile 

 Mark as (un)read 

 Delete 

 

Jabber Instant Messages 

There are a few different methods for accessing the chat window in order to send someone an instant message. 

Once the chat window is open, a variety of options are available.  

Sending Instant Messages 

1. Access the chat window using one of these methods: 

 On the left of the Cisco Jabber window, click Contacts | Hover your mouse over a contact name and 

click the chat icon.  

 On the left of the Cisco Jabber window, click Contacts | Hover your mouse over a contact name | 

Right-click and select Chat. 

http://itcd.hq.nasa.gov/documents/change-default-media-player.pdf
http://itcd.hq.nasa.gov/documents/change-default-media-player.pdf
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 At the top of the Cisco Jabber window, in the search text box, enter the name of the person you want 

to message | From the search results, use either of the methods described above. 

 From a contact’s profile window (right-click and select View profile), next to Chat (IM address):, 

click the link. 

 

 

2. When the chat window displays, at the text box at the bottom where the cursor is blinking, type your 

message | Press Enter on your computer’s keyboard to send the IM to your selected recipient.  

You will see a message letting you know the other person in 

typing.  

 

The entire chat is captured in the white space above.  

 

Instant Messaging Options 

During your chat session, you have several options available to you, including: 

 Insert an emoticon 

 Edit the font 

 Add participants 

 Show this chat in a new window   

The desktop sharing option is not available. If you attempt to access it, you will receive an error message. 

 

Add Participants by Searching 

While messaging with one of your contacts, you have the option to add 

participants. 

1. At the bottom of the chat window, above the text box, click the Add 

participants icon .  

2. When the Start Group Chat window appears, enter a name in the search text 

box, and choose from the search results.  

3. In the topic text box, enter a meaningful topic name | Click Start.  

Add Participants from Jabber Contact List 

Use one of these methods to add your contacts to the chat: 

Method One Method Two 

1. Press and hold the Ctrl key on your keyboard. 

2. Select several contacts from your Contacts list. 

3. Right-click and then select Start group chat.  

1. Select a contact from your contact list. 

2. Drag and drop the contact into a chat window. 
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Show This Chat in New Window 

While messaging with one of your contacts, you have the option to display the chat in a new window. This 

allows you to start a second, separate chat with another contact, while still having access to the information in 

the first chat. 

1. At the bottom of the chat window, above the text box, click the Show this chat in a new window icon

.  

Your conversation appears in a separate chat window.  

2. Choose a new contact, and send an instant message to them. 

You now have two separate chat windows with two separate contacts. 

Your screen may go blank for a few seconds while Jabber terminates the sharing session. 

 

Jabber Video 

While you are on a call, you can choose to use the video functionality by clicking Self-view | 

Start my video.  

Jabber Availability 

By default, Jabber automatically determines the availability status of each person. Jabber uses color codes to 

determine availability. Green is Available, yellow is Away, and red is Do Not Disturb. 

Specifying Your Availability Manually 

You can indicate your status to other Jabber 

contacts manually by following these steps: 

1. At the top-left of the Cisco Jabber window, 

to the left of your name, click the status 

menu  

2. Choose an option from the menu that 

appears: Available, Away, or Do Not 

Disturb. 

This status remains until you change it or 

exit Jabber. 

Determine Contact’s Availability 

To determine if someone in your contact list is available to receive IMs, check that 

person’s availability status by viewing the color to the left of their name, as shown.  

Availability status is displayed only for the following:   

 Contacts that are listed in the NASA Phone System Directory  

 External contacts that use Jabber and have accepted your request to view 

their availability status.  
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Exiting Jabber 

There are two ways to end your Jabber session.   

 From the options menu, select File | Exit.  

This will end your Jabber session, and remove the Jabber window from your desktop. 

 From the options menu, select File | Sign out. 

This will end your Jabber session, but the Jabber window will remain on your desktop. 

Clicking the Close icon (red X) in the upper right-hand corner does not close the application.  This action just 

minimizes Jabber and puts it in the System Tray. 

 

 Jabber for Macintosh Users 

Refer to the following sections for instructions on how to: 

Connect your headset 

Set default media player 

Log in to Jabber 

Use Computer to Place Jabber Call  

Use Phone to Place Jabber Call 

Forward Calls to Different Number 

 

Call Options 

Participate in Teleconference 

Put a Call on Hold 

Conference Calls 

Add Contacts 

Create New Group 

 

Voice Messages 

Instant Messages 

Video 

Availability 

Exit Jabber 

It is extremely important that you do NOT call 911 using Jabber. Because Jabber uses the NASA 

Headquarters (HQ) telephone infrastructure to identify the caller’s location to emergency dispatchers (police, 

fire, etc.), your location appears to be inside the HQ building—not wherever you are physically (at home, in a 

hotel, or at some other location). You should always use a land line or a cell phone to dial 911 in the event of 

an emergency. 

 

Additional information about Jabber can be found on the ITCD Web site: 

http://itcd.hq.nasa.gov/instructions.html. 

 

Connecting Your Headset 

You can respond to voice messages verbally from within Jabber using a headset or your computer microphone. 

You also have the option to respond to your voice messages using your desktop phone. If you don’t already 

have a headset, you can request one through your resource approver or IT POC. Connecting your headset is 

similar to connecting a flash drive or thumb drive to your computer. Device drivers will be installed when you 

connect your headset.  

Before you begin, make sure your computer has booted up completely. 

 

1. Insert the USB cable of your headset into any available USB port on your computer. Alternatively, your 

headset may make use of stereo jacks. Insert the jack into an available space. 

http://itcd.hq.nasa.gov/instructions.html
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10. Wait for all device notifications to appear.  The final message indicates the new hardware has been 

installed and is ready for use.  

If you have questions about this process, refer to the manufacturer’s instructions that accompanied 

your headset. 

 

11. If the headset is still not working, click the Apple icon  | System Preferences | Sound.  

12. On the Sound window, on the Output tab, select the name of your headset (e.g., 2 – Logitech 

G330 Headset. 

13. Do the same thing on the Input tab. 

                

14. After you log in to Jabber, ensure that your headset is set by clicking Jabber from the toolbar at the top | 

Select Preferences | Audio/Video | From the Microphone menu, select your headset | Do the same for 

Audio Call Output and Ringer & Alerts. 

 

Set Default Media Player 

Real Player and Quicktime are the recommended media players. For instructions on how to change your default 

media player to either of these, see Changing the Default Media Player. 

Logging in to Jabber 

New users, or users who had to reset Jabber for trouble shooting purposes, must follow a different one-time 

Initial Login process. After your initial login, you will follow a different process as described in Regular 

Logins. 

http://itcd.hq.nasa.gov/documents/change-default-media-player.pdf
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Initial Login – For New Users or Resets 

This is a one-time login process for new users, or for user who 

have reset Jabber in order to address a problem. The first time 

you log in, follow the steps below. If you are not a new user, 

follow the login steps for Regular Logins. 

1. After the software is loaded, you may see a notices and 

disclosures window.  Click Agree. 

2. If you see the Access Launchpad login screen, enter 

your Launchpad credentials. 

3. In the text box, enter the following address, replacing “jdoe” with your user name | Click Continue.  

jdoe@hq.nasa.gov 

After you follow the steps above, all subsequent logins will follow the steps for Regular Logins. The only 

reason you would ever need to follow the steps above again is if you reset Jabber in order to address a 

problem. 

 

Regular Logins 

To begin using Jabber from your government-issued or government-approved laptop, you must launch the 

Jabber application and log in. Follow the steps below to get started. 

1. Log in to the Virtual Private Network (VPN) if necessary.  

2. To launch the application, double-click the Cisco Jabber icon  located on the dock at the bottom.  

4. If you see the Access Launchpad login screen, enter your Launchpad credentials. 

3. The Jabber console appears on your computer screen.  

4. To minimize the Jabber console, click the yellow dot in the upper-left corner.                     

5. To make it appear again, either click the Jabber icon located on the dock at the bottom   , or click the 

Jabber icon  found on the toolbar at the top of the screen and then select Show Contact List.  

 

Placing a Call 

There are many methods for placing a call with Jabber, either from your computer or from your phone. 

Use Computer for Calls 

To place a call from your computer, put on your head set and follow these steps: 

1. In the lower-left corner, click the Preferences menu , and select Use my 

computer for calls.   

http://itcd.hq.nasa.gov/launchpad.html
http://itcd.hq.nasa.gov/networking-vpn.html
http://itcd.hq.nasa.gov/launchpad.html
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2. Use the table below to identify the type of call you would like to make and then follow the 

corresponding steps. 

Person you are calling Go to step  

Contact 3 

NASA employee, non-contact 4 

Non-NASA number 6 

 

3. If the person you wish to call is one of your contacts, click Contacts on the left | Hover 

your cursor over the person you wish to call, and then use one of these methods:  

 Click the phone icon . 

 Right-click and select Place Call. 

4. If the person you wish to call is a NASA employee, but is not listed among your contacts, at the top of 

the Jabber console, type the first few characters or all of a full name, first name, last name, or phone 

number.        

NASA HQ Phone System Directory searches are not case-sensitive. The alphanumeric characters you 

enter are shown in the leading position of the search results. Example:  If you search for “den,” the 

search results could include “Denise” and “Denzel,” but not “Arden” or “Hayden.” 

 

5. From the list that appears, hover your cursor over the person you wish to call, and then use one of these 

methods:  

 Click the name | When the contact window appears, click the phone icon in the upper-right corner.  

 From the menu that appears, under the grayed out Call option, select work: [extension number]. 

6. To call a non-NASA number, at the top of the Jabber console, in the text box, enter the number and click 

either the phone icon  or the number that appears below it. 

Be sure to enter the number exactly as you would dial it from your desk phone. For example, you may 

need to dial a “9” before the number to call someone outside of NASA HQ. 

 

Use Phone for Calls 

To place a call from your phone, put on your desktop phone head set and 

follow these steps: 

1. In the bottom-left corner, click the Preferences menu , and 

select Use my phone for calls. The Preference icon changes. 

  

2. Make a call from Jabber using any of the methods described in 

the Use Computer for Calls section.  

The call initiates from your desktop phone. You can manage the call using either the Jabber call options, 

or those on your desktop phone. 
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Forward Calls to Different Number 

Jabber gives you the option to forward calls from your desk phone 

to another number. For example, if you are teleworking, you may 

want to have calls that go to your desk phone routed to your home 

or cell phone. 

1. In the bottom-left corner, click the Preferences menu , 

and select Forward calls to |  Select New Number. 

2. Enter the number where calls will be forwarded (if you are 

dialing an outside number, include 9 + 1  + area code + 

phone number) | Click Forward. 

When someone calls your desktop phone, the call will be routed to the number you indicated.  

Call Options 

Whether you are using your computer or your desktop phone for your Jabber calls, the following options are 

available to help you manage your call.  

 
 

 Mute  

 Video  

 Volume  

 Keypad  

 Transfer  

 Hold  

 Merge  

 Disconnect Call  

The following additional options are located in the upper-right corner of the call window:  

 Messaging   

 Video self view  

 Audio/Video Preferences  

 Full screen   

Participating in Teleconference 

To participate in a teleconference, follow these steps: 

1. In the text box at the top, enter the phone number and click the phone icon.   

Be sure to enter the number exactly as you would dial it from your desk phone. For example, you 

may need to dial a “9” before the number to call someone outside of NASA HQ. 

 

2. When you are connected to the teleconference and prompted for the passcode, click the Keypad icon 

 within the call window and enter the passcode. 

3. Once connected, click the mute icon  on the call window.   
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In most cases, you can also mute a call directly from the headset. However, the method varies by 

headset. Refer to your headset’s user manual for the exact location of the mute feature. 

 

Putting a Call on Hold   

1. To put an active call on hold, click the More icon  and then select Hold icon . 

2. To resume a call that has been put on hold, click Resume, as shown at right. 

Merging Incoming Calls into a Conference Call 

If you are on a call with someone and you receive a call from someone whom you would like to add to the 

current conversation, you can conference that person in to the call. 

1. Place your active call on hold by clicking the More icon  and then select Hold . 

2. Answer the incoming call and obtain that person’s permission to join the conference. 

3. To merge all parties into a single conversation, click the 

More icon  and then select the Merge icon .  

The three parties are now in a single conversation.  

Adding Contacts 

Jabber allows you to add NASA contacts from the NASA HQ Phone System Directory, add a contact that is 

external to NASA, and to add groups of contacts. 

The contacts in Jabber are not the same as the contacts in Outlook. These two services are unrelated. 

Adding a Contact – Method One 

There are a couple different methods for adding a contact. This method uses the search text box at the top.  

1. Along the left of the Cisco Jabber window, click Contacts  .  

2. Search for the person you would like to add as a contact by entering their name or number in the search 

text box. 

NASA Phone System Directory searches are not case-sensitive.  The alphanumeric characters you 

enter are shown in the leading position of the search results.  

Example:  If you search for “den”, the search results could include “Denise” and “Denzel”, but not 

“Arden” or “Hayden”. 

 

3. From the search results, locate the person, hover the cursor over the name and select Add to Group | 

Select a group for the contact.  
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Adding a Contact – Method Two 

There are a couple different methods for adding a contact. This method uses the right-click 

method.  

1. Along the left of the Cisco Jabber window, click Contacts  . 

2. In the white space at the bottom of the console, right-click and select New Contact.  

3. When the Add Contact window appears, enter the contact information and Display 

name for your new contact | From the Add to Group: menu, select the group where the contact will 

reside | Click Add. 

Create New Group 

To create additional groups for your contacts, follow these steps: 

1. Along the left of the Cisco Jabber window, click Contacts  . 

2. In the white space at the bottom of the console, right-click and 

select Add New Group. 

3. When the Add new contact list group window appears, enter a group name | Click OK.   

4. You can now add new contacts to the newly created group using either of the methods above, or by 

dragging the contact into the new group. 

Voice Messages 

Logging into Jabber automatically gives you access to a list of all your voice messages, with the most recent on 

top.  To listen to messages, follow these steps. 

1. Along the left of the Cisco Jabber Console, click Voice Messages. 

2. To listen to a message, either double-click on the message, or click the play icon .  

3. Access the keypad and enter your PIN (This is the same PIN you use with your desktop phone).  

Instant Messages 

There are a few different methods for accessing the chat window in order to send someone an instant message. 

Once the chat window is open, a variety of 

options are available.  

  
 Edit font  Show/Hide participant list 
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 Edit font color 

 Emoticons 

 Add participants 

 Call 

 

 

The desktop sharing option is not available. If you attempt to access it, you will receive an error message. 

 

Sending Instant Messages 

1. Access the chat window using one of these methods: 

 On the left of the Cisco Jabber window, click Contacts | Hover your mouse over a contact name and 

click the chat icon.  

 On the left of the Cisco Jabber window, click 

Contacts | Hover your mouse over a contact name 

| Right-click and select Chat. 

 At the top of the Cisco Jabber window, in the 

search text box, enter the name of the person you 

want to message | From the search results, use 

either of the methods 

described above. 

 From a contact’s profile 

window (right-click and select View profile), next 

to IM address, click the im link. 

2. When the chat window displays, at the text box at the bottom where the cursor is blinking, type your 

message | Press Enter on your computer’s keyboard to send the IM to your selected recipient.  

You will see a message letting you know the other person in typing.  

 

The entire chat is captured in the white space above.  

Add Participants by Searching 

While messaging with one of your contacts, you have the option to add 

participants . 

1. At the bottom of the chat window, above the text box, click the 

Add participants icon.  
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2. When the Invite to Chat window appears, enter a name in the search text box, and choose from the 

search results.  

3. Click Invite.    

Add Participants from Contact List 

Use one of these methods to add your contacts to the chat: 

Method One Method Two  

1. Press and hold the Ctrl key on 

your keyboard. 

3. Select several contacts from your 

Contacts list. 

4. Right-click and then select Start 

group chat.  

1. Select a contact from your 

contact list. 

2. Drag and drop the contact into a 

chat window. 

3.  

 

Video 

While you are on a call, you can choose to use the video functionality. When you see the black video 

camera icon with a slash through it on the left side of the screen, this means video is not in use and the 

other person cannot see you.  

1. To enable video, click the blue video camera icon with a slash through it located on the call toolbar.  

The video camera icon on the left-side of the screen disappears.  

2. To disable video, click the black video camera icon with a slash through it located on the call toolbar.  

The video camera icon on the left-side of the screen appears. 

 

Self View 

To see an image of yourself (The view that others see when video is 

enabled) during your video session, click the small icon showing a 

video camera with a person’s head on top. 

  Self view is on. You can see yourself. 

  Self view is off. You cannot see yourself. 

Turning the self view functionality on or off does not enable or disable 

your video session with your contact(s). 
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Availability 

By default, Jabber automatically determines the availability status of 

each person. Jabber uses color codes to determine availability. Green is 

Available, yellow is Away, and red is Do Not Disturb. 

Specifying Your Availability Manually 

You can indicate your status to other Jabber contacts manually by 

following these steps: 

1. At the top-left of the Cisco Jabber window, below your name, 

click the status menu  

2. Choose an option from the menu that appears: Available, Away, or Do Not Disturb, or you can 

customize a status. 

This status remains until you change it or exit Jabber.   

Determine Contact’s Availability 

To determine if someone in your contact list is available to receive IMs, check that person’s availability status 

by viewing the color to the left of their name, as shown above.  

Availability status is displayed only for the following:   

 Contacts that are listed in the NASA Phone System Directory  

 External contacts that use Jabber and have accepted your request to view their availability status.  

 

Exiting Jabber 

There are two ways to end your Jabber session. From the Jabber menu, select either Sign 

Out or Quit Jabber.  

 Sign Out ends your Jabber session, but the Jabber window remains on desktop. 

 Quit Jabber ends your Jabber session, and removes the Jabber window from your 

desktop.  

Desktop Phone 

This section provides procedures for using your desktop phone voice mail and call forward feature. For 

additional information, visit the Telephone Services page. 

Accessing Your Voice Mail Account 

1. Access the HQ Phone System voice mail by calling one of these numbers:  

 (202) 358-HQVM (4786)   

 Toll-free 1 (866) 358-HQVM (4786) 

 Your office phone number 

2. After voice mail starts, press the * key. 

3. Enter your ID (The last 4 digits of your HQ phone number) | Press the pound (#) key. 

http://itcd.hq.nasa.gov/telephone_services.html
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4. Enter your nine-digit password | Press the pound (#) key.  

Refer to the following table for various actions. 

Press Voice Mailbox Options Setup Options 

1 Play New Messages Greetings 

2 Send a Message Message Settings 

3 Review Old Messages Personal Settings 

4 Setup Options Transfer Settings 

5 Find a Message N/A 

0 Help Help 

* Exit Exit 

 

Activating/Deactivating the Call Forward Feature 

Calls to your HQ desk phone can be forwarded to any telephone. This can be done using the Forward All 

button on your HQ desk phone touch screen, or via the ITCD Cisco Unified Communications Self Care Portal: 

https://nhqvpub01/ucmuser/    

 

From the Web 

1. Visit the ITCD Cisco Unified Communications Self Care Portal to log in.  

2. Log in as follows: 

Windows Users Authenticate using your PIV smartcard (no log in may be required) 

Macintosh Users Authenticate using your Launchpad credentials) 

 

3. Once you’ve successfully logged in, click the Phones tab and then the Call Forwarding menu item. 

To do this Follow these steps 

Activate Call Forward 

1. Expand the phone number you wish to forward by click the triangle 

in front of the number. 

2. Click the Forward all calls to checkbox to select it. 

3. From the menu, select from Voicemail to forward calls to your 

voicemail, or Add a new number to forward calls to a different 

number such as your home phone. 

4. Continue with step number 5. 

Deactivate Call Forward 
Click to uncheck the box next to Forward all calls on [your phone 

extension].   

 

https://nhqvpub01/ucmuser/
https://nhqvpub01/ucmuser/
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4. In the text box, enter “9” plus the number where you want calls forwarded | Click Save. 

Outside number You must enter 9 and then the number. 

Long distance You must enter 91 followed by the area code and number.   

 

Do NOT include Spaces, dashes, or other characters in the forwarding number. 

 

From Your HQ Desk Phone 

Prior to working remotely, while still in the office, you can forward/unforward your calls from your desktop 

phone: 

1. At the bottom of the touch screen, press Forward All.  (You will hear a special dial tone.) 

2. Enter the phone number where you would like to have your calls forwarded.   

Outside number You must enter 9 and then the number. 

Long distance You must enter 91 followed by the area code and number.   

Voice Mail Dial 4786, or press the messages button   

 

Spaces, dashes, or other characters should NOT be included in the forwarding number. 

 

When complete, the forwarded number appears at the top of the phone’s display screen. 

3. When you are ready to deactivate the phone forward feature, at the bottom of the touch screen, press 

Forward Off.  The forwarded number that appeared at the top of the phone’s display screen is removed. 

 

Web Inbox 

Web Inbox is a Web-based tool used to manage your voice mail. It doesn’t replace the voice mail on your 

desktop phone; it merely gives you another method to listen to and manage your voice mail messages. Any 

changes made through Web Inbox are synched with your desktop phone voice mail. For example, if you delete 

a message through Web Inbox, the message is also deleted on your desktop phone. 

Because Web Inbox is an additional tool you can use to access your voicemail (in addition to your desktop 

phone and Jabber), detailed instructions for using Web Inbox are not included in this guide.  For details, see the 

Web Inbox User Guide and Web Inbox Shortcut Key Table. 

Web Inbox can be accessed using Firefox: https://nhqvun01.voip.hq.nasa.gov/inbox. 

Web Inbox currently only works with Firefox; it is not compatible with Internet Explorer, Safari or 

Chrome. 

https://www.hq.nasa.gov/office/itcd/documents/web-inbox-user-guide.pdf
https://www.hq.nasa.gov/office/itcd/documents/web-inbox-shortcuts.pdf
https://nhqvun01.voip.hq.nasa.gov/inbox
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Microsoft Lync & Skype for Business 

   Microsoft Lync (Macintosh) & Skype for Business (Windows) facilitate real-time, online 

communication and collaboration through instant messaging (IM) and Presence, which is an indicator of a 

user’s availability to communicate.  

Collaborate with multiple contacts within the same IM, conduct multiple IMs at the same time, customize your 

Presence information, send and receive files via IM conversations, call a contact using your computer’s audio, 

and share your desktop, program, or video with contacts. The instructions that follow refer to the following 

versions Skype for Business for Windows users, and Microsoft Lync 2011 for Macintosh users. 

Starting  

The option for automatic start upon login is available only to Skype for Business Windows users. 

 Skype for Business - Windows  

1. If Skype for Business initiates when you start your computer, close the program and establish your VPN 

connection. 

If you do not want Skype for Business to automatically start upon initial login to your computer, follow 

these steps:  

1. With Skype for Business open, click Tools  | Options |  Personal. 

2. Uncheck Automatically start the app when I log on to Windows. 

 

2. Launch Skype for Business from your toolbar  and log in using your NDC credentials.  

  Lync - Macintosh  

1. Establish your VPN connection. 

2. Launch Microsoft Lync 2011 from the toolbar:   

3. In the Email Address field, enter your SIP address. To find the SIP 

address: 

Open Outlook | Click Contacts Search | In the search field, type your 

last name, first name | Change the menu item from All Folders to NASA 

Directory | Select your name from the list and double-click your picture | 

When the Properties window appears, click the Details tab and scroll 

down to Proxy Addresses. SIP address is listed there. 

4. The Sign in as field is set to Automatic by default. Do not change. 

5. In the User ID field, enter your AUID network credentials | In the 

Password field, enter your network password. 

6. Click Sign In. The Lync 2011 application screen displays. 
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Contacts 

To locate a contact, follow the steps below: 

Windows  Click the Contact icon  | Enter a name in the text box | Either press return, or 

click the magnifying glass icon .  

 Alternatively, you can organize your contacts into groups (see below), allowing you 

to find someone with just a couple of clicks, rather than having to type in a name. 

Macintosh  Enter a name in the text box and all matches appear 

.   

 Alternatively, you can organize your contacts into groups (see below), allowing you 

to find someone with just a couple of clicks, rather than having to type in a name. 

 

Groups 

Create groups so that you can organize your contacts for easier viewing. It also allows you to quickly send 

individual or group messages.  

 Create Group in Skype for Business - Windows 

To create a group in Skype for Business: 

1. Click on the Contact icon | Right-click on one of the existing 

groups, such as Favorites | Select Create New Group, as 

shown at right. 

 

 

2. When the new entry appears, give the group a meaningful name 

by typing in the blue text box, as shown below. 

 
 

3. Right-click on the group you just created to move the group up 

or down in the list. For example, you may want to put the list 

you use the most at the top. 

4. Repeat these steps until you have created all your groups.  

 

 

 

You are now ready to populate these groups with contacts. You can do this in various ways. See Add Contacts 

to Lync Groups in Windows. 
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Add Contacts to Groups in Skype for Business 

After you have created your groups, as described above, use one of the following 

methods to add contacts to these groups. 

Method One: Right-Click, Move 

Search for a contact and right-click on the name in the search results | Select Move 

Contact To |  Select the group where you want the contact to reside. 

 

Method Two: Search and Add 

 

1. Search for a contact. 

2. Right-click on the name in the search results | Choose 

Add to Contacts List | Select the group where you want 

the contact to reside. 

 

Alternatively, right-click | Choose Add to Favorites. 

 

Method Three: Drag and Drop 

Click on one of your existing contacts | Drag it to the group where 

you want it to reside. 

 

In the example at the right, John Doe was added as a contact (Add 

to Favorites) and then dragged into one of the existing groups. 

 

 

 
 

 Create Group in Lync - Macintosh 

To create a Lync group in Macintosh: 

1. Ctrl+click on a group name, such as Favorites. 

2. Select Create New Group. 

3. In the text box that appears, enter a meaningful group name. 
 

 

The new group name now appears in the group list. 
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4. Repeat these steps until you have added all your groups. 

You are now ready to populate these groups with contacts. You can do this in various ways. See the Add 

Contact to Lync Group in Macintosh section below. 

 Add Contact to Group in Lync - Macintosh 

After you have created your groups, as described above, use one of the following methods to add contacts to 

these groups. 

Method One: + Menu 

1. Search for a contact and select the name in the search 

results | Click the + menu as shown right. 

2. Either select an existing group, or select Add to New 

Group. 

3. In the New Group text box that appears above the 

contact, enter a meaningful group name. 

 

 

The new group name now appears in the group list. 

 

 

4. Continue to add contacts using any of the methods described.  

 

Method Two: Drag and Drop 

Click on one of your existing contacts | Drag it to the group 

where you want it to reside. 

In the example at the right, Jane Doe was added as a 

contact. She can be dragged into any of the existing groups. 

Method Three: Ctrl+Click Existing Contact 

 

1. Ctrl+click on existing contact name. 

2. Select Copy Contact To | Either select an existing group, 

or select New Group. 

3. In the text box that appears, enter a meaningful group 

name. 
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The new group name now appears in the group list. 

 

 

Method Four: Ctrl+Click Search Name 

To add someone to a group who is not yet a contact: 

1. Search for a contact and Ctrl+click on the name in the 

search results. 

2. Select Add to Contacts List | Select the group you wish 

to add them to. 

 

 

 New Option in Skype for Business 

 

Click New to view the people who’ve added you as a contact. Their name appears here, allowing you to add 

them to your Contacts list to make sure they can contact you and see when you are available.  

Availability Status  

This section describes how to display your availability to others, and how to view the availability of others.  

Presence – Microsoft Lync and Skype for Business 

Presence is a feature in both Microsoft Lync and Skype for Business that 

indicates your availability to communicate with others. Indicate your 

status using any of these methods: 

 When you schedule a meeting in your Outlook calendar, or are on a 

Lync or Skype for Business call or video call, your status is 

automatically reflected. 

 Use the Presence Status menu (shown at right) to select one of the 

following: Available, Busy, Do Not Disturb, Be Right Back, Off 

Work, Appear Away, Signed out. 

 You can add additional information to the Presence status. In the 

examples at right, the Presence status indicates that Jane Doe is in a 

meeting. 

1. Place your cursor after the existing Presence status | Type 

your message, such as, “Will be free at 10:00.”  
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2. Press enter. 

Check Contact’s Availability 

Before communicating with a contact, you can check their availability to see if they are online, away, or 

unavailable. This process is different for Windows and Macintosh. 

 

 Skype for Business - Windows 

Click Status to quickly see who is online, away, or unavailable.  

 

In addition to the color-coded contact picture, as shown at right, a contact may 

indicate their availability by adding a message: 

 
Available 

 
Busy 

 
Offline 

 
Not 

Available 

 

 

If a contact is unavailable, you can be alerted when they become available. To do this, right-click on the contact 

| Select Tag for Status Change Alerts. 

 

 Microsoft Lync – Macintosh 

You can view a contact’s availability in one of two ways.  

 The quickest way is to look at the color bar to the left of the contact’s 

picture, as shown at right. 

 

 To find additional details about a contact’s availability, Ctrl+click on 

the contact’s name | Select View Contact Card. 

 
Available 

 
Busy 

 
Offline 

 
Not 

Available 
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Control Information Access – Skype for Business - Windows 

With Skype for Business, you can manage how much presence information others see. To do this: 

1. Click Relationships  

 

2. Right-click on the contact | Select Change Privacy Relationship and then one of the following as 

appropriate: 

Friends and 

Family 

Share note, location, and all contact information except meeting details. 

Workgroup Share note, meeting location, and all contact information except Home and 

Other phone; contact can interrupt Do Not Disturb status. 

Colleagues Share note, location, and all contact information except Home, Other, and 

Mobile phone, and meeting details. 

External Contacts Share only name, title, e-mail address, company, and picture. 

Blocked Contacts Share only name and e-mail address, blocked contacts can’t reach you via 

Lync. 

Auto-assign 

Relationship 

Reset this privacy relationship to the Lync default. 

 

 

 Instant Messaging Using Skype for Business 

Instant messaging (IM) is an efficient way to connect with your contacts in real time and on a moment’s notice. 

It is less formal than e-mail and faster than a phone call.  

Send IM  

To send an IM using Skype for Business, follow these steps: 

1. Check to see if your contact is available. If they are available, their picture shows a 

green dot, as shown at right. They will also have a label after their name saying, 

“Available.” 

2. Do one of the following: 

 Hover over their picture | From the Quick Lync bar, click the IM button, shown at 

right. 

 Double-click anywhere on their contact listing. 

 Right-click their listing and select Send an IM. 

3. Type your message at the bottom of the conversation window.  
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4. To change fontor text display size click the More icon . make your selection, and 

press Enter. 

 

Send IM to Several Contacts at Once 

To send an IM to several people at the same time using Skype for Business, do the following:  

1. If the people you want to send the IM to: 

Appear as adjacent contacts in your 

Contacts list… 

Press and hold the Shift key while you click the listing 

for each person. 

Are not listed adjacently… Press and hold the Ctrl key while you click them. 

 

2. Click the IM icon that appears next to the last contact you select (shown at right). 

3. Type your message at the bottom of the conversation window | Press Enter.  

Add Participants 

To add participants to your existing Skype for Business chat, click the Invite More People icon | Select the 

person you wish to invite | Click OK. 

View Message History 

To see a history of past instant message conversations in Skype for Business. 

1. Click the Conversations icon  . 

2. If you right-click on a conversation, you are given a menu to perform 

various actions such as , Find Previous Conversations, Continue 

Conversation, Delete Conversation, Add to Favorites, Add to Contacts 

List, and See Contact Card.  

Transfer Files 

With Skype for Business, you can transfer files from peer to peer or with more than one person in a meeting 

room. Just drag and drop the file you want to share in the outgoing chat box. Alternatively, you can use the 

Insert File button in the Attachments view. 

 

 Instant Messaging Microsoft Lync - Macintosh 

To send an IM, follow these steps: 

1. Check to see if your contact is available. If they are available, their picture  shows a green vertical 

bar. They will also have a label after their name saying, “Available.” 

2. Launch the conversation window by doing one of the following: 
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 Click on the contact name | When the contact card appears, click the 

IM icon . 

 Double-click anywhere on their contact listing. 

 Right-click their listing and select Send an Instant Message.  

3. Type your message at the bottom of the conversation window, changing font and 

adding emoticons as desired | Press Enter.  

 

Send IM to Several Contacts at Once 

To send an IM to several people at the same time using Microsoft Lync, do the following:  

1. Initiate an IM conversation with one of your 

contacts as described above. 

2. Click the More Options  menu | Select 

Invite by Name or Phone Number… 

3. Click on the contact you wish to add. 

4. Their name appears under Presenters as 

shown at right.  

  

Transfer Files 

You can transfer files from peer to peer with Microsoft Lync using one of these methods:  

 Drag and drop the file you want to share in the outgoing chat box. 

 At the top of the Conversation window, click the Send a file icon  and navigate to the file. 

 

Make a Call 

A Microsoft Lync or Skype for Business call is from your computer to someone else’s computer who is also 

using that software (computer audio).  

Microsoft Lync and Skype for Business do not have the ability to make an outside call. Lync calls are peer 

to peer; you cannot make a conference call. 

 

 Make a Call Using Skype for Business - Windows 

 

To initiate a Skype for Business call: 

1. Click the Contacts icon  and navigate to the 

contact you wish to call. 
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2. Right-click on their name and select Call | Skype 

Call, as shown at right.  

Alternatively, double-click on their profile card | 

Click the call button  in the chat window. 
 

 Make a Lync Call - Macintosh 

To make a Microsoft Lync call: 

1. Click on the contact you wish to call. 

2. Right-click | Select Call | Lync Call. 

 
3. To end the conversation, click the red 

phone icon .  

 

Meetings  

When you create a meeting using Microsoft Lync or Skype for Business, you can check if you have any 

scheduled meetings, search for people, view their schedules, invite people to a meeting you are just about to 

start, as well as schedule a meeting for the future just as you can in Outlook. Meetings you create appear on 

your calendar in Outlook. The meeting option functions differently in Microsoft Lync and Skype for Business. 

Meetings are limited to 15 internal people without a VTS seat, or up to 199 internal or external participants with 

a VTS seat. To request a VTS standard seat, contact the Enterprise Service Desk (ESD). 

 Check for Scheduled Meetings – Skype for Business 

To see if you have any meetings scheduled, click on the Meetings  

icon and view the message: 

 

 

 

 Send Invitation for Meeting – Skype for Business 

The following sections detail the various methods to schedule Skype for Business meetings and send invitations 

to attendees.  

 

 

 

https://esd.nasa.gov/
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 Invite Others to Join Your Instant Message Meeting - Skype for Business 

To send invites for a Skype for Business IM meeting you are about to start: 

1. Click the Options menu (circled at right) | Select Meet Now. 

2. When the Conversation window appears, hover your cursor over the Invite 

More People icon (shown below) | Click Invite More People 

 

3. Scroll through your contacts and select the correct one | Click OK. 

4. An invite is sent to that person and they are added to the conversation. 

 

 

 Send Outlook E-Mail Invites Using Outlook Calendar - Windows 

 

To send Outlook e-mail invites for a Skype for Business meeting using Outlook Calendar: 

1. From your Calendar in Outlook, on the Home tab, click New Skype Meeting (shown right)  

 

If you don’t see the New Skype Meeting icon and link, click File | Options | Add-Ins. At the 

bottom, from the Manage: menu, select COM Add-ins | Click Go… Check the box next to 

Skype Meeting Add-in for Microsoft Office 2015 | Click OK. If you still do not see the New 

Skype Meeting icon, call the Enterprise Service Desk (ESD). 

 

A Skype 2015 Web Conferencing Meeting window displays 

as shown at right. It contains a link for the participants to 

join your Skype for Business Meeting. The location defaults 

to Skype Meeting. 

2. Invite appropriate attendees. For outside attendees, enter 

their e-mail address. 

 

 

 

 

 

 

 

 

To invite an outside person, you must have a VTS standard seat, which you can request through 

the Enterprise Service Desk (ESD) 

https://esd.nasa.gov/
https://esd.nasa.gov/
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3. Enter the Subject text | Starts date and time | Ends date and time. 

4. Indicate any Skype for Business Web Conferencing Options as necessary | Click Send. 

 

For VTS seat owners, there can be a maximum of 199 simultaneous users in a single Skype for 

Business Web Conferencing Session.  If you are hosting a meeting that includes 200-999 

attendees, submit a request by contacting the Enterprise Service Desk (ESD). 

 

Skype for Business Web Conferencing Options 

 For Skype for Business Web Conference options: 

1. Click  Meeting Options at the top in the Skype Meeting group. 

2. Under the Where do you want to meet online? Section, the first option is selected by default:  

Select A new meeting space (I control permissions) to 

use a unique meeting space each time with unique 

information, to limit participants to only those invited, 

and to control what access the participants have.  

Do not change this setting.   

3. From the These people don’t have to wait in the lobby: menu, indicate who gets into the meeting 

directly, and who waits until you let them in. 

Who gets in 

directly? 

What happens? Recommended when… 

Only me, the 

meeting organizer 

You are the only one who gets into 

the meeting directly. Everyone else 

has to wait until admitted. 

You have a high security meeting and 

confidential information. 

People I invite 

from my company 

Only people invited can join the 

meeting directly. Everyone else has 

to wait until admitted. 

You are discussing confidential 

information, and want only specific 

people to join. 

Anyone from my 

organization 

Anyone from NASA can get in to 

the meeting directly, even if not 

invited. 

You do not have external participants 

and you are not discussing confidential 

information. 

Anyone (no 

restrictions) 

Anyone who has access to the 

meeting link gets in 

to the meeting directly. 

You are inviting outside participants 

and you are not discussing confidential 

information. 

 

 

It is best practice to always check these settings to ensure the meeting has the appropriate security. If you 

have a question about the appropriate security for your meeting, contact the Center Information Security 

Officer (CISO). For more information, visit http://itcd.hq.nasa.gov/itsecurity/it-security.html. 

https://esd.nasa.gov/
http://itcd.hq.nasa.gov/itsecurity/it-security.html
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4. From the Who’s a presenter? menu, indicate who can present in your meeting. All presenters have full 

control over the meeting and can share content, change the meeting options, mute people, and so on. 

Who’s a 

presenter? 

What happens? Recommended when… 

Only me, the 

meeting organizer 

Only you as the meeting 

organizer have presenter 

permissions. 

Use when the participants do not have to 

interact with the meeting content. You can 

designate additional presenters during the 

meeting 

Anyone from my 

organization 

Anyone from your company 

can be a presenter. 

Suitable for causal meetings with your 

teammates, where all participants can share and 

modify content. 

Anyone (no 

restrictions) 

Everyone you invite can be 

a presenter. 

Use when you have external participants and 

want them to present. 

People I choose You and the people you 

choose can be a presenter. 

Use when you want specific people to be 

presenters.  

   

IMPORTANT:  When you select People I choose, click Choose Presenters, and then move the 

participants from the Attendee side to the Presenters side. External invitees and distribution lists 

cannot be added as presenters, but you can grant presenter permission to individuals when you are in 

the meeting. 

 

5. The Do you want to limit participation section is for when you are setting up a large event and want to 

eliminate interruption: 

 Disable IM  

 Mute all attendees 

 Block attendees’ video (Video in Skype for Business Web Conferencing is not supported at 

NASA). 

6. Set the remaining options as appropriate and click Send . 

Icon Description 

 
Use the Reminder menu to set a reminder for this meeting. 

 
Make this meeting recurring. 

 Show time zone options 

 
Request that attendees indicate whether they plan to attend or not. 

 
Check Names icon: Verify names and address you typed to make sure you can send messages 

to them. 
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Categorize icon: Assign to a category: Family, friends, holiday, junk, Manager, Networking, 

Personal, Red Category, and Team Travel. You can also add a new category, or edit an 

existing category. 

 
Private icon: Hide the contents of this meeting from others. 

 

 Send Invitation for Outlook Meeting – Microsoft Lync - Macintosh 

To create a new meeting in Lync, go to the main Lync window and follow the steps below. 

 

 

1. On the toolbar at the bottom, click the Schedule a 

Meeting icon . 

2. When the Meeting window appears, enter the 

Subject text | Starts date and time | Ends date and 

time.  

3. Add attendees by launching the Contacts Search window. There are two ways to do this:  

 To the right of the To: text box, click the search icon , as shown below.  

 

 Click the Scheduling Assistant tab (circled below), which allows you to check an attendee’s 

schedule | Under All Attendees, click Add New. 
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4. When the Contacts Search window appears, enter a 

name in the text box | Select the correct name from 

the search results |  Do one of the following: 

 Right-click | Select Add as To: recipient. 

 

 

 At the bottom of the Contacts Search window, click either Required, or Optional. 

 

 

5. Launch the meeting Location Search window in one of three ways:  

 On the New Meeting window, to the right of the Location: text box, click the search icon , as 

shown below. 

 

 

 On the New Meeting window, on the Scheduling Assistant tab, under 

Recent Rooms, click Add Room, as shown at right.  

 

 On the New Meeting window, on the toolbar at the top, click the Scheduling icon . 
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6. In the text box at the top, enter the name of the room you are 

requesting (as shown right) 

15. For both of the menus, make the following selections: 

 Search Names Only 

 Nasa Directory 

16. To add the room, click Resource, located at the bottom-right. 

This adds the location to the Location: text box, and the 

room is listed as an invitee in the To: text box. 

 

17. If your search:  

Resulted in…. Then…. 

A No matches 

found message 

Your Directory service server may be incorrect.  Continue with the 

steps below to resolve this issue and then try your search again. 

Was successful Continue with step 16. 

 

18. With your Outlook window active, click Outlook | Preferences | Accounts | Advanced.   

 

19. Under Directory service, in the Server: text box, 

verify that the server name is:  

ndmsadc04.ndc.nasa.gov  

20. If it is not the same, delete the incorrect server 

name and replace it with the name in step two. 

21. Ensure that all the other settings match the image 

to the right. 

22. Click OK. 

23. Try your search again. 

  

24. Set the remaining options as appropriate: 

Icon Description 

 
Use the Reminder menu to set a reminder for this meeting. 

 
Make this meeting recurring. 

 Show time zone options 

 
Request that attendees indicate whether they plan to attend or not. 
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Check Names icon: Verify names and address you typed to make sure you can send messages 

to them. 

 
Categorize icon: Assign to a category: Family, friends, holiday, junk, Manager, Networking, 

Personal, Red Category, and Team Travel. You can also add a new category, or edit an 

existing category. 

 
Private icon: Hide the contents of this meeting from others. 

 

25. Click Send .  

 

 Create a Microsoft Lync Online Meeting –- Macintosh 

To create a Lync online meeting with more than 15 

internal people or external people, you must have a 

VTS standard seat, which you can request through 

the Enterprise Service Desk (ESD).  

1. From your Outlook calendar, click  

Meeting to create a meeting. 

 
 

2. When the Outlook Meeting Invite window appears, as 

shown above, click  Online Meeting | Select 

Create Online Meeting. 

 
A link is inserted into an Outlook Meeting Invite, as 

shown at right. 

 
 

 

3. Click  Online Meeting | Select Set Access and Permissions. 

 

 
 

 

 

 

 

https://esd.nasa.gov/
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4. On the Access tab, under Who gets directly into the 

meeting without waiting in the lobby?, drag the slider to 

select the appropriate group: Only Me, Invitees, My 

Company, or Everyone.  

 

 
 

The default setting is anyone from My Company. Your organization’s leadership can determine 

appropriate settings for your specific meeting and agenda. Best practice is to always check these 

settings to ensure the correct security is enabled. If you have a question about the appropriate security 

for your meeting, contact the Center Information Security Officer (CISO). For more information, visit 

http://itcd.hq.nasa.gov/itsecurity/it-security.html    

 

5. Click the Presenter tab to display permission options. 

6. Next to Who can be a presenter?, make the appropriate selection:  

Only Me, People I choose…, Everyone from my company, 

Everyone (no restrictions).  

 

 

7. In the lower-left corner, click to select the 

checkbox Remember settings to set as default 

for future meetings. 

 

 
 

8. In the Outlook Meeting window, enter the subject, date, 

and time for the Lync meeting. 

9. Click the Scheduling Assistant tab to check an 

attendee’s schedule. 

10. Under All Attendees, click the +plus for Add New. 

 

 

 

 

 

http://itcd.hq.nasa.gov/itsecurity/it-security.html
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11. When the Contacts Search window appears, enter a name in 

the text box. 

A search result displays automatically. 

12. Select the desired name from the search result and 

Control+click to do one of the following: 

 Select Add as To: recipient. 

 Select Add as CC: recipient. 

 Select Add as BCC: recipient. 
 

13. To the right of the Location field, click  Search for rooms.  

14. When the Contacts Search window appears, from the second menu, select 

Nasa Directory | Enter the name of the conference room using the naming 

convention HQ-CR- [Room Number]. 

15.   From the list that appears, Control + click on the appropriate room | Select 

Add as Resource. 

16. Set the remaining options as appropriate: 
 

 

Icon Description 

 
Use the Reminder menu to set a reminder for this meeting. 

 
Make this meeting recurring. 

 Show time zone options 

 
Request that attendees indicate whether they plan to attend or not. 

 
Check Names icon: Verify names and address you typed to make sure you can send messages 

to them. 

 
Categorize icon: Assign to a category: Family, friends, holiday, junk, Manager, Networking, 

Personal, Red Category, and Team Travel. You can also add a new category, or edit an 

existing category. 

 
Private icon: Hide the contents of this meeting from others. 

 

17. Click Send. 
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 Microsoft Lync Meeting Invite  

When you receive a Microsoft Lync meeting invite, click Accept. It now appears on your Outlook calendar. 

At the time of your Lync meeting, you can access the meeting invitation using one of these methods: 

 From the Outlook Calendar meeting, in the Notes section, click the Join Lync Meeting link. 

 

 In Lync, click on the calendar icon  | Double-click the appointment. 

             
 

 

Join a Microsoft Lync or Skype for Business Meeting  

When joining a meeting, it is recommended you use a NASA computer with Lync installed. This ensures you 

have full access rights. If you choose to join a meeting using a non-NASA computer without Lync you must 

join the meeting as a guest. 

The meeting login steps vary depending on how the host set the options, and your participation in the 

meeting. You may be admitted directly to the meeting, or you may be prompted to log in to the meeting via 

the Web app. 

 

Follow the steps for your situation: 

The use of Microsoft Lync or Skype for Business from a non-government-approved computer is authorized 

only when you log in as a guest. 

 

NASA Employee Using Government-Issued/Approved Macintosh Computer 

NASA Employee Using Government-Issued/Approved Windows Computer 

Guest (Non-NASA People) Using Non-Government-Issued/Approved Computer 
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 NASA Employee Using Government-Issued/Approved Macintosh Computer 

If you are working from your NASA Macintosh computer, the preferred method for logging in is using the Lync 

Client. This ensures you have all the rights of a NASA internal person and are considered internal to the 

meeting permissions. 

1. In the Calendar section of Outlook, open the e-mail meeting 

invitation and click Join Lync Meeting.  

2. From the Lync Web App page, click Join using Lync for Mac or 

Communicator for Mac, as shown right.  

3. When the Privacy Disclaimer for NASA 

Lync displays, click the checkbox next to I have read the above 

and agree to the terms | Click Continue. 

4. When the Lync for Mac 2011 client displays the meeting room, 

click the Options  icon to use the following features: 

 

 Invite by Name or Phone Number… 

 Send Email Invite… 

 Mute Audience 

 Make Everyone an Attendee 

 Play Entry and Exit Announcements 

 Remove Everyone and 

End Meeting 

 Meeting Join information 

 Meeting Options 

 Save conversations 

 

 NASA Employee Using Government-Issued/Approved Windows Computer 

This is the recommended method for joining a meeting if you are a NASA employee with your NASA-Issued 

Windows computer.  

1. In the Calendar section of Outlook, open the e-mail meeting invitation. 

2. Click the Join Skype Meeting link in the meeting window.  

3. When the Privacy Disclaimer for NASA Lync displays, click the 

checkbox next to I have read the above and agree to the terms | 

Click Continue. 

To Action 

Display the Lobby and participants list Click the People icon  .    

Admit attendees Use the Lobby. 

Share your desktop Click the Present icon  
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Guest (Non-NASA People) Using Non-Government-Issued/Approved Computer 

Only non-NASA people should be using this option. If you log in as a guest, you are considered external to 

NASA and do not have the rights and privileges available to you if you were logged in using NASA credentials.  

If you are the host of the meeting and you log in as a guest, you will not be able to present in the meeting 

room. Best practice is to log in from your government-issued or government-approved equipment. 

 

If you log in as a guest and the host does not have elevated rights with a VTS seat, you will not be able to 

join the meeting as the host does not have the rights for non-NASA email addresses to join his/her meeting.  

Best Practice:  log in from your government-issued or government-approved equipment. 

 

To log in as a guest: 

1. In your e-mail application, open the meeting invitation and click the Join Lync Meeting link. 

2. The first time you use Lync Web App, you are prompted to load a 

plug-in.  Complete the download of the LWA Plugin64BitInstaller64 

plugin. 

Subsequent logins do not require you to download the plug-in. Just 

click Allow. 

3. Enter your name in the Guest field and click Join the meeting. 

4. When the Privacy Disclaimer displays, click the box next to I have 

read the above and agree to the terms | Click Continue.  

Presenting in a Skype for Business Meeting Room - Windows 

Use Skype for Business to share your desktop or a program with contacts. Skype for Business meetings are 

limited to 15 internal people without a VTS seat, or up to 199 internal or external participants with a VTS seat 

via a secure https Internet connection. To request a VTS standard seat, contact the Enterprise Service Desk 

(ESD). If you have more than 199 participants, Skype for Business can support up to 1000 participants if you 

have elevated rights, which can be given on a meeting by meeting basis. To request elevated privileges for your 

meeting, submit a Service Request. 

Share Desktop 

To share your desktop while in a conversation, follow these steps: 

1. Click the Monitor icon  located at the bottom of the 

Conversation window. 

2. When the Present window appears, click the Desktop icon . 

If you have more than one monitor, you will have the choice of 

selecting Primary Monitor, Secondary Monitor, or All 

Monitors. 

  

 

https://esd.nasa.gov/
https://esd.nasa.gov/
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3. When a message appears informing you that people 

will be able to see everything on your screen, click 

OK. 

4. The other attendees can now see your desktop. 

5. To stop sharing your desktop, click Stop Presenting, 

as shown at right.  

6. This returns you to your conversation. 

 

Share Application 

You can share an application only if the application sharing session is initiated from a Windows computer. You 

must also have the application open before you start. To share an application while in a conversation, follow 

these steps: 

1. Open the application you would like to share. E.g., 

PowerPoint. 

2. Click the Monitor icon  located at the bottom of the 

Conversation window. 

3. When the Present window appears, click the Program 

icon . 

 

 

4. When the Present Programs window appears, as 

shown at right, select the program(s) that you would 

like to share | Click Present. 

5. When a message appears informing you that people 

will be able to see all the open windows of the 

program you chose, click OK. 

6. To stop sharing your application, click the Stop 

Presenting button at the top of the 

conversation window. This returns you to your 

Conversation.  
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Give and Take Control When Sharing 

Use the presentation toolbar at the top to share control of your desktop or application with another meeting 

participant. When you give control to another person, they can move the mouse in the presentation window, 

click on windows they have access to, and type in applications or documents that you are sharing with them. 

 

 

To: Steps 

Give Control From the Presentation tool bar, click the Give Control menu | Select Give Control 

Automatically or Give Control to Individual. 

Take Back 

Control 

From the Presentation tool bar, click the Give Control menu | Select Take Back Control.  

Alternatively, press Ctrl+Alt+Space. 

Request 

Control Click Request Control:  

Release 

Control Click Release Control   

 

 Presenting in a Lync Meeting Room - Macintosh 

Use Microsoft Lync to share your desktop or a program with contacts. Microsoft Lync meetings are limited to 

15 internal people without a VTS seat, or up to 199 internal or external participants with a VTS seat via a secure 

https Internet connection. To request a VTS standard seat, contact the Enterprise Service Desk (ESD). If you 

have more than 199 participants, Lync can support up to 1000 participants if you have elevated rights, which 

can be given on a meeting by meeting basis. To request elevated privileges for your meeting, submit a Service 

Request. 

 

Share Desktop 

To share your desktop while in a conversation, follow these steps: 

1. Click the Share content icon  as shown at right | 

Select Desktop from the menu. 

 

 

https://esd.nasa.gov/
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2. When a message appears informing you that people will 

be able to see everything on your screen, click OK. 

 

 

 

The following screen appears, indicating 

that you are now sharing your desktop. 

The image in the center right is what the 

other person can see. 

 

 

 

3. To stop sharing your desktop, click the down arrow (circled below) | Select the desktop you would like 

stop sharing | Select Stop Sharing:  

 

This returns you to your conversation. 

 

PowerPoint Sharing for Macintosh 

Macintosh users cannot upload a PowerPoint file for sharing from Microsoft Lync. They can, however, open the 

PowerPoint on their desktop and share the desktop. They can also participate in a PowerPoint Presentation 

meeting that has been initiated from a Windows computer. 

Skype for Business Windows end users cannot see animations in PowerPoint during a PowerPoint sharing 

session presented by Lync for Mac end users. Instead of a PowerPoint sharing session, consider sharing your 

desktop and run the PowerPoint presentation with animations. 

 

For information regarding obtaining a Lync Web conferencing account, contact the NASA Enterprise 

Service Desk (ESD) at (202) 358-HELP (4357) | Toll free: 1-866-4NASAHQ (462-7247). 

 

  

https://esd.nasa.gov/
https://esd.nasa.gov/
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Video  

The video functionality is available for Microsoft Lync and Skype for Business calls and messaging peer to 

peer. This functionality is not available using Conferencing.  

 

 Skype for Business Video – Windows 

 

1. There are a number of ways to initiate a Skype for Business video chat in Windows: 

 Right-click on a contact name and select Start 

a Video Call. 

 

 Click once on or hover over a contact picture | 

Click the Start a video call icon:  

 

 Double click on a contact name | Click the Start 

My Video icon: 

 

 

 

2. To end your video chat, click the red phone icon . 

 

For additional Skype for Business documentation, visit: 

http://nomadinternal.nasa.gov/nomad/documentation.html 

 

  

http://nomadinternal.nasa.gov/nomad/documentation.html
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 Microsoft Lync Video – Macintosh 

 

1. There are a number of ways to initiate a Microsoft Lync video chat in Macintosh: 

 Right-click on a contact name and select Start a Video 

Call. 

 Click once on contact picture | Click the Start a video 

call icon:  

 
 

 Double-click on a contact name | Click the Start video 

call icon: 

 

 Click once on a contact name to highlight it | Click the 

Start a video call icon: 

 

 

 

 While messaging with someone, click the Call contact icon on the messaging screen | Click the 

monitor icon  at the top of the screen. 

 

 

2. To end your video chat, click the red phone icon . 

For additional Microsoft Lync documentation, visit: http://nomadinternal.nasa.gov/nomad/documentation.html 

 

http://nomadinternal.nasa.gov/nomad/documentation.html
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Appendix A - IT User Responsibilities 

 

Workplace Responsibilities 

 Use the NASA Access Management System (NAMS) to request Entrust PKI software and certificates. See 

instructions on the ITCD Web site: http://itcd.hq.nasa.gov/instructions.html  

 Follow the “Appropriate Use” Policy in the performance of your duties 

 Maintain your own Directory record.  

 Back up your hard drive (C:) by using the Connected BackupPC software . Refer to Backup 

instructions on the ITCD Web site: http://itcd.hq.nasa.gov/instructions.html 

 Obtain annual IT security training.  

 Contact the NASA Enterprise Service Desk (ESD) at (202) 358-HELP (4357) | Toll free: 1-866-4NASAHQ 

(462-7247) for all IT services, problems, and other needs.  

 Consult with your IT POC for questions and requirements that cannot be handled by the Enterprise Service 

Desk (ESD). 

 For emergency communications, go to Inside HQ | HQ Emergency Operation: 

http://www.nasa.gov/centers/hq/emergency/index.html (accessible to NASA only) 

 Ensure your computer is receiving all software updates by regularly connecting to the HQ network.  

 Computers must be powered on, logged into DAR (Symantec Encryption Desktop), left at the operating 

system login screen and connected to the NASA network. Computers that are powered on, logged off, 

and connected to the NASA network will be automatically patched and rebooted with no user interaction 

required.  

 Computers not connected to the NASA network Tuesday night between 8 p.m. – 2 a.m. local time will 

receive the patches the next time they connect. Computers that are logged in or locked may require user 

interaction to complete patch installation. 

 Another method to minimize an untimely interruption is to perform a manual CAE connection. 

Instructions to perform a manual CAE connection are available in the HPCA/CAE User Guide. A 

complete list of patches deployed to ACES computers is available from Scheduled Patches. 

 

 

 

 

 

 

 

 

 

 

https://nams.nasa.gov/
http://itcd.hq.nasa.gov/instructions.html
https://itcd.hq.nasa.gov/NED_update.html
http://itcd.hq.nasa.gov/instructions.html
https://itcd.hq.nasa.gov/itsecurity/training.html
https://esd.nasa.gov/
file:///C:/Users/sschattm/Documents/Working%20Folder/RAG/%3f%20%20http:/itcd.hq.nasa.gov/documents/IT_Contacts.pdf
https://esd.nasa.gov/
https://esd.nasa.gov/
http://www.nasa.gov/centers/hq/emergency/index.html
http://www.nasa.gov/centers/hq/emergency/index.html
https://aces.ndc.nasa.gov/documents/HPCAUserGuide.pdf
https://aces.ndc.nasa.gov/subnav/scheduledpatch.html


  Remote Access Guide 
 

 

Page 82 of 98 

Threats 

Threats to information and information systems include environmental disruptions, human or machine errors, 

and purposeful attacks. In the table below, the most common attacks are described including: Malicious codes, 

worms & bots, scammers/phishers, hackers, unsecured wireless networks, and yourself. 

Threat Description 

Malicious Codes 

 

The malicious code attack includes the execution of viruses, worms, Trojan horses and 

active Web scripts with the intent to penetrate a system, break security policies, or to 

steal information. Malicious codes are obtained through normal browsing, e-mail 

attachments, or from links sent over an Instant Messenger client. 

Worms & Bots 

 

Worms and bots are types of malicious codes that replicate themselves and cause 

execution of the new copy. Worms can continue replicating themselves until they 

completely fill available resources, such as memory, hard drive space, and network 

bandwidth. Bots, another type of malware, allow an attacker to gain complete control 

over the effected computer. Computers that are infected with a bot are generally 

referred to as “zombie.” 

Social 

Engineering 

Social engineering is an attempt to trick someone to reveal access credentials (e.g., 

password) or other valuable information that can be used to attack systems or 

networks. Scammers and phishers are examples of social engineering. Scammers 

attempts to defraud a person by gaining his or her confidence to extort money and/or 

information. Phishers performs “phishing” by attempting to acquire information by 

masquerading a trustworthy entity (e.g., banks) in an electronic communication. 

Spam Spam is unsolicited email and has been used with malicious codes to make the attack 

more effective. The most significant consequences of spam on the organization is the 

waste of computer resources caused by the flow of unwanted electronic email. Users 

can simply delete spam messages.  

 It is best practice to NOT reply or unsubscribe because doing so validates your email 

address to the spammers resulting in more spam in your inbox. 

Hackers 

 

Hackers pose similar threats as worms and bots.  A hacker is a person attempting to 

break into your computer by exploiting vulnerabilities and cracking usernames and 

passwords.  Hackers may be targeting you or the network you are on.  They are 

assisted by bots and scanning tools. 

Unsecured 

Wireless 

Networks 

 

A wireless network is considered to be unsecure when the default configuration is left 

unchanged, such as the network password. Malicious users can connect to an unsecure 

network and gain control over your computer and access information such as files.  

Computer Users 

Including 

Yourself 

 

If a user makes system changes or opens files without knowing what they are doing, 

they are putting themselves at risk.  Disabling or not running important software to 

protect their systems and not keeping up-to-date with the latest patches and virus 

definitions are other ways to become vulnerable. 
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These threats can all lead to anything from annoying pop-ups and trouble accessing Web sites, to loss of 

important files or data, and theft of data and personal information. Identity attacks can be initiated against other 

systems and will appear to be coming from you, the user. 

The Defenses 

The following best practices described in the table below protect against many of the threats described above. 

Threat Description 

Being 

Aware 

For many of these attacks, your judgment and actions are the first line of defense.  

Constantly be on the lookout for anything suspicious whether it is a Web site, e-mail, or 

Instant Message.  If it smells fishy, then it probably is fishy.  Do not blindly click links or 

agree to install programs unless absolutely sure they are safe.  Never give out passwords to 

anyone.  Also, be careful of where personal and banking information is entered. 

Strong 

Passwords 

Keep passwords secret and choose strong passwords. Use a mix of uppercase and 

lowercase letters with numbers and special characters (!, @, $, etc.).  Make sure the 

password is at least 15 characters long.  Do not use things that are easily known such as a 

name, address, phone number, or anything else that could be easily guessed.  

 Good:   1F1uffyBunny4Sp@ce! 

Bad:     Steven123, Nasa456 

   

Instead of creating a password, create a passphrase. NASA recommends using unrelated 

words and connecting them with unrelated symbols or numbers. This makes it easier to 

remember; yet it is long and secure. 

Firewalls Many attacks from bots, worms, and hackers can be thwarted by a firewall.  Never connect 

to the Internet without some form of a firewall.  Firewall functionality is included in most, 

if not all, SOHO cable modems, routers, and wireless access points. Windows 7, Mac OS 

X, and most other Operating Systems come with firewalls built in.   

Stopping 

Spam 

It is almost impossible to stop all spam, but there are things that can be done to reduce it.  

Most e-mail clients now come with spam filters that can be trained to stop almost 99% of 

all spam. Third-party products can be installed to provide additional protection. Most e-

mail providers, such as Hotmail and Yahoo, provide spam filtering as part of their free and 

paid e-mail services. Have a secondary e-mail account for signing up for things on the 

Internet. 

Data 

Backup 

Mobile Information Protection (MIP) Connected Backup is the ACES solution for 

providing backup, restore, and data protection services on NASA HQ Windows and 

Macintosh devices. Autonomy Connected Backup is the desktop software which facilitates 

the backup process. This software is set to periodically backup user data from both 

desktops and laptops to a server. This helps to prevent the loss of data from a hard drive 

failure or other catastrophic error.   

 

If you work remotely, ensure your computer is routinely connected to the NASA network 

to ensure a back-up is made.  Learn more at http://itcd.hq.nasa.gov/data_backup.html.  

http://itcd.hq.nasa.gov/data_backup.html
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Threat Description 

Wireless 

Network 

Security 

Wireless networks are almost never truly secure (unless in an enterprise enviroment). 

However, steps can be taken to make them as secure as possible for home use.   

 Use WPA2 encryption. In your router’s settings it is generally referred to as 

WPA2-PSK (pre-shared key). If your wireless router does not support WPA2, you 

are long overdue for an upgrade. 

o DO NOT USE WEP.  It is easy to break and can be done in a couple of seconds 

by anyone with a little bit of technical knowledge after looking up a tutorial 

online. 

o Disable WPS (WiFi- Protected Setup) if possible. It is easy for an attacker to 

break into your wireless network in most cases if this option is enabled.  

 Change the default Service Set Identifier (SSID) to something unique. Make sure 

the SSID is not one of the top 1000 most frequently used.  

 Make your password unique and as long as possible. To prevent anyone in the area 

from intercepting the data transmitted over the air, the data is encrypted with a 

combination of the network name (SSID) and a password. Making both of these 

long and unique helps to keep the data more secure. A good example of a network 

password that you could easily give out to a guest that comes over to your house 

would be:  WhyWouldIGiveYouMyWirelessPassword?!?. It is very long, yet easy 

to remember, and easy to communicate to other people if necessary. 

Definitions 

& 

Information 

http://en.wikipedia.org/wiki/Main_Page for the online Open-Source multilingual 

encyclopedia 

http://www.webopedia.com for a great resource for computer and technology definitions 

http://www.howstuffworks.com is a great Web site on how all kinds of things work.  There 

is a lot of information on home networking, computers, and technology in general. 

Keeping 

Safe 

http://www.ftc.gov/bcp/edu/pubs/consumer/alerts/alt127.shtm - FTC consumer alert for: 

How Not to Get Hooked by a ‘Phishing’ Scam  

http://www.ftc.gov/bcp/edu/microsites/idtheft - FTC Web site for spotting, protecting, and 

defending against identity theft 

 

Secure Sensitive Information at NASA HQ 

HQ routinely offers briefings and training for all employees to provide insight on identifying and safeguarding 

sensitive information, the NASA and Federal policies, and penalties for the mishandling or wrongful disclosure 

of sensitive information.  

For additional information and training resources on securing sensitive information at NASA HQ, visit:  

http://itcd.hq.nasa.gov/ctc/ctc_securing.html 

 

http://en.wikipedia.org/wiki/Main_Page
http://www.webopedia.com/
http://www.howstuffworks.com/
http://www.ftc.gov/bcp/edu/pubs/consumer/alerts/alt127.shtm
http://www.ftc.gov/bcp/edu/microsites/idtheft
http://itcd.hq.nasa.gov/ctc/ctc_securing.html
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Personally Identifiable Information (PII) 

PII is described by OMB as information about an individual maintained by an agency, including education, 

financial transactions, medical, criminal, or employment history. It also includes information that can be used to 

distinguish or trace an individual’s identity, such as name, social security number, date and place of birth, 

mother’s maiden name, or biometric records. 

We all have the responsibility to ensure the protection of sensitive information by applying appropriate 

safeguards. This applies to information stored and/or processed on computer systems, hand-held devices and 

removable media of any kind, and any format including graphic images and printed documents. Individuals who 

are authorized to remotely access, collect, or process sensitive information and those who telecommute will 

need to be especially vigilant in safeguarding and protecting this information. See Encryption. 

Privacy Act and PII 

For questions relating to the Privacy Act and/or Personally Identifiable Information (PII), contact the Chief 

Information Security Officer for Privacy, Marion Meissner, at 202-358-0585. 

NASA Privacy Policy 

For more information relating to the current NASA Privacy Policy, visit the ITCD Privacy page: 

http://itcd.hq.nasa.gov/privacy/privacy.html   

Administratively Controlled Information (ACI)  

Administratively Controlled Information (ACI) is sensitive, but unclassified, information that is not national 

security information but must be protected from disclosure. It must be properly marked and locked up when not 

under the supervision of the authorized personnel and must be encrypted when transmitted over a non-secure 

network.   

Examples include: Trade secrets, proprietary information, Freedom of Information Act exempt 

information, financial information, and personnel records. 

 

Scientific & Technical Information (STI)  

Scientific & Technical Information (STI) are results of basic and applied scientific, technical and related 

engineering research and development. It includes the management, and industrial and economic information 

relevant to this research.   

 

International Traffic in Arms Regulation/Export Administration Regulation  

International Traffic in Arms Regulation/Export Administration Regulation (ITAR/EAR) deals with restrictions 

on the export of articles and services including information and technical data about those items. There are 

significant legal consequences for not obeying these laws. 

Examples include: Technical papers and reports, journal articles, papers and presentations for meetings 

and conferences, and non-published in-progress reports or documents in internal repositories that will not 

be released outside of NASA. 

http://itcd.hq.nasa.gov/privacy/privacy.html
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Encryption using Public Key Infrastructure (PKI) 

Public Key Infrastructure (PKI) is the combination of software, encryption technologies, and services that 

enables enterprises to protect the security of their communication and business transactions on the Internet.  

Visit the NASA Privacy Management Web site to learn about what information should be protected using 

encryption. 

When sending an encrypted e-mail message containing sensitive or PII data, you should also include a digital 

signature. This provides three levels of protection that are distinct from the kind of protection you get from 

encrypting: 

 Integrity: Digitally signing a message ensures the message and its attachments have not been modified 

since it was signed. 

 Authentication: It verifies the identity of the originator of the message. 

 Non-repudiation: A digital signature guarantees that it can verify who the sender and the recipient were.  

PKI Resources 

Documentation PKI User Guides (NASA Only) for both Windows and Macintosh users:  

http://itcd.hq.nasa.gov/instructions.html 

Entrust Public Key Infrastructure (PKI) [NASA Only] FAQ: 

http://itcd.hq.nasa.gov/faqs.html.     

http://itcd.hq.nasa.gov/itsecurity/pki_entrust.html.  

Phone Support For questions relating to encryption software and functions, contact the Enterprise Service 

Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-HELP (4357) or 1-866-

4NASAHQ (462-7247). 

Questions on the status of certificate requests should be directed to PKI RA at (202) 358-

1187. 

Entrust PKI 

Training 

Training focuses on NASA and federal policies, in addition to the penalties for the 

mishandling or wrongful disclosure of sensitive information.   

For more information, visit SATERN: https://satern.nasa.gov/elms/learner/login.jsp     

 

Data at Rest (DAR) 

DAR is an acronym for Data at Rest. This term is used at NASA to describe the Data at Rest (DAR) encryption 

used across the Agency. DAR encryption is an IT security measure that provides Whole Disk Encryption 

(WDE) for all laptops as well as desktops that contain sensitive data. The primary goal of any DAR solution is 

to protect against critical data loss in the event of a lost or stolen computer. 

Symantec PGP Desktop and BitLocker are the Agency solutions for whole disk encryption for Windows; 

FileVault is the solution for Macintosh. Think of PGP Desktop, BitLocker or FileVault as a lock box. Once you 

open the box (i.e. unlock the encrypted drive), everything in that box works as it always has. Once you log in at 

the PGP pre-boot authentication prompt (login screen) using your PGP username and password (Windows) or 

AUID and NDC password (Macintosh), the data is no longer in a resting state and your files are no longer 

protected. PGP protects the data on your computer while it is powered off or in “hibernate” mode and prevents 

anyone except you from accessing the data on your computer. 

https://inside.nasa.gov/ocio/it-security/privacy-management
http://itcd.hq.nasa.gov/instructions.html
http://itcd.hq.nasa.gov/faqs.html
http://itcd.hq.nasa.gov/itsecurity/pki_entrust.html
https://esd.nasa.gov/
https://satern.nasa.gov/elms/learner/login.jsp
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For more information, visit:  http://itcd.hq.nasa.gov/DAR_encryption.html    

Pretty Good Privacy (PGP)  

PGP is an accepted solution for encrypting/digitally signing e-mail for use in communications with those in 

private industry, education, or other Federal agencies that do not use PKI.  Although PGP is not the Agency 

standard, it is supported for those specific uses on government-issued or government-approved systems because 

an item encrypted with PKI cannot be decrypted with PGP and vice-versa.  

E-mail Practices 

 Handling Spam, Offensive, or Threatening E-mail  

 Report offensive or threatening e-mail to soc@.nasa.gov. 

Spam Filter 

All incoming e-mail passes through the Spam Firewall before entering NASA HQ e-mail systems.  Based on 

policy settings, the Spam Firewall: 

 Allows the e-mail to pass through; 

 Deletes the e-mail, or 

 Quarantines the e-mail. 

Incoming mail with any of the following characteristics is deleted: 

 Contains a known virus 

 Contains file attachments with known Microsoft OS executable file extensions 

 Is sent from an Internet domain whose sole intent is known to be the generation of unsolicited junk e-

mail 

Incoming mail that has a high probability of being unsolicited junk mail is quarantined: 

 This prevents mail from cluttering up your e-mail in-box or handheld device. 

 You will receive regular e-mail notifications about your e-mail being held in the quarantine, and you 

will be able to retrieve or delete these messages yourself. 

You can “train” the Spam Firewall when it makes a mistake: 

 Specify Internet addresses or domain names that should always be able to send you mail (“whitelist”) 

 Specify Internet addresses or domain names that should never be able to send you mail (“blacklist”)  

 

Security Concerns: Computer Incidents 

Cybersecurity and Sensitive Unclassified Information Awareness Training 

 All NASA employees must complete Cybersecurity and Sensitive Unclassified Information Awareness 

Training annually. 

 New employee orientation DOES NOT satisfy the annual requirement. 

http://itcd.hq.nasa.gov/DAR_encryption.html
mailto:soc@.nasa.gov
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 Training is offered via the NASA SATERN Learning Management System (https://satern.nasa.gov) or 

classroom sessions at HQ. 

 See the “Training & Awareness” page at http://itcd.hq.nasa.gov/itsecurity/training.html for completion 

deadlines, classroom training schedules, and more information. 

Password Procedures 

Refer to How to Change Your Password for detailed information on passwords and how to keep them secure. 

  

https://satern.nasa.gov/
http://itcd.hq.nasa.gov/itsecurity/training.html
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Additional Information 

For additional information regarding IT user responsibilities, refer to the table below. 

Subject Reference 

IT Security http://itcd.hq.nasa.gov/itsecurity/it-security.html (NASA only) 

Data at Rest (DAR) http://itcd.hq.nasa.gov/DAR_encryption.html  

Entrust Public Key Infrastructure 

(NASA Only)  

http://itcd.hq.nasa.gov/itsecurity/pki_entrust.html (NASA only) 

HQ Computer Training Center http://itcd.hq.nasa.gov/ctc 

(202) 358-1111 

ctc@hq.nasa.gov 

Securing sensitive information at 

NASA HQ 

http://itcd.hq.nasa.gov/ctc/ctc_securing.html 

Privacy Act and/or Personally 

Identifiable Information (PII) 

questions 

HQ Privacy Act Manager, Marion Meissner 202-358-0585 

NASA Privacy Policy NPD 1382.17H:  

http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PD_1

382_017H_&page_name=main  

Encryption software and function 

questions 

Contact the Enterprise Service Desk (ESD): Submit a ticket 

online at esd.nasa.gov, or call 358-HELP (4357) or 1-866-

4NASAHQ (462-7247). 

HQ Home Computer Security Guide http://itcd.hq.nasa.gov/documents/home_computer_security_guid

e.docx 

HQ Home Computer Security Quick 

Reference 

http://itcd.hq.nasa.gov/documents/home_computer_security_quic

k_reference_guide.docx 

 

 

http://itcd.hq.nasa.gov/itsecurity/it-security.html
http://itcd.hq.nasa.gov/DAR_encryption.html
http://itcd.hq.nasa.gov/itsecurity/pki_entrust.html
http://itcd.hq.nasa.gov/ctc
mailto:ctc@hq.nasa.gov
http://itcd.hq.nasa.gov/ctc/ctc_securing.html
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PD_1382_017H_&page_name=main
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PD_1382_017H_&page_name=main
https://esd.nasa.gov/
http://itcd.hq.nasa.gov/documents/home_computer_security_guide.docx
http://itcd.hq.nasa.gov/documents/home_computer_security_guide.docx
http://itcd.hq.nasa.gov/documents/home_computer_security_quick_reference_guide.docx
http://itcd.hq.nasa.gov/documents/home_computer_security_quick_reference_guide.docx
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Appendix B - Appropriate Use of IT Resources 

 

NASA IT Resources are for OFFICIAL BUSINESS and other authorized activities; limited personal use is 

permitted, provided: 

 It does not interfere with NASA missions or operations. 

 It does not affect employee productivity. 

 It does not incur additional expense to the Government. 

 It does not violate the Standards of Ethical Conduct for Employees of the Executive Branch (5 CFR 

2635). 

 

IT Prohibited Practices 

 Outside fund-raising, endorsement, lobbying, or participation in prohibited partisan political activity 

 Creation, downloading, viewing, storage, copying, or transmission of sexually explicit material or 

materials related to gambling, illegal weapons, terrorist activity, or controlled substances 

 Circumventing or disabling IT security measures such as antivirus software or attempting to deprive 

authorized users access to a resource 

 Illegal or unauthorized entry into or modification, destruction, manipulation, or denial of access to 

information residing on ANY information system 

 Use of a NASA computer system in any way that might be interpreted as an attempt to influence a 

member of Congress regarding legislation or appropriation 

 Loading software or moves, additions, alterations, or replacement of any HQ computers, network 

connections cable plant, or other IT resources without express permission of HQ CIO 

 Unauthorized acquisition, use, reproduction, transmission, or distribution of any controlled information 

that includes privacy act, copyrighted, trademarked, or material with other intellectual property rights; 

proprietary data; or export controlled information 

 

Downloading Software 

 Do not disable software on your computer. 

 Do not load (or download) software or Windows patches; it can cause a serious breach of security. 

 Your organization will be charged a fee for a restore to service. 
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Appendix C - Viruses 

Viruses are one of the major threats that systems and information everywhere encounter. Practically every day 

there is mention of a new virus that is designed to inconvenience users or cause damage. A virus is a program or 

code that replicates itself onto other files. A virus can infect any of the following by inserting or attaching itself 

to that medium:  

 Another program 

 Boot sector 

 Partition sector 

 Document that supports macros 

Most viruses have the capability of replicating themselves.  Additionally, many can do a variety of damage to a 

computer system including deleting or altering files, sending e-mail, etc.  

Worms 

Worms are programs that infect and propagate themselves through various transport mechanism such as file 

copies, e-mail, etc. Worms may do damage and compromise the security of the computer. They can arrive in a 

system through various means, but are most commonly acquired through exploitation of system vulnerabilities 

or by clicking on an infected e-mail.  

Trojan Horses 

Trojan horses disguise themselves as something other than what they appear to be at the point of execution.  

Trojan horses generally do not copy themselves; rather they must be sent by someone or carried by another 

program. They frequently are embedded in a joke program or other attractive software. The type of damage 

caused by Trojan horses may be anything undesirable for a computer user. The most popular includes data 

destruction or compromising a system by providing a means for another computer to gain unauthorized access.  

For more information, refer to Symantec’s Virus Encyclopedia: 

http://www.symantec.com/business/security_response/threatexplorer/threats.jsp 

Hoaxes 

Hoaxes generally contain a message of great urgency, warning about some type of destructive virus that spreads 

quickly, causing extreme damage. The hoax creator’s goal is to cause panic among users. There are two known 

factors that are essential to a successful virus hoax: 

 Technical sounding language  

 Credibility by association.   

A clue that it might be a hoax is if the warning urges you to pass it on to your friends. Being concerned 

individuals, many will distribute the hoax.  

 

For more information about hoaxes, visit one of the following Web sites: 

Hoaxbusters 

http://hoaxbusters.org/ 

Symantec’s Virus Hoaxes 

http://www.symantec.com/business/security_response/threatexplorer/risks/hoaxes.jsp 

 

http://www.symantec.com/business/security_response/threatexplorer/threats.jsp
http://hoaxbusters.ciac.org/
http://hoaxbusters.org/
http://www.symantec.com/avcenter/hoax.html
http://www.symantec.com/business/security_response/threatexplorer/risks/hoaxes.jsp
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Virus Protection  

All government-issued or government-approved workstations and laptops are equipped with antivirus software 

as part of the standard workstation core load.  Antivirus software updates are released on a regular basis.  It is 

essential for users to keep their antivirus software up-to-date.   

Computers must be powered on, logged into DAR (Symantec Encryption Desktop), left at the operating 

system login screen and connected to the NASA network. Computers that are powered on, logged off, and 

connected to the NASA network will be automatically patched and rebooted with no user interaction 

required.  

 

The table below describes how various user types can ensure that their computer receives the latest antivirus 

software updates. 

User Type Action 

Laptop 

Users 

Connect to the HQ Private Network regularly to receive updates.   

Remote 

Users 

Laptop users on travel should contact the NASA Enterprise Service Desk (ESD): Submit a 

ticket online at esd.nasa.gov, or call 358-HELP (4357) or 1-866-4NASAHQ (462-7247) to 

find out how to receive updates remotely.  

 

Virus Response 

If you suspect your computer is infected with a virus, report it immediately. Provide as much detail as possible.   

 Forward the email containing the virus to soc.nasa.gov 

 To report the virus via telephone, call the Security Operations Center (SOC) at 1-877-627-2732. 

If the response is unsatisfactory, contact Marion Meissner, HQ IT Security Manager, at 202-358-0585 

Important!   

Do NOT circulate virus warnings without first checking with SOC or the IT Security Team at 202-358-

0585. 

 

https://esd.nasa.gov/
mailto:soc@nasa.gov
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Appendix D - Known Issues with Accessing HQ Using VPN  

These comments apply to either Windows or Mac OS computers. When connecting your government-issued or 

government-approved laptop to DSL modems, you may encounter problems obtaining any high-speed Internet 

connection and will be unable to use Virtual Private Network (VPN).   

NASA’s VPN service requires Dynamic Host Configuration Protocol (DHCP) to assign IP addresses or a 

known static IP address. Some modems that have been issued over the past few years have varied in type and 

quality, and a significant proportion of them are not DHCP enabled. While workarounds are often possible, 

each of the different types of modems requires a different solution. To obtain the correct instructions for your 

modem, contact your Internet Service Provider (ISP). 

If the modem is too difficult to work with, you may invest in an aircard, available for purchase via ACES 

Product Catalog (APC), or ESD | Order Services. Aircards are small devices that plug into a computer. They 

utilize cell phone technology rather than wireless access points and provide a fast, more reliable signal in most 

urban areas. An aircard would make your laptop Internet-ready in any location where cell phones function. 

VPN Issues Using Smartcard 

 If you are using VPN with your Windows computer and have difficulty accessing certain applications, or 

are being prompted to provide authentication for applications you don’t normally have to, try the following: 

Press Ctrl+Alt+Delete | Click Lock this computer | Press Ctrl+Alt+Delete | Enter your PIN. 

 If you receive an error that says the context was acquired as silent, this error results from no PIN being 

entered at smartcard login. Often the Caps Lock or Num Lock key is in effect, and the PIN is not being 

recorded as you type it. Try again, and make sure that Caps Lock and Num Lock are off when your PIN is 

entered. 

 

Appendix E - Personal and Shared Drives 

Use the table below to determine where to access your network files and shared drives. 

Function 
Macintosh 

Feature 
Windows Feature 

Local hard drive 
Macintosh 

HD 

C: Drive and/or D: Drive 

Click the My Computer icon located on 

the desktop, or 

Windows key + E 

A share on the network where all users have 

full rights to read, copy, and delete files. This 

should not be a permanent storage location 

because everyone has access to it and can 

view, move, add, or delete the information 

stored there. 

hq_shared 

X: Drive 

Click the My Computer icon, located on 

the desktop, or 

Windows key + E 
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Function 
Macintosh 

Feature 
Windows Feature 

A share on the network that contains all the 

workgroup folders. The folders under this 

share are cross-organizational and users from 

different organizations may have permissions 

to access their contents. 

hq_groups 

W: Drive 

Click the My Computer icon located on 

the desktop, or 

Windows key + E 

This drive contains your organization’s 

folders. These folders are named to reflect the 

organization names (e.g., CFO). 

CFO 

U: Drive (May also be R, S, V, Z or 

other letters) 

Click the My Computer icon located on 

the desktop, or 

Windows key + E 

This drive contains your personal user folder 

on the network where you can store anything 

you want kept secured, such as sensitive 

information. Only the user has access to this 

folder. 

Home folder 

alias on the 

Dock 

T: Drive 

Click the My Computer icon located on 

the desktop, or  

Windows key + E 

 

 

 

For assistance, contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-

HELP (4357) or 1-866-4NASAHQ (462-7247). 

 

This document is posted on the ITCD Web site at: 

http://itcd.hq.nasa.gov/instructions.html 

 

 

 

  

https://esd.nasa.gov/
http://itcd.hq.nasa.gov/instructions.html
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