| G-01-004

QUALITY QUALITY CONTROL REVIEW OF KPMG LLP
CONTROL AND DEFENSE CONTRACT AUDIT AGENCY
REVIEW AUDIT OF SMITHSONIAN INSTITUTION FOR

REPORT FISCAL YEAR ENDED SEPTEMBER 30, 1999

November 16, 2000

OFFICE OF INSPECTOR GENERAL

National Aeronautics and
Space Administration



Additional Copies

To obtain additiona copies of this report, contact the Assstant Inspector Generd for Auditing at
(202) 358-1232, or visit www.hqg.nasa.gov/office/oig/hg/issuedaudits.html.

Suggestionsfor Future Audits

To suggest ideas for or to request future audits, contact the Assistant Inspector Generd for
Auditing. Ideas and requests can dso be mailed to:

Assstant Inspector Generd for Auditing
Code W

NASA Headquarters

Washington, DC 20546-0001

NASA Hotline

To report fraud, waste, abuse, or mismanagement contact the NASA Hotline at (800) 424-9183,
(800) 535-8134 (TDD), or at www.hg.nasa.gov/office/oig/hg/hatline.htmi#fornt or write to the
NASA Inspector General, P.O. Box 23089, L’ Enfant Plaza Station, Washington, DC 20026.
The identity of each writer and caler can be kept confidentia, upon request, to the extent
permitted by law.

Reader Survey

Please complete the reader survey at the end of thisreport or at
http://mww.hg.nasa.gov/office/oig/hg/audits.html.

Acronyms

AICPA American Inditute of Certified Public Accountants
OoMB Office of Management and Budget

DCAA Defense Contract Audit Agency

ONR Office of Naval Research

SOP Statement of Position



Office of Ingpector Genera November 16, 2000

Ms. Barbara Rellly, Regiond Director
Mid-Atlantic Region

Defense Contract Audit Agency

615 Chestnut Street, Suite 1000
Philadelphia, PA 19106-4498

Re  Find Report on Qudlity Control Review of KPMG LLP and Defense Contract Audit
Agency Audit of Smithsonian Indtitution for Fisca Y ear Ended September 30, 1999
Assgnment Number A0004900
Report Number 1G-01-004

Dear Ms. Rally:

The subject fina report is provided for your use and comment. Please refer to the Executive
Summary for the overdl audit results. Our evauation of your response is incorporated into the
body of the report. Y our comments on a draft of this report were responsive to the
recommendations. Management's completed actions are sufficient to close the
recommendations for reporting purposes.

If you have questions concerning the report, please contact Mr. Patrick A. ller, Director, Audit

Quality, at (216) 433-5408, or Ms. Vera J. Garrant, Auditor-in-Charge, at (202) 358-2596.
We appreciate the courtesies extended to the audit staff. Thefind report digtribution isin

Appendix E.
Sincerdy,
[original signed by]

Rus=Hl A. Rau

Enclosure



cc:

AO/Chief Information Officer

B/Chief Financid Officer

B/Comptroller

BF/Director, Financiad Management Divison

G/Generd Counsdl

H/Associate Adminigtrator for Procurement

JM/Acting Director, Management Assessment Division

Mr. Earl J. Newman, Jr., Assstant Director of Operations, Headquarters, Defense
Contract Audit Agency

Mr. Lawrence P. Uhlfeder, Assgtant Director of Policy and Plans, Headquarters, Defense
Contract Audit Agency

Mr. Mark Moser, Branch Manager, Columbia Branch, Defense Contract Audit Agency

Mr. Richard T. McKinless, Partner, KPMG LLP



bcc:
AIGA, |G Chrons



Office of Ingpector Genera November 16, 2000

Mr. Richard T. McKinless, Partner
KPMGLLP

2001 M Street, NW

Washington, DC 20036

Re  Find Report on Quality Control Review of KPMG LLP and Defense Contract Audit
Agency Audit of Smithsonian Indtitution for Fiscal Y ear Ended September 30, 1999
Assgnment Number A0004900
Report Number 1G-01-004

Dear Mr. McKinless:

The subject find report is provided for your use and comment. Please refer to the Executive
Summary for the overal audit results.

If you have questions concerning the report, please contact Mr. Patrick A. ller, Director, Audit

Quality, at (216) 433-5408, or Ms. Vera J. Garrant, Auditor-in-Charge, at (202) 358-2596.
We appreciate the courtesies extended to the audit staff. Thefind report digtribution isin

Appendix E.
Sincerdy,
[original signed by]

Rus=Hl A. Rau

Enclosure



cc:

AO/Chief Information Officer

B/Chief Financid Officer

B/Comptroller

BF/Director, Financiad Management Divison

G/Generd Counsdl

H/Associate Adminigtrator for Procurement

JM/Acting Director, Management Assessment Division

Mr. Earl J. Newman, Jr., Assstant Director of Operations, Headquarters, Defense
Contract Audit Agency

Mr. Lawrence P. Uhlfeder, Assgtant Director of Policy and Plans, Headquarters, Defense
Contract Audit Agency

Mr. Mark Moser, Branch Manager, Columbia Branch, Defense Contract Audit Agency



bcc:
AIGA, |G Chrons



Contents

Executive Summary, i
Introduction, 1
Findings and Recommendations, 2
Finding A. Working Paper Documentation, 2
Finding B. Internal Control Planning and Testing, 7
Finding C. Procurement Audit, 10
Appendix A —Single Audit Requirements, 13
Appendix B — Objectives and Scope, 16
Appendix C — Quality Control Review Methodology, 18
Appendix D — Defense Contract Audit Agency Comments, 20

Appendix E — Report Distribution, 26



NASA Office of Inspector General

| G-00-004 November 16, 2000
A0004900

Quality Control Review of KPMG LLP and Defense Contract
Audit Agency Audit of Smithsonian Institution
Fiscal Year Ended September 30, 1999

Executive Summary

Background. The Smithsonian Indtitution (Smithsonian), Washington, D.C., isamuseum,
education, and research complex conssting of 16 museums and galleries, the Nationa
Zoologicd Park, and other research facilities. The Smithsonian’s museums and facilities
perform research throughout the world. All Federa awards to the Smithsonian are for research
and development.

The Nationd Aeronautics and Space Adminigtration (NASA) is the cognizant agency for audit
for the Smithsonian. The NASA Office of Inspector Genera performed a qudity control
review of the KPMG LLP (KPMG) and Defense Contract Audit Agency (DCAA) audit of the
Smithsonian financia statement and research and development major program' for the fiscal
year ended September 30, 1999.2 The Single Audit Act and the Single Audit Act
Amendments’ require the audits. The Smithsonian has separate accounting systems for the
Mall-based entities* and the Smithsonian Astrophysical Observatory. KPMG and DCAA
coordinated the Office of Management and Budget (OMB) Circular A-133° audit to include
both accounting systems. The Smithsonian reported tota fiscal year Federal expenditures for
NASA of about $52.4 million and total expenditures of $66.3 million.

Appendix A provides details on the single audit requirements.

A mgjor programisa Federal program that the auditors determined through a risk analysis is subject to audit
for the organization’s current fiscal year.

*The Washington, D.C., office of KPMG, and the Columbia Branch, Columbia, Maryland, office of DCAA, performed
the single audit for the Smithsonian for the fiscd year ended September 30, 1999. KPMG and DCAA audited different
components of the Smithsonian.

%0OMB Circular A-133, "Audits of States, Local Governments, and Non-Profit Organizations” implements the
requirements of the Single Audit Act and the Single Audit Act Amendments. Appendix A contains details on the
requirements of the Circular.

“The Mall-based ingtitutions are those located in downtown Washington, D.C.; for example, the museums and gl leries,
the Nationa Zoologica Park, and other research facilities.

°See footnote 3.



Objectives. The objective of our report review was to determine whether the audit report the
Smithsonian submitted to the Federal Audit Clearinghouse® meets applicable reporting
standards and OMB Circular A-133 reporting requirements.

The objectives of our qudity control review were to determine whether KPMG and DCAA
conducted the audit in accordance with applicable standards and whether the audit meets the
auditing and reporting requirements of OMB Circular A-133. See Appendixes B and C for
details on the objectives, scope, and methodology.

Results of Review. The KPMG audit work meets the auditing requirements of OMB Circular
A-133 and generdly accepted government auditing standards (GAGAS).” The DCAA audit
work does not meet the auditing requirements of OMB Circular A-133 and GAGAS in severd
aress.

Reported A-133 Results. KPMG issued its audit report on the Smithsonian on January
14, 2000. For the compliance requirementsin its audit scope, KPMG (1) identified no
findings, (2) questioned no costs, and (3) issued an unquaified opinior? on the financid
statements, Schedule of Expenditures of Federal Awards,” and major program
compliance® Also, the auditors found no instances of noncompliance in the financia
gtatement audit that are required to be reported under GAGAS. Findly, the auditors noted
no mattersinvolving interna controls (relating to the financia statement or major programs)
that are considered to be material wesknesses.™

DCAA issued its audit reports on the Smithsonian and Smithsonian Astrophysical

Observatory on June 27, 2000. For the compliance requirements in its audit scope, DCAA
(1) identified findings, (2) questioned indirect costs, and (3) issued an unquaified opinion on
the Schedule of Expenditures of Federd Awards and maor program compliance. Also, the

®The Single Audit Act Amendments of 1996, §7504(c), require OMB to establish the Federal Audit Clearinghouse to
receive audit reports prepared pursuant to Circular A-133.

"These standards are broad statements of the auditors’ responsibilities promulgated by the Comptroller General of the
United States.

8An unqualified opinion means that the financia statements are presented fairly in all material respects, expenditures of
Federd funds are presented fairly, in relaion to the financid statements taken as awhole, and the auditee has complied
with al gpplicable laws, regulations, and contract provisions that could have adirect and materid effect on each mgjor
program.

*The Schedule of Expenditures of Federd Awards shows the amount of annual Federal award expenditures by Federdl
agency for each program, grant, or contract.

*M4gjor program compliance refersto an assessment of the auditee’ s compliance with laws, regulations, and provisions
of contracts or grant agreements that could have adirect and materia effect on each mgor program.

"The American Ingtitute of Certified Public Accountants Statement of Position 98-3, Appendix D, defines amaterial
weaknessas“ ... the condition in which the design or operation of one or more of theinterna control components
[control environment, risk assessment, control activities, information and communication, and monitoring] does not
reduceto ardatively low leve the risk that misstatementsin amounts that would be materid in rdaion to the financia
statements being audited may occur and not be detected within atimely period by employeesin the norma course of
performing their assigned functions.”



auditors noted matters involving mgor program internal controls that are reportable
conditions, but are not considered to be materia weaknesses.

Report Quality Review Results. The Smithsonian audit report meets the gpplicable
reporting guidance and regulatory requirementsin OMB Circular A-133.

Audit Quality Review Results. The KPMG audit work meets the gpplicable auditing
and reporting guidance and regulatory requirementsin (1) OMB Circular A-133 and its
related Compliance Supplement, (2) GAGAS, and (3) generaly accepted auditing
standards.

The DCAA audit work does not meet the gpplicable auditing and reporting guidance and
regulatory requirementsin (1) OMB Circular A-133 and its related Compliance
Supplement, (2) GAGAS, and (3) generally accepted auditing sandards. For the
compliance requirements within its audit scope, DCAA auditors did not:

adequately document the working papers for (1) thelir understanding of interna
controls, (2) the compliance attributes tested to support their opinion, and (3) the audit
sampling plan (Finding A) as required by GAGAS and generaly accepted auditing
standards;

test internd controls (Finding B) as required by OMB Circular A-133; and

audit the procurement compliance requirement (Finding C) as required by OMB
Circular A-133.

Recommendations. We recommend that for the Smithsonian’ s fiscd year ended September
30, 1999, and for future audits, DCAA:

Document its working papers with the auditors understanding of internd controls, the
attributes tested for each of the compliance requirements, and the audit sampling plan.

Plan and conduct tests of interna controls.

Perform the audit of the compliance requirement in accordance with OMB Circular A-133.

Management’s Response. DCAA management partidly concurred with dl the
recommendations. Management agreed with the intent of the recommendations, but did not
agree that the audit report is unreliable because the auditors did not perform and document the
work required for the audit. The DCAA auditors revised and supplemented the origina audit
working papers to meet the intent of the recommendations. In addition, management decided to
providetraining to al its auditors on generd and OMB Circular A-133 working paper
documentation.

Evaluation of Management’s Response. We consgder management’ s comments and

completed corrective actions responsive to the intent of the recommendations. Therefore, the
recommendations are digpositioned and closed.



I ntroduction

The Single Audit Act Amendments of 1996 (Public Law 104-156) and the June 24, 1997,
revison to OMB Circular A-133 require that an auditee obtain an annud audit of itsfisca year
Federa expenditures. The audit must be performed by independent auditors and must bein
accordance with the Single Audit Act Amendments of 1996, OMB Circular A-133 and its
related Compliance Supplement, and the GAGAS that are gpplicable to financid audits.

A complete reporting submission in accordance with OMB Circular A-133 includes the
following: (1) financid statements and related opinion, (2) Schedule of Expenditures of Federd
Awards and related opinion, (3) report on interna controls and compliance review on the
financid statements, (4) report on internd controls review and compliance opinion on mgor
programs, and a (5) Schedule of Findings and Questioned Costs. ™

Appendix A contains additiond details on the Single Audit requirements.

2A ppendix C describes the information contained in the Schedule of Findings and Questioned Costs.



Findings and Recommendations

Finding A. Working Paper Documentation

The DCAA auditors did not document their working papers for (1) their understanding of
internd contrals, (2) the compliance attributes tested, and (3) the audit sampling plan. This
occurred because the auditors relied on their past audit experience and on DCAA'’s historica
method for assessing interna control at the organization leve rather than at the compliance
requirement level. Asaresult, Federa agencies and other report users cannot rely on the OMB
Circular A-133 audit report related to the DCAA audit scope.

Working Paper Documentation Requirements

The American Inditute of Certified Public Accountants (AICPA) Codification of Statements on
Auditing Standards 8339.05, “Content of Working Papers,” and GAGAS, sections 4.34
through 4.37, “Working Papers,” require auditorsto retain arecord of the audit in the form of
working papers to demondtrate that the applicable standards of field work have been met.
GAGA S further gate that the form and content of the working papers should alow an
experienced auditor to understand the auditor’ s sgnificant conclusons and judgments. In
generd, the working papers should document the objectives, scope, and methodology, including
the sampling criteriathe auditors used. Specificdly, working papers should include enough
information about the work performed and the documents (transactions and records) examined
S0 that an experienced auditor would be able to examine the same documents and understand
the auditors judgments and conclusions.

Internal Controls

OMB Circular A-133 8 .500 requires the auditor to perform an audit of the entire
organization in accordance with GAGAS. The audit scope includes the financia statements,
interna controls, and compliance over Federa programs. Ingenera, 8 500(c)(1) requires
the auditor to perform procedures to obtain an understanding of internal controls over Federa
programs that is sufficient to plan the audit for mgor programs. The AICPA Statement of
Position (SOP) 98-3, “Audits of States, Loca Governments, and Not-for-Profit Organizations
Recelving Federd Awards,” sections 8.7, 8.10, and 8.16, describe the auditors responsibilities
for planning the review of interna controls for mgor programs. The auditors must obtain a
aufficient understanding of interna control over Federa programs by performing procedures to
understand the design of the five internd control components (control environment; risk
assessment; control activities; information and communication; and monitoring) related to the
A-133 compliance requirements™ for each major program.

BAppendix A lists the compliance requirements.



Division of Audit Responsibilities. The Smithsonian has separate accounting systems for the
Mall-based entities and the Smithsonian Astrophysical Observatory. The DCAA and KPMG
auditors divided the audit work (compliance testing and interna control) for the 14 compliance
requirements™ of the Smithsonian and the Smithsonian Astrophysical Observatory into 3
categories. Mal-based, Smithsonian Astrophysica Observatory, and Smithsonian-wide. The
DCAA auditors were responsible to audit the following requirements:

Identification of DCAA Audit Responsibilities

Compliance Requirement Areaof Responghbility
Activities Allowed or Undlowed (Direct expenses) SAO* only
Activities Allowed or Undlowed (Indirect expenses) Smithsonian-wide
Allowable Costs/Cost Principles (Direct expenses) SAO only
Allowable Costs/Cogt Principles (Indirect expenses) Smithsonian-wide
Higibility SAO only
Equipment and Red Property Management SAO only

Period of Availability of Federa Funds (Direct expenses) SAO only

Period of Availability of Federal Funds (Indirect expenses) Smithsonian-wide
Procurement and Suspension and Debarment SAO only
Subrecipient Monitoring SAO only

Specid Tests and Provisons SAO only

* Smithsonian Agtrophysica Observatory

DCAA Working Paper Documentation. DCAA did not meet GAGAS and AICPA
gtandards for working paper documentation. The DCAA auditors did not document their
working papers for the five components of interna control for each of the compliance
requirementsin their audit scope. The auditors rely on the information that DCAA maintainsin
permanent files on specific accounting systems of the Smithsonian at the organization levd.

OMB Circular A-133 and its related Compliance Supplement require the auditor to document
interna controls at the compliance requirement level for each mgor program. The DCAA
working paper documentation congsts of a series of yes/no checklists that do not require the
auditors to provide further explanations to their responses. Some of the checklists are
incomplete, and most of the responses do not refer to documentation that support the auditors
responses. Some of the responses refer to the DCAA permanent file, but the permanent file
contains only copies of the Smithsonian policies and procedures, handbooks, and sample form
documents. The permanent files should contain awrite-up of the auditors understanding of the
five components of internd control for each of the compliance requirements. The auditors may

“Seefootnote 4.
>Appendix A describes the compliance requirements.



aso indude the interna control write-up in the audit working papers instead of the permanent
file Dueto

the lack of adequate interna control documentation, the only way areviewer could understand
the auditors answersin the DCAA interna control checklist would be to read and andyze the
entire DCAA permanent file.

Compliance Requirements

Planning Compliance Tests OMB Circular A-133 8 .505(c) requires the auditors to
express an opinion on whether the audited organization complied with laws, regulations, and the
provisons of contracts or grant agreements that may have a direct and material effect on each
major program. AICPA SOP 98-3, sections 6.31, 6.33, and 6.35, dtate that during the
planning process, the auditors should develop an overdl audit strategy to determine the nature,
timing, and extent of work necessary to accomplish the audit objectives. The auditors should
plan the audit to use the undergtanding of the interna controls they obtained to (1) identify types
of potential noncompliance, (2) consder factors affecting the risk of materid noncompliance,
and (3) design compliance tests.

Performing Compliance Testing OMB Circular A-1338  .500(d)(1) and (4) and
AICPA SOP 98-3, section 6.22, require the auditors to determine whether the Federa award
recipient complied with the laws, regulations, and contract and grant provisons that materialy
affect the mgor program. Compliance testing includes transactions and other auditing
procedures that provide the auditors with sufficient evidence to support an opinion on
compliance. Part 3 of the Compliance Supplement provides the auditors guidance to review
compliance for each of the 14 compliance requirements. Thisinformation isintended to assst
the auditors to plan and perform tests to determine whether the auditee complied with the
Federd program requirements. AICPA SOP 98-3, section 6.6, states that sufficient evidence
to support compliance reduces audit risk™® to an appropriately low level. Sections 6.39, 6.36,
and 6.37 state that the purpose of the compliance testing is for the auditors to apply procedures
to provide reasonable assurance of detecting material noncompliance to determine whether the
auditee materidly complied with the compliance requirements.

DCAA Working Paper Documentation The DCAA audit working papers do not document
the compliance attributes tested for each of the compliance requirements within its audit scope.
The DCAA audit working papers include a summary of the work performed and supporting
documentation for the expenditures tested. The summary working paper identifies the
expenditures selected for compliance testing and the auditors conclusion for each expenditure.
The auditorsincluded copies of purchase orders, vouchers, and other information that supports
the charge to Federd awards. However, the auditors did not identify the specific attributes or
criteria they used to determine whether the expenditure should be charged to Federd programs.

18 AICPA SOP 98-3, section 6.7, defines audit risk astherisk that“. . . the auditor may unknowingly fail to
appropriately modify hisor her opinion on compliance.”



For example, for the compliance requirement related to activities alowed or unalowed, the
auditors did not state in the working papers that they ensured the charge was an acceptable
activity under

the award. The auditors have extengve knowledge about the Smithsonian from prior audit
work, but they did not document the working papers accordingly for areviewer to understand
the auditors conclusions and judgments.

Sampling Plan

The DCAA auditors did not create a sampling plan. Generdly accepted government auditing
standards, section 4.37(a), Sates. "Working papers should contain the objectives, scope, and
methodology, including any sampling criteriaused . . . ." The DCAA auditors did not create a
sampling plan because they did not know they needed one for judgmental sampling.
Consequently, it is difficult for an independent reviewer to understand the auditors judgments
regarding the audit approach and the sufficiency of the auditors conclusions.

Effect on the Audit

In genera, without sufficient working paper documentation, independent reviewers cannot
understand the auditors conclusions and judgments regarding the work performed. Without
aufficient documentation of the auditors understanding of interna controls, the attributes tested
for compliance, and the sampling plan, independent reviewers will not be able to determine that
the audit was adequately planned and executed to meet the OMB Circular A-133 audit
objectives. Federa agenciesrely on the reported opinion on compliance for each mgor
program as appropriate, based on an audit that is conducted in accordance with the
requirements of OMB Circular A-133. Without sufficient working paper documentation, there
is no evidence that the audit work was performed in accordance with the requirements of OMB
Circular A-133, its related Compliance Supplement, GAGAS, and the AICPA auditing
standards.

Recommendations, Management's Response, and Evaluation of
Response

Werecommend that for current and future audits, the Defense Contract Audit Agency
document in itsworking papersthe:

1. Five components of internal control for each of the compliance requirements
within the audit scope.

2. Attributesand criteriatested to support that the audit objectives have been
met and to support the opinion on compliance.



3. Sampling plan used to deter mine the extent of compliance testing.

Management’s Response. Partialy concur. Management agrees that the documentation
supporting the review could provide a better summary of the auditors understanding of internd
controls, however, the work performed can be relied on to support the audit conclusions.
Further, some of the working papers address the organizationa controls, but the mgority of the
working papers focus on the research and development mgjor program.

DCAA improved the interna control documentation for each of the gpplicable compliance
requirements by including additiona working papers and references. The auditors reorganized
the documentation in the audit files to provide a clearer identification of the five components of
internd control and how they relate to the compliance requirements identified in the audit scope.
In addition, the auditors revised the permanent files to create a summary of their understanding
of the Smithsonian internd control system. The permanent files dso summarize the auditor’s
conclusons regarding the interna controls.

The auditors added a summary in the FY 1999 audit files of the attributes and criteria tested for
each of the selected transaction items. The revised working papers identify the specific
attributes and criteria tested to alow the reviewer to assess the compliance with the audit
program steps and to understand the overal audit conclusions.

The auditors documented the working papers for their intention not to perform a Satistica
sample. The auditors dso provided other data in the working papers that summarizes the
universe and the nature of the items salected for compliance testing.

In addition to the completed actions identified above, DCAA plansto conduct staff training on
the requirements for adequate working paper documentation, specifically on OMB Circular A-
133 audits, and work with Headquarters DCAA to develop and/or improve aworking paper
package for al future OMB Circular A-133 audits.

Evaluation of Management’s Response. We consider management’s comments and
completed corrective actions responsive to the intent of the recommendations. Therefore, the
recommendations are dispositioned and closed.



Finding B. Internal Control Planning and Testing

The DCAA auditors did not plan or test interna controls for the compliance requirements within
their audit scope. This occurred because the auditors did not change their historical audit
gpproach to test internal controls for each compliance requirement that has a direct and materia
effect on each mgor program as required by OMB Circular A-133. Asaresult, Federad
agencies and other report users cannot rely on the interna control assurances in the audit report.

Internal Control Requirements. In genera, OMB Circular A-133 8§ 500(c) requires the
auditor to perform procedures to obtain an understanding of internal controls over Federa
programs that is sufficient to plan the audit for major programs™” and to plan and perform
interna control testing. The AICPA SOP 98-3, “Audits of States, Loca Governments, and
Not-for-Profit Organizations Receiving Federal Awards,” sections 8.7, 8.10, and 8.16,
describe the auditors  responghilities for planning the review of interna controls for mgor
programs. The auditors must obtain a sufficient understanding of internal control over Federd
programs by performing procedures to understand the design of the five interna control
components (control environment; risk assessment; control activities; information and
communication; and monitoring) related to the A-133 compliance requirements™® for each magjor
program. The auditors must also determine whether the internd controls are operating. The
auditors plan the internd control testing to support alow assessed level of control risk for the
assertions™ relevant to the compliance requirements for each major program. SOP 98-3,
section 8.16, explans

“... [Fledera agencies want to know if conditions indicate that auditees have not implemented
adequate internd control over compliance for federa programs to ensure compliance with applicable
laws and regulations.”

The OMB Circular A-133 Compliance Supplement, Part 6, provides guidance on reviewing the
five components of interna controls for each type of compliance requirement. The information
in the Supplement is intended to assist non-Federa entities

"See footnote 1.

18Appendix A identifies the compliance requirements.

A ssertions are explicit or implicit representations by management that are embodied in financia statement elements

(assets liabilities, revenue, and expenses). Theassartionsare;
Exigence/Occurrence. The entity’ s assets exi<t, and the transactions that produced them actualy occurred.
Completeness. Thefinancid statements reflect acomplete record of al transactions that occurred, and none are
omitted.
RightsObligations. The entity has valid title to al assets and red obligations for al liabilities.
Vauation/Allocation. The correct methods were used to place va ues on the assets, and the transactions have been
assigned to the correct periods.
Presentation/Disclosure. All the disclosures necessary for full and complete presentation areincluded in the
financid statements.



and their auditors in complying with the interna control requirements by describing the
objectives of internd controls and certain characterigtics that when present and operating
effectively, may ensure compliance with the program requirements.

DCAA Audit Work. Asdated in Finding A, the auditors did not document their
understanding of interna controls. The DCAA auditors aso did not plan or execute the test of
the internd controls for the compliance requirements within their audit scope. This occurred
because the auditors did not change their historical audit gpproach to auditing interna controls,
which isto review internd controls at the organization level. Higtoricaly, the auditors have used
thelr permanent file documentation, which describes interna controls for the entire organization,
but not at the compliance requirement level as required by the Circular. OMB Circular A-133
requires areview of interna controls for each compliance requirement that has a direct and
materid effect on each mgor program.

DCAA Circular A-133 Standard Working Papers. DCAA Headquarters prepared a draft
working paper package that addressed the OMB Circular A-133 auditing and documentation
requirements by compliance requirement. The working paper package had not been findized
and, therefore, the auditors did not useiit.

Effect on the Audit

Without sufficient documentary evidence to support the review and test of interna controls, an
independent reviewer cannot understand the auditors basisto rely oninterna controls and
whether reportable conditions or materia noncompliance exist within the mgor program. In
addition, Federa agencies cannot rely on the audit report’ s assurance that internal controls are
in place and operating effectively for the mgor programs that are identified in the audit report.
Also, an independent reviewer does not know the auditors basis for the conclusions on internal
control and, therefore, the reviewer has no basisto rely on the Foundation’ sinterna controls.
Finaly, without the interna control assurance the nature and extent of the auditors' testing for
compliance are inadequate to support an opinion.

Recommendations, Management's Response, and Evaluation of
Response

4. Werecommend that DCAA plan and perform internal control testing for the
compliance requirementswithin their audit scopefor the current and futureyears
audits.

5. Werecommend that DCAA usethedraft OMB Circular A-133 working paper
package to ensur e that the audits meet the auditing requirements of the Circular for
futureyears audits.



Management’s Response. Partiadly concur. DCAA disagrees with the report conclusion,
but agrees with the recommendations. The auditors tested the interna controls for the
gpplicable compliance requirements and, therefore, the internd control assurances in the audit
report can be relied on. Nevertheless, the auditors have taken steps to improve the internal
control planning and testing documentation. Specificdly, the auditors improved the internd
control testing documentation for the applicable compliance requirements for the FY 1999 audit.

The auditors revised the working papers to include the draft OMB Circular A-133 working
paper package. In addition, the auditors recommended to Headquarters DCAA that the
agency use the draft OMB Circular A-133 working paper package.

Evaluation of Management’s Response. We consgder management’s comments and
completed corrective actions responsive to the intent of the recommendations. Therefore, the
recommendations are dispositioned and closed.



Finding C. Procurement Audit

The DCAA auditors did not plan, execute, and document an annua review and test of the
procurement compliance requirement to meet the OMB Circular A-133 audit requirement.
DCAA did not review the work of nonauditors to determine whether the work isreiable. In
addition, DCAA used the September 19, 1997, report issued by the nonauditors that is based
on work from about 3 years ago and may not represent the current conditions. As aresullt,
thereis no basisto rely on the current year’ s procurement processes at the Smithsonian.

Procurement Testing Requirements

Asdiscussed in Finding A, OMB Circular A-133 and AICPA SOP 98-3 require the auditors
to determine compliance with the laws, regulations, and contract and grant provisions that
materidly affect the mgor program that includes transaction testing and other auditing
procedures to support an opinion on compliance. AICPA SOP 98-3, sections 6.39, 6.36, and
6.37 dtate that the purpose of the compliance testing is for the auditors to apply procedures to
provide reasonable assurance of detecting materia noncompliance to determine whether the
auditee materidly complied with the compliance requirements.

Part 3, section |, of the Compliance Supplement provides the auditors guidance to review
compliance for the procurement requirement. The auditors must satisfy the audit objectivesto
determine compliance and may use the suggested audit procedures contained in the
Supplement. Part 3, section I, of the Compliance Supplement states that the auditors must
determine whether:

1. Procurements were made in compliance with the provisons of the A-102 Common Rule, OMB
Circular A-110, and other procurement requirements specific to an award.

2. Thenon-Federd entity obtained the required certifications for covered contracts and subawards.

Auditor Qualifications

OMB Circular A-133 8 .105 defines an auditor as*“...a public accountant or a Federd,
State or local government audit organization, which meets the generd standards specified in
GAGAS.” GAGAS, Chapter 3, describes the following genera standards for conducting
financid and performance audits. saff qudifications, independence, due professond care, and
the presence of qudity controls. In generd, the audit organization has the responsibility to
ensure that the staff conducting each audit collectively has the knowledge and skills necessary
for that audit and that its staff maintains professiond proficiency through continuing education
and training. In addition, the audit organization and the individud auditors should be free from
impairments to independence and should maintain an independent attitude and appearancein al
meatters related to the audit work. The auditors must perform the work with due professiona
care, which imposes aresponsibility on each auditor to observe GAGAS. Findly, each audit
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organization conducting audits in accordance with these standards should have an appropriate
interna quality control system in place and undergo an externd quality control review at least
once every 3years. Generd standards gpply to dl audit organizations, both government and
non-government that conduct “ ... audits of government organizations, programs, activities, and
functions and of government ass stance received by non-government organizations.”

Nonauditors

The auditors determined that the procurement compliance requirement has adirect and materia
effect on the research and development program at the Smithsonian Astrophysical Observatory
and that DCAA isrespongble for auditing this requirement. The DCAA auditors used the
results of areview of the Smithsonian’s procurement system by an organization that does not
meet the OMB Circular A-133 definition of an auditor. The Department of Defense’ s Office of
Nava Research (ONR) reviewed, approved, and issued areport dated September 9, 1997, on
the Smithsonian’s procurement system. ONR is not an audit organization and does not perform
audits or reviewsin accordance with GAGAS. Therefore, DCAA mugt review the ONR
procurement work to determine the extent to which DCAA may rely on the ONR work to meet
the OMB Circular A-133 audit requirements. However, the DCAA auditors did not review the
ONR organization to determine whether it meets the OMB Circular A-133 auditor definition,
and they did not determine whether the auditors work satisfies the audit objectives for the
procurement compliance requirement. Also, the DCAA auditors used the results of areview of
the procurement system at the organization level instead of the mgor program leve asrequired
by the Circular. Findly, dthough the Circular requires an annud audit of the compliance
requirements, the auditors used results from 1997 for the 1999 fiscal year audit. This occurred
because the DCAA auditors historically had participated on the ONR procurement reviews and
believed that because they were familiar with the audit procedures, they understood the
objectives of the procurement review and could accept the ONR work.

Effect on the Audit

The DCAA auditors did not audit the procurement compliance requirement for the
Smithsonian’sfisca year 1999. The auditors determined that the procurement requirement
materialy affects the research and development program and, therefore, without an audit of this
requirement, the audit isincomplete. In addition, Federa agencies and other report users
cannot rely on the report opinion on compliance because DCAA did not audit amgor program
requirement.

Recommendation, Management's Response, and Evaluation of
Response
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6. Werecommend that DCAA audit the procurement compliance requirement in

accor dance with OMB Circular A-133 and itsrelated Compliance Supplement for the
current and future year’ s audit, including deter mining the extent of reliance that can be
placed on thework of ONR.

Management’s Response. Patialy concur. The Circular requires an annua assessment of
interna controls. The DCAA assessment of the interna controls was based on the report
prepared by the ONR. DCAA appropriately used the ONR report as atool for assessing risk.
Because the contractor has been assessed as low risk based on materidity and prior audit
findings and because there were no mgor changes to the procurement system, it is gppropriate
to base the assessment of the procurement internal controls on the ONR review provided the
auditors have an understanding of the scope performed.

However, the auditors revised the permanent files to reflect the current year's status of the
Smithsonian’'s compliance with sugpension and debarment activities, which isakey dement in
the vaidation of the procurement system under the OMB Circular A-133 compliance
supplement. The working papers now provide sufficient documentation as abasisto rely on the
current year's procurement system.

Evaluation of Management’s Response. We consgder management’ s comments and
completed corrective actions responsive to the intent of the recommendation. Therefore, the
recommendation is dispositioned and closed.



Appendix A. Single Audit Requirements

The Inspector Genera Act of 1978, as amended (Public Law 95-452), requires an agency’s
Inspector Genera to “take gppropriate steps to assure that any work performed by non-
Federa auditors complies with the standards established by the Comptroller Generd.”

The Single Audit Act of 1984 (Public Law 98-502) was intended to improve the financia
management of state and loca governments, while OMB Circular A-133 was intended to
improve financid management for nonprofit organizations. The Act and the Circular established
uniform requirements for audits of Federa financid assstance, promoted efficient and effective
use of audit resources, and hel ped to ensure that Federal departments and agencies rely on and
use the audit work to the maximum extent practicable.

The Single Audit Act Amendments of 1996 (Public Law 104-156) incorporate the previoudy
excluded nonprofit organizations. Including the nonprofit organizations srengthens the
ussfulness of the audits by establishing one uniform set of auditing and reporting requirements for
dl Federa award recipientsthat are required to obtain asingle audit. Mgor changesto the Act
include: (1) increasing the audit threshold from $25,000 to $300,000 with respect to Federd
financia assstance programs before an audit is required; (2) sdlecting Federd programs for
audit based on arisk assessment rather than the amount of funds involved; and (3) improving
the contents and timdliness of single audits.

OMB issued the revised Circular A-133 on June 24, 1997, pursuant to the Single Audit Act
Amendments of 1996. In generd, the Circular requires that an auditee who expends $300,000
or more annually in Federal awards, obtain an audit and issue areport of its Federal award
expenditures in accordance with the GAGAS gpplicable to financia audits. The audit must be
performed by auditors who meet the independent standards in GAGAS and in accordance with
the auditing and reporting requirements of the Circular and its related Compliance Supplement.
The audit report submission contains the:

financid statements and related opinion,

Schedule of Expenditures of Federad Awards and related opinion,

report on the internd controls and compliance review of the financid statements,
report on interna controls reviewed and compliance opinion on mgor programs,
and

Schedule of Findings and Questioned Costs.
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The auditee must also submit a Data Collection Form to the Department of Commerce
Clearinghouse. The form summarizes the significant information in the audit report for
dissemination to the public through the Internet. Respongble officids from the audited entity
and the audit organization sgn the form certifying to the information presented.

The Compliance Supplement is based on the requirements of the Single Audit Act Amendments
of 1996 and the final June 24, 1997, revison of OMB Circular A-133, which provide for the
issuance of a compliance supplement to assst auditorsin performing the required audits. The
Nationd State Auditors Association study states:

The Compliance Supplement provides an invauable tool to both Federd
agencies and auditors in setting forth the important provisions of Federd
assdance programs. This tool dlows Federd agencies to effectively
communicate items which they bdieve are important to the successful
management of the program and legidaiveintent . . . .

Compliance with the Supplement satisfies the requirements of OMB Circular A-133. The
Supplement identifies Federd programs by Federd agency. The Supplement identifies exigting,
important, compliance requirements, which the Federa Government expects the auditors to
congder as part of an audit required by the 1996 Amendments. Using the Supplement
eliminates the need for the auditors to research the laws and regulations for each mgjor program
audit to determine the compliance requirements that are important to the Federd Government
and that could have adirect and materid effect on the mgor program. The Supplementisa
more efficient and cost-effective approach to performing thisresearch. 1t ... provides a source
of information for auditors to understand the Federal program's objectives, procedures, and
compliance requirements relevant to the audit as well as audit objectives and suggested audit
procedures for determining compliance with the requirements.”

For single audits, the Supplement replaces agency audit guides and other audit requirement
documents for individua Federd programs and specificdly states which of the following 14
compliance requirements are applicable to amagor program that may be audited:

Activities Allowed or Undlowed
Allowable Costs/Cogt Principles

Cash Management

Davis-Bacon Act

Higihility

Equipment and Redl Property Management
Matiching, Levd of Effort, Earmarking
Period of Avallability of Federd Funds

N A~ WDNE
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0.
10.
11.
12.
13.
14.

Procurement and Suspension and Debarment
Program Income

Red Property Acquisitior/Relocation Assstance
Reporting

Subrecipient Monitoring

Specid Tests and Provisons

The Compliance Supplement assgts the auditors in determining the audit scope for the
Circular’ sinterna control requirements. For each compliance requirement, the Supplement
describes the objectives of interna control and certain characterigtics that when present and
operating effectivey, may ensure compliance with program requirements. The Supplement
gives examples of the common characterigtics for the 5 components of internd controls (control
environment, risk assessment, control activities, information and communication, and monitoring)
for the 14 compliance requirements.
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Appendix B. Objectives and Scope

Audit Report Review

The objective of an audit report review is to determine whether the report submitted by the
auditee meets the applicable reporting standards and the OMB Circular A-133 reporting
requirements. The Nationd Aeronautics and Space Adminigration (NASA) is the cognizant
audit agency for the Smithsonian Indtitution. KPMG LLP and the Defense Contract Audit
Agency (DCAA) jointly audited the report for the Smithsonian Ingtitution's fiscal year ended
September 30, 1999. We reviewed the reports for compliance with the requirements of the
Single Audit Act, Single Audit Act of 1996, and Amendments, and OMB Circular A-133. We
focused our review on the reports quditative aspects of (1) due professiona care; (2) auditors
qudifications and independence; (3) financia statements, compliance, and internd control
reporting; (4) Schedule of Expenditures of Federal Awards, and (5) Schedule of Findings and
Questioned Costs.

Quality Control Review

The objectives of aquality control review are to ensure that an audit was conducted in
accordance with GAGAS? and generdly accepted auditing standards and whether the audit
meets the auditing and reporting requirements of OMB Circular A-133. NASA isthe cognizant
audit agency for the Smithsonian Indtitution. We performed a qudity control review of the
KPMG LLP and DCAA joint audit of the Ingtitution's fiscal year ended September 30, 1999.
We focused the review on the audit’s quditative aspects of:

auditors qudifications,

independence,

due professiond care,

quality control,

planning and supervision,

Federa receivables and payables,

maor program determination,

interna controls and compliance testing for mgjor programs,
Schedule of Expenditures of Federal Awards,
Schedule of Findings and Questioned Cogts, and
Data Collection Form.

“These standards are broad statements of the auditors' responsibilities, promulgated by the Comptroller Generd of the
United States.
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We organized our review by the genera and field work audit standards and the required
elements of asingle audit. We emphasized the areas of mgjor concern to the Federd
Government such as determining and auditing mgor program compliance and interna controls.
We conducted the review July 11-13, 1999, at the Columbia, Maryland, office of DCAA, and
July 14-18 at the office of KPMG LLP in Washington, D.C. On July 19 and August 7, 2000,
we retested transactions a the Smithsonian that were dready tested by DCAA and KPMG.

External Quality Control Review Report

We reviewed the December 16, 1999, report on the most recent peer review of KPMG LLP,
performed by PricewaterhouseCoopers LLP. PricewaterhouseCoopers LLP determined that
KPMG LLP met the objectives of the quality control review standards established by the
American Indtitute of Certified Public Accountants and that KPMG LLP complied with the
standards during the fiscal year ended September 30, 1999.

We reviewed the September 27, 2000, external quality control report of DCAA, performed by
the Office of Inspector Genera, Department of Defense (OIG, DoD). The OIG, DoD
determined that there were no materia, uncorrected noncompliances with applicable auditing
standards or audit policies and procedures for DCAA fiscal years 1997 through 1999.
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Appendix C. Quality Control Review M ethodology

KPMG LLP Independent Auditors Report on Financial Statements and
Supplementary Schedules of Expenditures of Federal Awards

The auditors are required to determine whether the financid statements are presented fairly in all
materid respectsin conformity with generadly accepted auditing principles and are free of
materid misstatement. We reviewed the audit programs and the testing of evidence to
determine whether testing was sufficient based on an assessment of control risk to warrant the
conclusion reached. We aso reviewed the working papers to determine whether they
supported the conclusion.

The auditors are aso required to subject the Schedule of Expenditures of Federd Awardsto
the procedures gpplicable to the audit of the financia statements and to ensure that the amounts
arefarly sated in rdation to the basic financid statements. We reviewed the audit programs
and the testing of evidence to determine whether testing was sufficient based on an assessment
of control risk to warrant the conclusion reached. We aso reviewed the working papersto
determine whether they supported the conclusion.

KPMG Schedule of Expenditures of Federal Awards

The recipient is respongble for cresating the Schedule of Expenditures of Federd Awards and
the accompanying notes to the Schedule. The auditors are required to audit the information in
the Schedule and to review the notesto ensure it isfarly presented in al materid respectsin
relation to the financial statements taken asawhole. We reviewed the audit programs and the
testing of evidence to determine whether testing was sufficient based on an assessment of
control risk to warrant the conclusion reached. We aso reviewed the working papersto
determine whether they supported the conclusion.

KPMG Report on Compliance and on Internal Control over Financial Reporting Based
on an Audit of Financial Statements Performed in Accordance with Gover nment
Auditing Standards

The auditors are required to determine whether the recipient has complied with laws and
regulations that may have a direct and materia effect in determining financia statement amounts.
The auditors are dso required to obtain an understanding of interna controls that is sufficient to
plan the audit and to assess control risk. We reviewed the audit programs for the appropriate
procedures, the working paper documentation, and the compliance and substantive testing
performed.
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KPMG Report on Compliance with Requirements Applicableto itsMajor Programs
and on Internal Control Over Compliance in Accordance with OMB Circular A-133;
and

DCAA Report on Smithsonian Astrophysical Observatory’s Compliance with
Requirements Applicable to Major Program(s) and on Internal Control Over
Compliance in Accordancewith OMB Circular A-133, Fiscal Year 1999; and

DCAA Report on Smithsonian I nstitution’s Compliance with Requirements Applicable
toMajor Program(s) and on Internal Control Over Compliance in Accordance with
OMB Circular A-133, Fiscal Year 1999

The auditors are required to determine whether the recipient has complied with laws,
regulations, and the provisions of contracts and grant agreements that may have adirect and
materid effect on each of its mgor Federa programs. The auditors are required to use the
procedures in the OMB Circular A-133 Compliance Supplement (April 1999) to determine the
compliance requirements for each mgjor program. We reviewed the audit program for the
appropriate procedures and compared the audit program steps to those in the Compliance
Supplement to determine whether the applicable steps had been performed. We reviewed the
working paper documentation and its support and the compliance tests performed. We dso
retested selected expenditures that were already tested by the DCAA and KPMG auditors.
See Findings A and B for additiond details regarding compliance related to the DCAA work.

The auditors must perform procedures to obtain an understanding of interna controls over
Federa programs that is sufficient to plan an audit to support alow-assessed leve of control
risk for mgor programs. The auditors must plan and perform internd controls testing over
major programs to support alow leve of control risk for the assartions relevant to the
compliance requirements for each mgjor program. We were unable to review the DCAA audit
programs for the appropriate procedures, the working paper documentation, and the test of
controls performed. See Finding A for additiond details regarding internal controls related to
the DCAA work.

KPMG Schedule of Findings and Questioned Costs

The auditors are required to prepare a Schedule of Findings and Questioned Costs that
summarizes the audit results. This schedule includes information about and reated to the audit
that is not required to be identified in other parts of the audit report including: (1) mgor
programs audited, (2) details on findings and questioned costs (including reportable
conditions and materid wesknesses), (3) dollar threshold to identify mgor programs, and (4)
whether the recipient is considered to be low risk. We reviewed the audit programs for the
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appropriate procedures and the working paper documentation supporting the information in the
schedule.
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Appendix D. Defense Contract Audit Agency Comments

DEFENSE CONTRACT AUDIT AGENCY
DEPARTMENT OF DEFENSE
715 JOHN J. KINGMAN ROAD. SUITE 2135
FORT BELVOIR. VA 22060-621%

IN REPLY REFER TO

PQA 2254 October 24, 2000

Mr. Russell A. Rau

Assistant Inspector General for Auditing

Office of Inspector General

National Aeronautics and Space Administration, Headcuarters
Washington, DC 20546-C001

SUBJECH: Cox nts on Draft Quality Control Review Report - Assignment # A09004900
Dear Mr' r

Thank you for the opportunity to respond to the referenced craft report. We also
appreciate the extension of time you gave us to submit a written response and your willingness to
have Ms. Vera Garrant of your staff evaluate the DCAA actions taken in response to your
recommendations.

Attached is our response to the three findings and six recommendations contained in the
draft report. We have improved the documentation in the working papers ancé permanent file to
provide a more clear and concise support of the audit work performed. Ms. Garrant has
reviewed the revised working papers. I hope now we are both in agreement that the problems
identified in the draft have been corrected and that DCAA’s audit reports may be relied upon.

We also shared with Ms. Garrant steps we are taking to change Agency policy pertaining
1o Circular A-133 audits -- specifically, implementation of ar A-132 audit program that should
kelp ensure effective audit execution. Additionally, next month the Columbia Branch Office will
conduct staff training to re-emphasize the audit requirements of Circular A-133. These actions
will help ensure that future DCAA audit effort results in complete and adequate Circular A-133
audits.

Barbara Reilly, Mid-Atlantic regional director, and 1 would be happy to meet with you if
you have any additional questions regarding DCAA’s audit coverage at the Smithsonian
Institution. Please call {(703) 767-3280] or e-mail me [larry uhlfelder@dcaa mil] if you would
like to meet or if you have any questions.

Sincerely,

Lawrence P. Uhlfelder
Assistant Dirsctor
Pol:cy and Plans
Enclosure
als
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MID-ATLANTIC REGION
DEFENSE CONTRACT AUDIT AGENCY
ONE INDEPENDEMNCE MALL
615 CHESTNUT STREET, SUITE 1000
PHILADELPHIA, PA 19106-4498
FAX (215) §97-3533

WREFLY HEFERTO 24 October 2000

MEMORANDUM FOR DIRECTOR, DCAA
ATTENTION: P

Subject: Response to the Office of NASA, Inspector General’s (1G) Draft Report on Quality
Control Review of Audit of Smithsonian Institution

This memorandum provides the response to the NASA IG draft report dated 11
September 2000, Subject: Quality Control Review of KPMG LLP and Defense Contract Audit
Agency Audit of Smithsonian Institution, Fiscal Year Ended September 30, 1999.

Background.

As the cognizant agency for the Smithsonian Institution, the NASA IG reviewed the
} Office of Management and Budget (OMB) Circular A-133, "Audits of States, Local
Governments, and Non-Profit Organizations," performed for the Smithsonian Institution fiscal
year ending 30 September 1999. The objectives of their review were to determine whether
KPMG and DCAA conducted the audit in accordance with applicable standards and whether the
audit meets the auditing and reporting requirements of OMB Circular A-133.

As aresult of their review, the NASA IG provided three findings, containing six
recommendations for corrective action. We appreciate the NASA IG recommendations and have
improved our workpaper documentation by completing the actions on all of the
recommendations. We request that headquarters also comment on recommendation No. 5, since
it has agency-wide implications. Below is a brief description of the draft findings and our
response.

Finding A: Working Paper Documentation

Condition:

"The DCAA auditors did not document their working papers for (1) their
understanding of internal controls, (2) the compliance attributes tested, and (3) the
audit sampling plan. This occurred because the auditors relied on their past audit
experience and on DCAA's historical method of assessing internal control at the
organization level rather than at the compliance requirement level, Asa result,
Federal agencies and other report users cannot rely on the OMB Circular A-133

/ audit report related to the DCAA audit scope.”

Enclosure
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We

1.

3.

DCAA Response:

can
pap

) we

1.

SUBJECT: DCAA's Response to NASA IG Draft Report on Quality Control Review -
Smithsonian Institution

NASA 1G Recommendations:

recommend that for the current and future audits, the Defense Contract Audit

Agency document in its working papers the:

Five components of internal control for each of the compliance requirements
within the audit scope.

Attributes and criteria tested 1o support that the audit objectives have been met
and to support the opinion on compliance.

Sampling plan used to determine the extent of compliance testing.

Partially Concur. Although, we concur that the documentation supporting this
review is incomplete in some respects and should be better summarized to show a
complete understanding of internal controls, we believe that the work performed

be relied upon to support our audit conclusions. Further, while our working
ers do address at first the organizational controls, the vast majority of the

working papers are focused on the major program of Research and Development.

have taken the following actions on the NASA IG recommendations 1-3.

‘We have improved the documentation of the five components of internal
control for each of the applicable compliance requirements.

For all items identified as incomplete we added additional working papers and
references as necessary. We reorganized the documentation in our files to
conform fo a clearer identification of the five components of internal control
and how they relate to the compliance requirements of the audit scope. We
created a concise summary of our understanding of the system of internal
controls in the Smithsonian permanent file which not only documents the
system but provides the auditor’s summary of the conclusions regarding the
internal controls.

In addition to the items detailed above which deal with actions we have
already taken, we also plan to accomplish the items below in an effort to
provide a platform of continual improvement in the eritical area of OMB A-
133 audits.

e Conduct staff training on the requirements for adequate working paper
documentation, specifically in OMB Circular A-133 audits.

e Work with Headquarters DCAA to develop/improve a draft OMB Circular
A-133 working paper package for all future OMB Circular A-133 audits.
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SUBJECT: DCAA's Responsc to NASA 1G Draft Report on Quality Control Review —

Smithsonian Institution

2. We have added a summary of the attributes and criteria tested for each of the
selected items in the FY1999 audit files of the Smithsonian to significantly
improve the understanding of the attributes tested and the results of the
selected items. The revised workpapers detail the specific attributes and
criteria tested to allow the reviewer to quickly assess the compliance with the
audit program steps and to the overall audit conclusions.

We have documented in the workpapers, the auditor’s intention not to perform
a statistical sample. We have also provided more data in a summary fashion
regarding the universe and the nature of the selection of the items utilized for
compliance testing.

(3]

Finding B: Internal Control Planning and Testing

Condition:

"The DCAA auditors did not plan or test internal controls for the compliance
requirements within their audit scope. This occurred because the auditors did not
change their historical audit approach to test internal controls for each compliance
requirement that has a direct and material effect on each major program as
required by OMB Circular A-133. As a result, Federal agencies and other report
users cannot rely on the internal control assurances in the audit report."

NASA IG Recommendations:

4. We recommend that DCAA plan and perform internal control testing for the
compliance requirements within their audit scope for the current and future
years' audits.

5. We recommend that DCAA use the draft OMB Circular A-133 working paper
package to ensure that the audits meet the auditing requirements of the
Circular for future years' audits.

DCAA Response:

Partially concur. We disagree with the conclusion, but do concur with the
recommendations. We tested the internal controls for the applicable compliance
requirements and believe that the internal control assurances in the audit report
can be relied upon. Nevertheless, we have taken various steps to improve the
documentation as it relates specifically to internal control planning and testing
and NASA 1G recommendations 4 and 5.

4. We have improved the documentation of internal control testing for the
applicable compliance requirements for the FY 1999 audit.
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Condition:

SUBJECT: DCAA's Response to NASA IG Draft Report on Quality Control Review —
Smithsonian Institution

5. We have revised the working papers to incorporate the draft OMB Circular A-

133 working paper package. In addition we have referred the use of the drafl
OMB Circular A-133 working paper package to Headquarters DCAA for
agency-wide consideration.

Finding C: Procurement Audit

"The DCAA auditors did not plan, execute, and document an annual review
and test of the procurement compliance requirement to meet the OMB
Circular A-133 audit requirement. DCAA did not review the work of non-
auditors to determine whether the work is reliable. In addition, DCAA used
the September 19, 1997, report issued by the non-auditors that is based on
work from about 3 years ago and may not represent the current conditions. As
a result, there is no basis to rely on the current year’s procurement processes
at the Smithsonian,"

NASA IG Recommendation:

6. We recommend that DCAA audit the procurement compliance requirement
in accordance with OMB Circular A-133 and its related Compliance
Supplement for the current and future year’s audit, including determining
the extent of reliance that can be placed on the work of ONR.

DCAA Response:

Partially concur. The Circular requires an assessment of the internal controls
on an annual basis. Our assessment of the internal controls was based on the
report prepared by the Office of Naval Research (ONR). DCAA appropriately
used the ONR report as a tool for assessing risk. Since the contractor has been
assessed as low-risk, based on materiality and prior audit findings, and there
were no major changes to the system, it is appropriate to base the assessment
of the procurement internal controls on the ONR review provided we have an
understanding of the scope performed.

However, to address the IGs concern reflected in recommendation No. 6, we
updated our permanent files to reflect the current year's status of the
Smithsonian's compliance with suspension and debarment activities, which is
a key element in the validation of the procurement system under the A-133
compliance supplement. We believe, sufficient documentation now exists as a
basis to rely on the current years' procurement system.
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SUBJECT: DCAA's Response to NASA IG Draft Report on Quality Control Review —
Smithsonian Institution

Conclusion

As discussed above, we believe that the DCAA audit work performed for the FY 1999
Smithsonian OMB Circular A-133 audit can be relied upon. Notwithstanding that
conclusion, as noted above, we have implemented the necessary recommended actions to
the current Smithsonian FY'1999 audit working papers. Our completed actions were
presented to Ms, Vera Garrant on 23 October 2000. We appreciate the NASA IG’s
suggestions and we have improved the documentation in the current audit due to that
review.

Please contact me at (215) 597-7451 if you have any questions on this matter.

/s/ Barbara C. Reilly

Barbara C. Reilly
Regional Director
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Audit FirmsAuditors

Mr. Richard McKinless, Engagement Partner
KPMG LLP

2001 M Street, NW

Washington, DC 20036

Ms. Barbara Rellly, Regiond Director
Mid-Atlantic Region

Defense Contract Audit Agency

615 Chestnut Street, Suite 1000
Philadelphia, PA 19106-4498

Mr. Mark Moser, Branch Manager
Columbia Branch

Defense Contract Audit Agency

10025 Grover Warfield Parkway, Suite 200
Columbia, MD 21044-3329

Mr. Earl J. Newman, Jr., Assstant Director of Operations
Headquarters, Defense Contract Audit Agency

8725 John J. Kingman Highway, Suite 2236

Fort Belvoir, VA 22060-6219

Mr. Larry Uhlfelder, Director

Policy and Plans, Headquarters

Defense Contract Audit Agency

8725 John J. Kingman Highway, Suite 2353
Fort Belvoir, VA 22060-6219

Audited Organization
Mr. Rick Johnson, Chief Financid Officer
Smithsonian Indtitution

955 L’Enfant Plaza, SW, Room 7400
Washington, DC 20560
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Federal Offices of Inspector General

Agency for International Development
Department of Agriculture
Department of Commerce
Department of Defense

Department of Education

Department of Energy

Department of Health and Human Services
Department of the Interior
Department of Transportation
Environmenta Protection Agency
National Science Foundation

United States Post Office

National Aeronautics and Space Administration (NASA) Officials-in-Charge

A/Cffice of the Adminigtrator

Al/Asociate Deputy Administrator

AO/Chief Information Officer

B/Chief Financid Officer

B/Comptroller

BF/Director, Financiad Management Divison
G/Generd Counsd

H/Associate Adminigtrator for Procurement

JM/Acting Director, Management Assessment Division

NASA Centers
Director, Ames Research Center
Director, Goddard Space Flight Center

Director, Langley Research Center
Director, Marsha | Space Center
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Major Contributorsto the Report
Patrick A. ller, Program Director, Audit Quality
VeraJ. Garrant, Auditor-in-Charge

Clara Seger, Auditor

Machelle Souverain, Intern

Nancy A. Cipolla, Report Process Manager

Tewana Hoskins, Program Assigtant



NASA Assistant Inspector General for Auditing
Reader Survey

The NASA Office of Ingpector Genera has a continuing interest in improving the usefulness of
our reports. We wish to make our reports responsive to our customers' interests, consistent
with our statutory responsbility. Could you help us by completing our reader survey? For your
convenience, the questionnaire can be completed eectronicdly through our homepage at
http:/Aww.hg.nasa.gov/office/oig/hg/audits.html or can be mailed to the Assistant Inspector
Generd for Auditing; NASA Headquarters, Code W, Washington, DC 20546-0001.

Report Title: Qudity Control Review of KPMG LLP and Defense Contract Audit Agency
Audit of Smithsonian Ingtitution for Fiscal Y ear Ended September 30, 1999 (Assignment No.
A0004900

Report Number: Report Date:

Circle the appropriate rating for the following statements.

Strongl Strongl
y Agree | Neutra | Disagre |y N/A
Agree I e Disagre
e
1. The report was clear, readable, and 5 4 3 2 1 N/A
logicaly organized.
2. The report was concise and to the point. 5 4 3 2 1 N/A
3. Wedffectively communicated the audit 5 4 8 2 1 N/A
objectives, scope, and methodology.
4. The report contained sufficient 5 4 8 2 1 N/A
information to support the finding(s) in a
balanced and objective manner.
Overall, how would you rate the report?
0  Excellent O  Fair 0  Very Good 0  Poor 0 Good

If you have any additional comments or wish to elabor ate on any of the above
responses, please writethem here. Use additional paper if necessary.







How did you use the report?

How could we improve our report?

How would you identify yourself? (Select one)

[0 Congressional Staff 0 Media

0 NASA Employee 0 Public Interest

0 Private Citizen [0 Other:

O Government: Federd: State: LocA:

May we contact you about your comments?

Yes.
Name

Telephone Number:

No.

Thank you for your cooperation in completing this survey.



MAILING LABELS

Contract Audit Management Branch Regional Inspector General

Agency for International Development Department of Agriculture
Attn. M/OP/PS/CAM 5601 Sunnyside Avenue
Room 7.08-051 Stop 5300

Washington, DC 20523-7802

Office of Inspector General
Department of Commerce
Atlanta Regiona Office of Audits
Suite 2742

401 W. Peachtree Street, NW
Atlanta, GA 30308

Office of Inspector General
Department of Education
Non-Federal Audit Team
3535 Market Street

Room 16280

Philaddphia, PA 19104

Office of Inspector General
Department of Transportation
Atlanta Federa Center

Suite 17T60

Atlanta, GA 30303

Office of Inspector General
Environmental Protection Agency
National Single Audit Coordinator
Mid-Atlantic Audit Divison

1650 Arch Street

Philadelphia, PA 19103

Bdtsville, MD 20705-5300

Office of Inspector Genera
Department of Defense
Office of Asst IG for Audit Policy & Oversight
400 Army Navy Drive
Suite 700

Arlington, VA 22202-2884

Office of Inspector General
Department of Energy

Single Audit Coordinator

1000 Independence Avenue, SW
|G-33, Room 5A-193
Washington, DC 20585

Office of Inspector Genera
Department of the Interior
4040 Fairfax Drive, Suite 304
Arlington, VA 22201

National Audit Mgrs-Non-Federal Audit Team
HHS OIG Nationa Externa Audit Resources
Lucas Place

323 West 8th Street, Room 514

Kansas City, MO 64105



Mr. Mark Moser, Branch Manager
Columbia Branch

Defense Contract Audit Agency

10025 Grover Warfield Parkway, Suite 200
Columbia, MD 21044-3329

Office of Inspector General

National Science Foundation
Assistant Inspector General for Audit
4201 Wilson Boulevard, Suite 1135
Arlington, VA 22230

Ms. Barbara Reilly, Regiona Director
Mid-Atlantic Region

Defense Contract Audit Agency

615 Chestnut Street, Suite 1000
Philadelphia, PA 19106-4498

Mr. Earl J. Newman, Jr., Assistant Director of Operations
Headquarters, Defense Contract Audit Agency

8725 John J. Kingman Road, Suite 2236

Fort Belvoir, VA 22060-6219

Mr. Lawrence P. Uhlfelder

Assistant Director of Policy and Plans, Headquarters
Defense Contract Audit Agency

8725 John J. Kingman Road, Suite 2353

Fort Bdvoir, VA 22060-6219



