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Counterintelligence Executive Brief 
 

This Counterintelligence Executive Brief (CIEB) was prepared by Counterintelligence Special 
Agent Arthur R. Payton, NASA HQ.  The intent of this CIEB is to provide counterintelligence 
awareness for NASA personnel to ensure clear understanding of indicators of 
counterintelligence concern that should be reported.  The NASA HQ Counterintelligence Office 
can be contacted at (202) 358-4645.   
 

Background:   
 
The NASA Counterintelligence Division continually briefs NASA travelers to Russia and 
other overseas locations about the threats posed by hackers to their electronic 
devices.  The hacking into cell phones, computers, tablets, etc., may be conducted by 
host nation intelligence/security services and/or criminal hacker elements.  The results 
are the same…any information on the devices, and communications between devices, 
can be intercepted.  Because of this threat, NASA policy is for travelers to leave their 
NASA issued devices at home and travel with only approved loaner devices (which, of 
course, can also be hacked but which, hopefully, won’t have one’s life’s work on them).   
 
Below is a news story and video about a test NBC News’ Richard Engle very recently 
conducted in Russia which showed, almost from the time he powered up his cell phone 
and brand new laptops, that his devices were hacked into. 
 

NBC News' Richard Engel: My Computers, Cellphone Were Hacked 'Almost 

Immediately' In Sochi 

The Huffington Post  | by  Catherine Taibi, Posted: 02/05/2014 12:44 pm EST Updated: 
02/05/2014 2:59 pm EST  
 
Being a reporter at the Sochi Olympic Games just got even worse. 

NBC News' Richard Engel said that upon arriving in Russia to cover the upcoming 
event, he was hacked "almost immediately" -- and privacy is not something visitors 
should expect to have. 

"It doesn't take long here for someone to try to tap into your laptop, cellphone or tablet," 
he said Tuesday night. 

Engel decided to test Russia's privacy system with the help of American computer 
security expert Kyle Wilhoit, who set him up with two brand new computers and a phony 
identity, with fake names and addresses. When Engel connected them to the Internet in 
Sochi, he said he quickly received a suspicious email and was shocked when his 
computer was hijacked immediately after opening the email. 

"In a minute, hackers were snooping around," he said. "The same thing happened with 
my cellphone -- it was very fast and very professional." 

http://www.huffingtonpost.com/2014/02/05/reporters-sochi-hotel-olympics-tweets_n_4729443.html?utm_hp_ref=media


 

Within 24 hours, both of Engel's computers and his cell phone had been invaded, giving 
hackers the ability to tap and record phone calls. Brian Williams reported Tuesday night 
that "visitors of Russia can expect to be hacked"-- and it's not just reporters. 

“The State Department warns that travelers should have no expectation of privacy," 
Engel told Williams on NBC's "Nightly News." "Even in their hotel rooms. And as we 
found out, you are especially exposed as soon as you try and communicate with 
anything.” 

http://www.huffingtonpost.com/2014/02/05/reporter-hacked-sochi-richard-

engel_n_4731846.html 

 

NASA Counterintelligence Perspective:   
 
This is another example of the threat posed by bringing electronic communications 
devices overseas…in particular to Russia.  In Russia, official and non-official travelers 
must understand that they have no expectation of privacy concerning their electronic 
communication devices.  Any data on such devices should be considered compromised 
(downloaded) and that any electronic communications (phone calls, cell phone calls, 
emails, etc.) should be considered intercepted. This lack of expectation of privacy 
extends to hotel rooms, meeting rooms, work spaces, etc., which may also have 
clandestine listening devices in them. 
 
All NASA employees and contractors are required to receive a NASA 
Counterintelligence threat briefing when traveling on official business to Russia and/or 
any “designated country” (see attachment).  Employees and contractors are 
encouraged to reach out to their servicing NASA Counterintelligence Office when 
conducting any overseas travel to receive a threat briefing.  You can find your NASA 
Counterintelligence point of contact at the following link: 
 
http://www.hq.nasa.gov/office/ops/nasaonly/internal/ci/poc.htm 
 
 

http://www.huffingtonpost.com/2014/02/05/reporter-hacked-sochi-richard-engel_n_4731846.html
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