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Procurement Notice
National Aeronautics and

Space Administration


Washington, DC 20546
PN 15-03
October 15, 2015
TECHNICAL AMENDMENTS
PURPOSE:  Revise NASA FAR Supplement (NFS) parts 1827, Patents, Data, and Copyrights, and 1852, Solicitation Provisions and Contract Clauses, to provide needed editorial changes.
BACKGROUND:  As part NASA’s retrospective review of existing regulations pursuant to section 6 of Executive Order 13563, Improving Regulation and Regulatory Review, NASA conducted a comprehensive review of it regulations and published two final rules in the Federal Register (80 FR 12935 and 80 FR 36719) on March 12, 2015, and June 26, 2015, respectively.  As published, these rules contained errors due to inadvertent omission of affected clause dates and other errors that need to be corrected.  
ACQUISITIONS AFFECTED BY CHANGES:  These changes to the NFS are effective immediately and applicable to all new acquisitions and existing contracts, as applicable.

ACTION REQUIRED BY CONTRACTING OFFICERS:  Contracting officers shall utilize the revised NFS sections, as required.
PROVISION and/or CLAUSE CHANGES:  Sections 1852.203-71, 1852.204-76, 1852.215-77, 1852.216-90, 1852.225-8, 1852.227-17, 1852.227-19, 1852.227-88, 1852.237-72, and 1852.237-73 are revised to correct clause dates and/or clause titles.  In addition, section 1827.409 is revised to reinsert clause prescription paragraphs 1827.409(g), (i), and (k), which were inadvertently omitted from the rule published on March 12, 2015 (80 FR 12935).

PARTS AFFECTED: 1827 and 1852.

TYPE OF RULE AND PUBLICATION DATE:  These changes have been incorporated in the Code of Federal Regulations via a Technical Amendment (final rule) published on October 15, 2015 (80 FR 619930).
HEADQUARTERS CONTACT:  Manny Quinones, Contract and Grant Policy Division, 202-358-2143, email manuel.quinones@nasa.gov.


//s//
William P. McNally

Assistant Administrator for Procurement

Enclosure

PART 1827

PATENTS, DATA, AND COPYRIGHTS

[(Revised October 15, 2015)]

*
*
*
*
*
1827.409  Solicitation provisions and contract clauses.


(b)(1)  When the clause at FAR 52.227-14, Rights in Data—General, is included in a solicitation or contract, it shall be modified as set forth at 1852.227-14. In contracts for basic or applied research to be performed solely by universities and colleges, the contracting officer shall consult with the center patent or intellectual property counsel regarding the addition of subparagraph (4) as set forth at 1852.227-14 to paragraph (d) of the clause at FAR 52.227-14 and they will consider the guidance provided at FAR 27.404-4.



(2)  The contracting officer, with the concurrence of the center patent or intellectual property counsel, is the approval authority for use of Alternate I of the clause at FAR 52.227-14.  An example of its use is where the principal purpose of the contract (such as a contract for basic or applied research) does not involve the development, use, or delivery of items, components, or processes that are intended to be acquired for use by or for the Government (either under the contract in question or under any anticipated follow-on contracts relating to the same subject matter).



(3)  The contracting officer shall review the disclosure purposes listed in FAR 27.404-2(c)(1)(i)-(v) and, in consultation with the center patent or intellectual property counsel, determine which disclosure purposes apply based on the nature of the acquisition, and add them to paragraph (g)(3) of Alternate II of the clause at FAR 52.227-14, Rights in Data--General.  If none apply, the CO shall insert “none.”  Additions to those specific purposes listed may be made only with the approval of the procurement officer and concurrence of the center patent or intellectual property counsel.



(4)  The contracting officer shall consult with the center patent or intellectual property counsel regarding the acquisition of restricted computer software with greater or lesser rights than those set forth in Alternate III of the clause at FAR 52.227-14, Rights in Data--General.  Where it is impractical to actually modify the notice of Alternate III, such greater or lesser rights may be indicated by express reference in a separate clause in the contract or by a collateral agreement that addresses the change in the restricted rights.



(5)  The contracting officer, with the concurrence of the center patent or intellectual property counsel, is the approval authority for the use of Alternate IV in any contract other than a contract for basic or applied research to be performed solely by a college or university (but not for the management or operation of Government facilities). See the guidance at FAR 27.404-3(a)(3).


(d)  The clause at 52.227-16, Additional Data Requirements, shall be used in all solicitations and contracts involving experimental, developmental, research, or demonstration work (other than basic or applied research to be performed under a contract solely by a university or college when the contract amount will be $500,000 or less), unless after consultation between the Contracting Officer and the center patent or intellectual property counsel a determination is made otherwise.


[(g)  The contracting officer shall use the clause at 1852.227-86, Commercial Computer Software License, in lieu of FAR 52.227-19, Commercial Computer Software License, when it is considered appropriate for the acquisition of existing computer software.]


(h)  Normally the clause at 52.227-20, Rights in Data--SBIR Program, is the only data rights clause used in SBIR contracts.  However, if during the performance of an SBIR contract (Phase I, Phase II, or Phase III) the need arises for NASA to obtain delivery of limited rights data or restricted computer software as defined in the clause at FAR 52.227-20, and the contractor agrees to such delivery, the limited rights data or restricted computer software may be acquired by modification of the contract (for example, by adding the clause at FAR 52.227-14 with any appropriate Alternates and making it applicable only to the limited rights data or restricted computer software to be delivered), or under a separate agreement, using the rights and related restrictions as set forth in FAR 27.404-2 as a guide.


[(i) The contract officer shall modify the clause at FAR 52.227-17, Rights in Data--Special Works by adding paragraph (f) as set forth in 1852.227-17.


(k)(i) The contracting officer shall add paragraph (e) as set forth in 1852.227-19(a) to the clause at FAR 52.227-19, Commercial Computer Software—Restricted Rights, when it is contemplated that updates, correction notices, consultation information, and other similar items of information relating to commercial computer software delivered under a purchase order or contract are available and their receipt can be facilitated by signing a vendor supplied agreement, registration forms, or cards and returning them directly to the vendor.



(ii) The contracting officer shall add paragraph (f) as set forth at 1852.227-19(b) to the clause at FAR 52.227-19, Commercial Computer Software—Restricted Rights, when portions of a contractor's standard commercial license or lease agreement consistent with the clause, Federal laws, standard industry practices, and the FAR are to be incorporated into the purchase order or contract.]

(m)(1)  The contracting officer, shall consult with the center patent or intellectual property counsel and the installation software release authority to determine when to use the clause at 1852.227-88, Government-furnished computer software and related technical data.



(2)  The clause may be included in, or added to, the contract when it is contemplated that computer software and related technical data will be provided to the contractor as Government-furnished information for use in performing the contract.

PART 1852
SOLICITATION PROVISIONS AND CONTRACT CLAUSES

[(Revised October 15, 2015)]

*
*
*
*
*

1852.203-71 Requirement to inform employees of whistleblower rights.

As prescribed in 1803.970, use the following clause:

REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS

(AUGUST [AUG] 2014)


(a)  The Contractor shall inform its employees in writing, in the predominant native language of the workforce, of contractor employee whistleblower rights and protections under 10 U.S.C. 2409, as described in subpart 1803.9 of the NASA FAR Supplement.


(b)  The Contractor shall include the substance of this clause, including this paragraph (b), in all subcontracts.

(End of clause)

*
*
*
*
*
(End of clause)

1852.204-76  Security Requirements for Unclassified Information Technology Resources.

As prescribed in 1804.470-4(a), insert the following clause:

SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION

TECHNOLOGY RESOURCES

(MONTH YEAR [JAN 2011])


(a)  The contractor shall protect the confidentiality, integrity, and availability of NASA Electronic Information and IT resources and protect NASA Electronic Information from unauthorized disclosure.


(b)  This clause is applicable to all NASA contractors and sub-contractors that process, manage, access, or store unclassified electronic information, to include Sensitive But Unclassified (SBU) information, for NASA in support of NASA's missions, programs, projects and/or institutional requirements.  Applicable requirements, regulations, policies, and guidelines are identified in the Applicable Documents List (ADL) provided as an attachment to the contract.  The documents listed in the ADL can be found at: http://www.nasa.gov/offices/ocio/itsecurity/index.html. For policy information considered sensitive, the documents will be identified as such in the ADL and made available through the Contracting Officer.


(c)  Definitions.



(1)  IT resources means any hardware or software or interconnected system or subsystem of equipment, that is used to process, manage, access, or store electronic information.



(2) NASA Electronic Information is any data (as defined in the Rights in Data clause of this contract) or information (including information incidental to contract administration, such as financial, administrative, cost or pricing, or management information) that is processed, managed, accessed or stored on an IT system(s) in the performance of a NASA contract.



(3)  IT Security Management Plan--This plan shall describe the processes and procedures that will be followed to ensure appropriate security of IT resources that are developed, processed, or used under this contract. Unlike the IT security plan, which addresses the IT system, the IT Security Management Plan addresses how the contractor will manage personnel and processes associated with IT Security on the instant contract.



(4)  IT Security Plan--this is a FISMA requirement; see the ADL for applicable requirements. The IT Security Plan is specific to the IT System and not the contract. Within 30 days after award, the contractor shall develop and deliver an IT Security Management Plan to the Contracting Officer; the approval authority will be included in the ADL. All contractor personnel requiring physical or logical access to NASA IT resources must complete NASA's annual IT Security Awareness training. Refer to the IT Training policy located in the IT Security Web site at https://itsecurity.nasa.gov/policies/index.html.


(d)  The contractor shall afford Government access to the Contractor's and subcontractors' facilities, installations, operations, documentation, databases, and personnel used in performance of the contract.  Access shall be provided to the extent required to carry out a program of IT inspection (to include vulnerability testing), investigation and audit to safeguard against threats and hazards to the integrity, availability, and confidentiality of NASA Electronic Information or to the function of IT systems operated on behalf of NASA, and to preserve evidence of computer crime.


(e)  At the completion of the contract, the contractor shall return all NASA information and IT resources provided to the contractor during the performance of the contract in accordance with retention documentation available in the ADL.  The contractor shall provide a listing of all NASA Electronic information and IT resources generated in performance of the contract. At that time, the contractor shall request disposition instructions from the Contracting Officer.  The Contracting Officer will provide disposition instructions within 30 calendar days of the contractor's request.  Parts of the clause and referenced ADL may be waived by the contracting officer, if the contractor's ongoing IT security program meets or exceeds the requirements of NASA Procedural Requirements (NPR) 2810.1 in effect at time of award.  The current version of NPR 2810.1 is referenced in the ADL.  The contractor shall submit a written waiver request to the Contracting Officer within 30 days of award.  The waiver request will be reviewed by the Center IT Security Manager. If approved, the Contractor Officer will notify the contractor, by contract modification, which parts of the clause or provisions of the ADL are waived.


(f)  The contractor shall insert this clause, including this paragraph in all subcontracts that process, manage, access or store NASA Electronic Information in support of the mission of the Agency.

(End of clause)

*
*
*
*
*
1852.215-77  Preproposal/Pre-bid Conference.
As prescribed in 1815.209-70(a), insert the following provision:

PREPROPOSAL/PRE-BID CONFERENCE

(DEC 1988[APR 2015])


(a)  A preproposal/pre-bid conference will be held as indicated below:



Date:



Time:



Location:



Other Information, as applicable:



[Insert the applicable conference information.]


(b)  Attendance at the preproposal/pre-bid conference is recommended; however, attendance is neither required nor a prerequisite for proposal/bid submission and will not be considered in the evaluation.


(c)  Offerors, individuals, or interested parties who plan to attend the pre-proposal/pre-bid conference must provide the Contracting Officer in writing, at a minimum, full name of the attendee(s), identification of nationality (U.S. or specify other nation citizenship), Lawful Permanent Resident Numbers in the case of foreign nationals, affiliation and full office address/phone number.  Center-specific security requirements for this pre-proposal/pre-bid conference will be given to a company representative prior to the conference or will be identified in this solicitation as follows: (fill-in).  Examples of specific identification information which may be required include state driver’s license and social security number.  Except for foreign nationals, the identification information must be provided at least (fill-in) working days in advance of the conference. This information shall be provided at least (fill-in) working days in advance of the conference for foreign nationals due to the longer badging and clearance processing time required.  However, the Center reserves the right to determine foreign nationals may not be allowed on the Government site.  The Government is not responsible for offerors’ inability to obtain clearance within sufficient time to attend the conference.  Due to space limitations, representation of any potential Offeror may not exceed (fill-in) company representatives/persons per Offeror.  Any “lobbying firm or lobbyist” as defined in 2 U.S.C. 1602(9) and (10), or any Offeror represented by a lobbyist under the Lobbying Disclosure Act of 1995 shall be specifically identified.


(d)  Visitors on NASA Centers are allowed to possess and use photographic equipment (including camera cell phones) and related materials EXCEPT IN CONTROLLED AREAS.  Anyone desiring to use camera equipment during the conference should contact the Contracting Officer to determine if the site(s) to be visited is a controlled area.


(e)  The Government will respond to questions regarding this procurement provided such questions have been received at least five (5) working days prior to the conference.  Other questions will be answered at the conference or in writing at a later time.  All questions, together with the Government’s response, will be transmitted to all solicitation recipients via the government-wide point of entry (GPE).  In addition, conference materials distributed at the preproposal/pre-bid conference will be made available to all potential offerors via the GPE using the NAIS Electronic Posting System.

(End of provision)

*
*
*
*
*
1852.216-90  Allowability of legal costs incurred in connection with a whistleblower proceeding.

As prescribed in 1816.307-70(g), use the following clause:

ALLOWABILITY OF LEGAL COSTS INCURRED IN CONNECTION WITH A WHISTLEBLOWER PROCEEDING 

(AUGUST [AUG] 2014)


 Pursuant to section 827 of the National Defense Authorization Act for Fiscal year 2013 (Pub. L. 112-239), notwithstanding FAR clause 52.216-7, Allowable Cost and Payment--



(1) The restrictions of FAR 31.205-47(b) on allowability of costs related to legal and other proceedings also apply to any proceeding brought by a contractor employee submitting a complaint under 10 U.S.C. 2409, entitled ``Contractor employees: protection from reprisal for disclosure of certain information;'' and



(2) Costs incurred in connection with a proceeding that is brought by a contractor employee submitting a complaint under 10 U.S.C. 2409 are also unallowable if the result is an order to take corrective action under 10 U.S.C. 2409.

(End of clause)

*
*
*
*
*

1852.217-70  Reserved.
1852.217-71  Phased Acquisition Using Down-Selection Procedures.
As prescribed in 1817.7002(a), insert the following clause:

PHASED ACQUISITION USING DOWN-SELECTION PROCEDURES

(MAY 2000)

*
*
*
*
*

1852.225-8  Duty-Free Entry of Space Articles [(FEB 2000)].
As prescribed in 1825.1101(e), add the following paragraph (k) to the basic clause at FAR 52.225-8:


(k)  The following supplies will be given duty-free entry:


[Insert the supplies that are to be accorded duty-free entry.]

(End of addition)

*
*
*
*
*
1852.227-11  Patent Rights—Ownership by the Contractor (APR 2015).

*
*
*
*
*

1852.227-17  Rights in Data--Special Works. [(JUL 1997)]
As prescribed in 1827.409(i), add the following paragraph (f) to the basic clause at FAR 52.227-17:


(f)  Whenever the words "establish" and "establishment" are used in this clause, with reference to a claim to copyright, they shall be construed to mean "assert" and "asser​tion", respectively.

(End of addition)

1852.227-19  Commercial Computer Software--Restricted Rights. [(JUL 1997)]

(a)  As prescribed in 1827.409(k)(i), add the following paragraph (e) to the basic clause at FAR 52.227-19:


(e)  For the purposes of receiving updates, correction notices, consultation information, or other similar information regarding any computer software delivered under this contract/purchase order, the NASA Contracting Officer or the NASA Contracting Officer's Technical Representative/User may sign any vendor-supplied agreements, registration forms, or cards and return them directly to the vendor; however, such signing shall not alter any of the rights or obligations of either NASA or the vendor set forth in this clause or elsewhere in this contract/purchase order.

(End of addition)


(b)  As prescribed in 1827.409(k)(ii), add the following paragraph (f) to the basic clause at FAR 52.227-19:


(f)  Subject to paragraphs (a) through (e) above, those applicable portions of the Contractor's standard commercial license or lease agreement pertaining to any computer software delivered under this purchase order/contract that are consistent with Federal laws, standard industry practices, and the Federal Acquisition Regulation (FAR) shall be incorporated into and made part of this purchase order/contract.

(End of addition)

*
*
*
*
*
1852.227-88 Government-furnished computer software and related technical data.

As prescribed in 1827.409(m), insert the following clause:

[GOVERNMENT-FURNISHED COMPUTER SOFTWARE

AND RELATED TECHNICAL DATA

(APR 2015)]


(a)  Definitions.  As used in this clause—


“Government-furnished computer software” or “GFCS” means computer software: (1) in the possession of, or directly acquired by, the Government whereby the Government has title or license rights thereto; and (2) subsequently furnished to the Contractor for performance of a Government contract.


“Computer software,” “data” and “technical data” have the meaning provided in the Federal Acquisition Regulations (FAR) Subpart 2.1—Definitions or the Rights in Data – General clause (FAR 52.227-14).


(b)  The Government shall furnish to the Contractor the GFCS described in this contract or in writing by the Contracting Officer. The Government shall furnish any related technical data needed for the intended use of the GFCS. 


(c)  Use of GFCS and related technical data. The Contractor shall use the GFCS and related technical data, and any modified or enhanced versions thereof, only for performing work under this contract unless otherwise provided for in this contract or approved in writing by the Contracting Officer. 



(1)  The Contractor shall not, without the express written permission of the Contracting Officer, reproduce, distribute copies, prepare derivative works, perform publicly, display publicly, release, or disclose the GFCS or related technical data to any person except for the performance of work under this contract.



(2)  The Contractor shall not modify or enhance the GFCS unless this contract specifically identifies the modifications and enhancements as work to be performed.  If the GFCS is modified or enhanced pursuant to this contract, the Contractor shall provide to the Government the complete source code, if any, and all related documentation of the modified or enhanced GFCS.  



(3)  Allocation of rights associated with any GFCS or related technical data modified or enhanced under this contract shall be defined by the FAR Rights in Data clause(s) included in this contract (as modified by any applicable NASA FAR Supplement clauses).  If no Rights in Data clause is included in this contract, then the FAR Rights in Data – General (52.227-14) as modified by the NASA FAR Supplement (1852.227-14) shall apply to all data first produced in the performance of this contract and all data delivered under this contract.



(4)  The Contractor may provide the GFCS, and any modified or enhanced versions thereof, to subcontractors as necessary for the performance of work under this contract. Before release of the GFCS, and any modified or enhanced versions thereof, to such subcontractors (at any tier), the Contractor shall insert, or require the insertion of, this clause, including this paragraph (c)(4), suitably modified to identify the parties as follows: references to the Government are not changed, and in all references to the Contractor the subcontractor is substituted for the Contractor so that the subcontractor has all rights and obligations of the Contractor in the clause.


(d)  The Government provides the GFCS in an “AS-IS” condition. The Government makes no warranty with respect to the serviceability and/or suitability of the GFCS for contract performance. 


(e) The Contracting Officer may by written notice, at any time—



(1) Increase or decrease the amount of GFCS under this contract; 



(2) Substitute other GFCS for the GFCS previously furnished, to be furnished, or to be acquired by the Contractor for the Government under this contract; 



(3) Withdraw authority to use the GFCS or related technical data; or



(4) Instruct the Contractor to return or dispose of the GFCS and related technical data.


(f)  Title to or license rights in GFCS.  The Government shall retain title to or license rights in all GFCS. Title to or license rights in GFCS shall not be affected by its incorporation into or attachment to any data not owned by or licensed to the Government.


(g)  Waiver of Claims and Indemnification. The Contractor agrees to waive any and all claims against the Government and shall indemnify and hold harmless the Government, its agents, and employees from every claim or liability, including attorneys fees, court costs, and expenses, arising out of, or in any way related to, the misuse or unauthorized modification, reproduction, release, performance, display, or disclosure of the GFCS and related technical data by the Contractor, a subcontractor, or by any person to whom the Contractor has released or disclosed such GFCS or related technical data.


(h)  Flow-down of Waiver of Claims and Indemnification.  In the event a contract includes this NASA FAR Supplement clause 1852.227-88, the Contractor shall include the foregoing clause 1852.227-88(g), suitably modified to identify the parties, in all subcontracts, regardless of tier, which involve use of the GFCS and/or related technical data in any way.  At all tiers, the clause shall be modified to define GFCS as it is defined herein and to identify the parties as follows: references to the Government are not changed, and in all references to the Contractor the subcontractor is substituted for the Contractor so that the subcontractor has all rights and obligations of the Contractor in the clause.  In subcontracts, at any tier, the Government, the subcontractor, and the Contractor agree that the mutual obligations of the parties created by this clause 1852.227-88 constitute a contract between the subcontractor and the Government with respect to the matters covered by the clause.

(End of clause)

*
*
*
*
*
1852.228-70  Aircraft Ground and Flight Risk.

*
*
*
*
*
1852.237-72  Access to Sensitive Information.
As prescribed in 1837.203-72(a), insert the following clause:

ACCESS TO SENSITIVE INFORMATION

(JUNE [JUN] 2005)


(a)  As used in this clause, “sensitive information” refers to information that a contractor has developed at private expense, or that the Government has generated that qualifies for an exception to the Freedom of Information Act, which is not currently in the public domain, and which may embody trade secrets or commercial or financial information, and which may be sensitive or privileged.


(b)  To assist NASA in accomplishing management activities and administrative functions, the Contractor shall provide the services specified elsewhere in this contract.


(c) If performing this contract entails access to sensitive information, as defined above, the Contractor agrees to — 



(1)  Utilize any sensitive information coming into its possession only for the purposes of performing the services specified in this contract, and not to improve its own competitive position in another procurement.



(2) Safeguard sensitive information coming into its possession from unauthorized use and disclosure.



(3)  Allow access to sensitive information only to those employees that need it to perform services under this contract.



(4)  Preclude access and disclosure of sensitive information to persons and entities outside of the Contractor’s organization.



(5)  Train employees who may require access to sensitive information about their obligations to utilize it only to perform the services specified in this contract and to safeguard it from unauthorized use and disclosure.



(6)  Obtain a written affirmation from each employee that he/she has received and will comply with training on the authorized uses and mandatory protections of sensitive information needed in performing this contract.



(7) Administer a monitoring process to ensure that employees comply with all reasonable security procedures, report any breaches to the Contracting Officer, and implement any necessary corrective actions.


(d)  The Contractor will comply with all procedures and obligations specified in its Organizational Conflicts of Interest Avoidance Plan, which this contract incorporates as a compliance document.


(e)  The nature of the work on this contract may subject the Contractor and its employees to a variety of laws and regulations relating to ethics, conflicts of interest, corruption, and other criminal or civil matters relating to the award and administration of government contracts.  Recognizing that this contract establishes a high standard of accountability and trust, the Government will carefully review the Contractor’s performance in relation to the mandates and restrictions found in these laws and regulations.  Unauthorized uses or disclosures of sensitive information may result in termination of this contract for default, or in debarment of the Contractor for serious misconduct affecting present responsibility as a government contractor.


(f) The Contractor shall include the substance of this clause, including this paragraph (f), suitably modified to reflect the relationship of the parties, in all subcontracts that may involve access to sensitive information.

(End of clause)

1852.237-73 Release of Sensitive Information.

As prescribed in 1837.203-72(b), insert the following clause:

RELEASE OF SENSITIVE INFORMATION

(JUNE [JUN] 2005)


(a)  As used in this clause, “sensitive information” refers to information, not currently in the public domain, that the Contractor has developed at private expense, that may embody trade secrets or commercial or financial information, and that may be sensitive or privileged.


(b)  In accomplishing management activities and administrative functions, NASA relies heavily on the support of various service providers.  To support NASA activities and functions, these service providers, as well as their subcontractors and their individual employees, may need access to sensitive information submitted by the Contractor under this contract.  By submitting this proposal or performing this contract, the Contractor agrees that NASA may release to its service providers, their subcontractors, and their individual employees, sensitive information submitted during the course of this procurement, subject to the enumerated protections mandated by the clause at 1852.237-72, Access to Sensitive Information.


(c)(1)  The Contractor shall identify any sensitive information submitted in support of this proposal or in performing this contract.  For purposes of identifying sensitive information, the Contractor may, in addition to any other notice or legend otherwise required, use a notice similar to the following:



Mark the title page with the following legend:




This proposal or document includes sensitive information that NASA shall not disclose outside the Agency and its service providers that support management activities and administrative functions.  To gain access to this sensitive information, a service provider’s contract must contain the clause at NFS 1852.237-72, Access to Sensitive Information.  Consistent with this clause, the service provider shall not duplicate, use, or disclose the information in whole or in part for any purpose other than to perform the services specified in its contract.  This restriction does not limit the Government's right to use this information if it is obtained from another source without restriction.  The information subject to this restriction is contained in pages [insert page numbers or other identification of pages].



Mark each page of sensitive information the Contractor wishes to restrict with the following legend: 




Use or disclosure of sensitive information contained on this page is subject to the restriction on the title page of this proposal or document.



(2)  The Contracting Officer shall evaluate the facts supporting any claim that particular information is “sensitive.”  This evaluation shall consider the time and resources necessary to protect the information in accordance with the detailed safeguards mandated by the clause at 1852.237-72, Access to Sensitive Information.  However, unless the Contracting Officer decides, with the advice of Center counsel, that reasonable grounds exist to challenge the Contractor’s claim that particular information is sensitive, NASA and its service providers and their employees shall comply with all of the safeguards contained in paragraph (d) of this clause.


(d)  To receive access to sensitive information needed to assist NASA in accomplishing management activities and administrative functions, the service provider must be operating under a contract that contains the clause at 1852.237-72, Access to Sensitive Information.  This clause obligates the service provider to do the following:



(1)  Comply with all specified procedures and obligations, including the Organizational Conflicts of Interest Avoidance Plan, which the contract has incorporated as a compliance document.



(2)  Utilize any sensitive information coming into its possession only for the purpose of performing the services specified in its contract.



(3)  Safeguard sensitive information coming into its possession from unauthorized use and disclosure.



(4)  Allow access to sensitive information only to those employees that need it to perform services under its contract.



(5)  Preclude access and disclosure of sensitive information to persons and entities outside of the service provider’s organization.



(6)  Train employees who may require access to sensitive information about their obligations to utilize it only to perform the services specified in its contract and to safeguard it from unauthorized use and disclosure.



(7)  Obtain a written affirmation from each employee that he/she has received and will comply with training on the authorized uses and mandatory protections of sensitive information needed in performing this contract.



(8)  Administer a monitoring process to ensure that employees comply with all reasonable security procedures, report any breaches to the Contracting Officer, and implement any necessary corrective actions. 


(e)  When the service provider will have primary responsibility for operating an information technology system for NASA that contains sensitive information, the service provider’s contract shall include the clause at 1852.204-76, Security Requirements for Unclassified Information Technology Resources.  The Security Requirements clause requires the service provider to implement an Information Technology Security Plan to protect information processed, stored, or transmitted from unauthorized access, alteration, disclosure, or use.  Service provider personnel requiring privileged access or limited privileged access to these information technology systems are subject to screening using the standard National Agency Check (NAC) forms appropriate to the level of risk for adverse impact to NASA missions.  The Contracting Officer may allow the service provider to conduct its own screening, provided the service provider employs substantially equivalent screening procedures.


(f)  This clause does not affect NASA's responsibilities under the Freedom of Information Act.


(g)  The Contractor shall insert this clause, including this paragraph (g), suitably modified to reflect the relationship of the parties, in all subcontracts that may require the furnishing of sensitive information.

(End of clause)

*
*
*
*
*
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