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1.0	 Introduction1.1	 Identification
The purpose of this document is to identify the process and procedures for in-processing National Aeronautics Space Administration (NASA) Headquarters (HQ) employees and assigning Information Technology (IT) resources.
In-processing applies to civil servants, contractor new hires, inter-center transfers, and temporary assignments, specifically with respect to ensuring access to Basic Level of Entitlement privileges and IT resources and systems.
The in-processing state when the Human Resources Management Division has an Entry on Duty (EOD) date for the employee.

1.2	 Scope and Applicability
The scope of in-processing includes:

1. Entering the civil servant employee in the Workforce Transformation Tracking System (WTTS).

2. Creating a NASA Identity and a Uniform Universal Person Identification Code (UUPIC).

3. Processing new hires with special requirements.

4. Submitting requests for obtaining logical access to IT systems as well as computer hardware, phone, office space, etc.

2.0	 Definitions
Basic Levels of Entitlement (BLEs) – BLEs are the applications and rights that are granted to all new employees.  BLE categories are differentiated based on the employer (whether NASA or contractor), the employee’s location, and the employee’s citizenship status (US citizen or foreign national).
Check In Check Out (CICO) – The NASA Headquarters system used to submit work requests for in/out processing and changes to current applications, rights and location (move) of employees.

Federal Personnel Payroll System (FPPS) – FPPS is the NASA HQ personnel and payroll system of record.
Identity – The set of physical and behavioral characteristics by which an individual is uniquely recognizable.  (FIPS 201)
Identity Management System (IDMS) – The identity management system comprised of one or more systems or applications that manages the identity verification, validation and issuance process.  (FIPS 201)
Intergovernmental Personnel Act (IPA) Assignee – An employee of a State or local government, Indian tribal government, institution of higher education, or other eligible organization, that is chosen to serve with NASA for up to two years with the possibility of extensions for up to an additional 4 years. The legal authority for assignments under the Intergovernmental Personnel Act is title 5, United States Code, sections 3371 through 3376 and 5 USC 9808. The regulations can be found in 5, Code of Federal Regulations (CFR), part 334.

NASA Identity Management and Account eXchange System (IdMAX) – The Identity Management System that serves as a gatekeeper to the NAMS application.
NASA Account Management System (NAMS) – Agency system used to perform account maintenance.  NAMS is the system used to request logical access to IT systems.

NED – The NASA Enterprise Directory, located online at: https://webdir.nasa.gov/dir/index.html.  The NED is used to look up information such as UUPIC for Civil Servants, Contractors, Grantees, Detailees and IPAs.
Organizational Point of Contact (OPOC) – Submits and approves CICO requests.
Personal Identity Verification System (PIV) – Defines the requirements for issuing a trusted identity badge that is recognized as valid outside the agency from which it was issued. (FIPS 201)
PIV Applicant – The Applicant is the individual who needs to access NASA resources, systems or facilities.  This includes Civil Servants, Contractors, Grantees and Detailees.

PIV Requester – This individual provides initial data about the Applicant and submits a PIV request on behalf of the Applicant.

PIV Sponsor – The individual who validates the relationship between the Applicant and the Agency.

Universal Uniform Personal Identification Code (UUPIC) – A unique 9-digit number distinguishing each identity in the NASA identity management system.  NASA has created the UUPIC as a replacement for the Social Security Number to enhance employee privacy while ensuring positive identification throughout NASA information technology systems.

WebDir – The NASA Enterprise Directory located online at: https://webdir.nasa.gov/dir/index.html. WebDir is used to look up information such as UUPIC for Civil Servants, Contractors, Grantees, Detailees and IPAs.
Workforce Transformation Tracking System (WTTS) – Provides tracking and reporting of prospective NASA hiring actions, inter-center mobility, and losses.  WTTS also provides data and notifications for use in the NASA New Employee Orientation Process and associated reporting for Recruiting, Education, and Diversity programs.
3.0	  Procedures
This section identifies activities, roles, and procedures for eight scenarios:

1. Civil Servants and IPA Assignments
2. Contractors
3. Civil Servants Transferring Between Centers and Detailees (in some cases)
4. Contractors Changing Company and Contract

5. Civil Servants Becoming a Contractor

6. Contractors Becoming a Civil Servant

7. Remote Users

8. Temporary Workers
Note – Acronyms for roles are defined in Section 2, Definitions and Appendix A, Acronyms and Definitions.

3.1	 Civil Servant and ipa assignment proceduresThis process begins when the HQ HRMD has an EOD date for the new employee.  The agency metric for establishing an EOD date is two weeks prior to the employee’s duty start date.
	Step
	Actionee
	Action

	1.1 
	New Hire/Employee (not applicable to IPAs)
	· Employee accepts offer from NASA.  Employee accesses http://employeeorientation.nasa.gov/ipa/default.htm prior to start date (EOD) to complete e-Orientation.

	1.2
	HRMD/HR Specialist
	· Employee information is entered into WTTS.

· The data entered includes the full name, social security number, date of birth, birth place, start date (EOD) and other data that uniquely identifies this person.

· The data entered at this step begins the process for:

· Entering the employee into FPPS

· Creating an identity record in IdMAX

· Creating a UUPIC

· Establishing a 90 day Security Training Grace period
· Entering the record into NED.

· At this point in the process the identity record is set to “enabled” and the validation code is set to “verified”.

· The employee must complete the PIV process for the validation code to be updated to “validated”.

· The metric for entering this data is two weeks prior to the employees start date (EOD).

· Arranges for the new hire to visit NASA HQ at least 7 days prior to their EOD date to begin the badging process.

	1.3
	FPPS/IdMAX Data Feed
	· This creates the employee’s UUPIC number.
· The AO should be able to get the UUPIC and make sure the OPOC has the UUPIC to start the process of Check In.

	1.4 
	OPOC
	· Search for the employee by name in the NASA Enterprise Directory at https://webdir.nasa.gov to verify that a UUPIC has been assigned and that their Status is enabled.

· The UUPIC is needed so you can submit a Check In Check Out (CICO) request to check the person in and obtain resources such as phone, office space, logical access to IT systems, and order computer equipment.
· If the employee is not in the NASA Enterprise Directory it means that HR has not published them in WTTS.

· If you do not see the record one week prior to the employee’s start date (EOD) contact HR.

	1.5 
	Security (Badging) Employee
	· The new employee reports to the security office for PIV Enrollment (badge processing and identity verification) at least one week prior to their first day of employment.

· The employee must bring with them their two I-9 documents.

· Note:  All employees must sign a Subscriber Agreement during the badging process – this serves the purpose of the NASA Appropriate Use and Account Subscriber Agreement and is required prior to approval of account requests processed through NAMS. 
· The employee must also complete SATERN NASA Headquarters Security Awareness Training https://saterninfo.nasa.gov/ within 2 weeks of their start date.
· It can take 5 days for a SATERN account to be set up for a new employee.
· If the employee does not complete their SATERN Security Training, they will not be able to request applications from NAMS, or get an NASA eMail account.

	1.6 
	OPOC/ITPOC
	(OPTIONAL STEP)

· If the employee requires special handling because of a special circumstance, send an email to HQ-DL-ITCD-Urgent-IT-Request to pre-coordinate the in-processing.

· Some examples of special handling include the following:
· VIP/special person/group

· Short notice hire or outside of the pay period cycle

· Bringing equipment from another NASA Center

	1.7
	IT&CD Customer Service Manager
	(OPTIONAL STEP)

· Coordinate special handling with appropriate contractor staff.

· Announce at next daily tag-up the name and position of VIP/special person.
· Also announce any/all special handling requests that may need broader coordination and management attention.
· ITC&D will communicate back to the OPOC acknowledging that the VIP coordination is complete. 

	1.8
	OPOC
	· Go to CICO at https://hqteamtrack.hq.nasa.gov/tmtrack/tmtrack.dll to check the person in and request logical access to HQ IT systems and other HQ services such as phone, office space, computer equipment, SecurID token etc.

· To ensure that a new employee has the tools they need on their start day, every effort should be made to submit the CICO request one week prior to the employee’s start date (EOD). 
· Contact HR if you do not see the employee’s record one week prior to start date (EOD) in the NASA Enterprise Directory.
· Ensure the employee has completed SATERN NASA Headquarters Security Awareness Training https://saterninfo.nasa.gov/ within the first two weeks of employment.

	1.9 
	OPOC
	· If the employee needs access to agency financial applications or other applications that are requested through NAMS go to NAMS at http://IdMAX.nasa.gov/idm/user/login.jsp to submit requests.

· A list of what applications are available through NAMS can be found at http://www.hq.nasa.gov/itcd/nams_apps.htm.

· If the application or access required is not found in NAMS enter the request into CICO.

	1.10
	Security (Badging) Employee
	· The new employee reports to the security office for badge issuance.

	1.11
	IT&CD
	· The CICO and NAMS requests are routed to the appropriate approvers.

· Once all approvals have been received the contractor has up to 3 business days to fulfill the request.


3.2	 Contractor ProceduresThis process begins when a contractor has identified a new hire and it is determined that the contractor needs physical access to Headquarters and/or logical access to IT systems.
The needs of the contractor will determine which of the below processes to follow.  This process can be started by either the HR office within the contractors company or by the COTR.
	Step
	Actionee
	Action

	2.1
	PIV Requestor or COTR for Contractor
	· Go to http://IdMAX.nasa.gov/idm/user/login.jsp  and create identity in IdMAX. This will create the UUPIC for the contractor.

· Next submit a PIV Request in IdMAX.

· The data entered includes the full name, date-of-birth, birth place, Social Security Number, and other data that uniquely identifies this person.

· The data entered at this step begins the process for obtaining a NASA PIV badge (NASA credential).

· Next a CICO Check In request is entered by the PIV Requestor for the contractor to receive the appropriate BLEs which include the background investigations and SecurID token.

	2.2
	PIV Sponsor (COTR)
	· The PIV Sponsor (COTR) receives an IdMAX email alerting them to sponsor / approve the new contractor.

	2.3
	Security (Badging) Employee
	· The new contractor reports to the Security Office for badge processing and issuance on their first day of employment.

· The employee must bring with them their two I-9 documents.

· Note:  All employees must sign a Subscriber Agreement during the badging process – this serves the purpose of the NASA Appropriate Use and Account Subscriber Agreement and is required prior to approval of account requests processed through NAMS.

· Once Security has completed required investigations, reviewed and approved employee-provided and signed documents the User’s identity will be placed in an enabled and verified status.

	2.4
	Contractor’s Supervisor/
COTR or OPOC
	· The employee must complete SATERN NASA Headquarters Security Awareness Training https://saterninfo.nasa.gov/ within 2 weeks of their start date.

· It can take 5 days for a SATERN account to be set up for a new employee.  

	2.5
	PIV Requestor or COTR for Contractor
	· Submit a request in NAMS for AGCY0012 NCAD User.

· This will allow the NDC account to be created and permit Account Administration to enable the Account.

	2.6
	Contractor’s Supervisor/
COTR or OPOC
	· Employee resource needs will determine what steps to perform.

· If the employee only needs a NASA Identity and a UUPIC, the process can end here.

· If other IT resources are needed, CICO and/or NAMS requests are created to obtain the access or asset.

· If the employee needs access to agency financial applications or other applications that are requested through NAMS, go to NAMS at http://IdMAX.nasa.gov/idm/user/login.jsp to submit requests.

· A list of what applications are available through NAMS can be found at http://www.hq.nasa.gov/itcd/nams_apps.htm  

· If the application or accesses required is not found in NAMS, enter the request into CICO.


3.3	 Civil Servant Transfer between Centers and Detailee ProceduresThis process begins when the Headquarters Human Resources Management Division has an Entry on Duty (EOD) date for the employee to begin work at NASA HQ and the employee processes out with their departing Center Security Office.  Often civil servants transfer from one Center to another.  It is important to note that the employee already has a UUPIC and a NASA identity in the Identity Management System but will require a new badge.  
Detailees may be processed on a case by case basis – this process is only in some cases.

	Step
	Actionee
	Action

	3.1
	Departing Center Security Office
	· Employee processes out with security to have any special accesses removed related to their prior assignment.
· The departing Center’s security office disables their IdMAX Account.

	3.2
	HRMD
	· Update the employee’s information in the Workforce Tracking Transformation System (WTTS).

· The employee information in IdMAX should be updated after WTTS is published.

	3.3
	Security
	· Security validates the employee’s new Center information and location during the PIV process.

· The employee must bring with them their two I-9 documents.
· Once the new information is updated, Security makes updates to the employees badge and re-enables the IdMAX account.

	3.4
	HQ Account Administration
	· Re-assign the email account to HQ (new Center).

· Note – Validation of that action by receiving Center’s Account Admin is no longer required.

	3.5
	OPOC/ITPOC
	(OPTIONAL STEP)

· If the employee requires special handling, send an email to HQ-DL-ITCD-Urgent-IT-Request to pre-coordinate the in-processing.
· Some examples of special handling include the following:

· VIP/special person/group

· Short notice hire or outside of the pay period cycle

· Bringing equipment from another NASA Center

	3.6
	IT&CD Customer Service Manager
	(OPTIONAL STEP)

· Coordinate special handling with appropriate contractor staff.
· Announce at next daily tag-up the name and position of VIP/special person to disseminate the information.

· Also announce any/all special handling requests that may need broader coordination and management attention.

· ITC&D will communicate back to the OPOC acknowledging that the VIP coordination is complete. 

	3.7
	OPOC
	· Ensure that transferring employee has completed their Annual IT Security Training by having them bring their last IT Security Training Certificate or ensuring they take the SATERN training https://saterninfo.nasa.gov/within the first 2 weeks of HQ employment.

· Note:  Access to NASA IT systems cannot be granted until this training is completed.

· IdMAX requests cannot be generated until the employee completes the security training.

	3.8
	OPOC
	· Go to CICO at https://hqteamtrack.hq.nasa.gov/tmtrack/tmtrack.dll to check the person in and request logical access to HQ IT systems and to request other HQ services such as phone, office space, computer equipment, etc.

· Ensure the “Person Type” field correctly indicates if the person is a Detailee or Transferee from another Center.

· Note in the “Request Comment” field that this is a Civil Servant transfer, or detailee.

· Note if any equipment is being transferred between Centers.

· To ensure that a Civil Servant transfer has the tools they need on their start day, every effort should be made to place the CICO request one week prior to the employee’s transfer start date.
· Contact HR if you do not see the employee’s updated record one week prior to start date in the NASA Enterprise Directory.

	3.9
	BASO
	· Re-assign existing access to financial applications if applicable.

	3.10
	OPOC
	· If the employee needs access to agency financial applications or other applications that are requested through NAMS go to NAMS at http://IdMAX.nasa.gov/idm/user/login.jsp to submit requests.

· A list of what applications are available through NAMS can be found at http://www.hq.nasa.gov/itcd/nams_apps.htm.
· If the application or accesses required is not found in NAMS, enter the request into CICO. 

	3.11
	IT&CD
	· The CICO and NAMS requests are routed to the appropriate approvers.

· Once all approvals have been received the contractor has 3 business days to fulfill the request.


3.4	 Contractor Changes Company and Contract ProceduresA NASA HQ Contractor may change contracts for various reasons.  It is important to note that the employee already has a UUPIC and a NASA identity in the Identity Management System.  
	Step
	Actionee
	Action

	4.1
	COTR or Contractor HR
	· Open a Check Out request in CICO and provide the departing employee with a copy of the Check Out Check List.  
· NOTE:  In some cases modifications will be made to the existing person record in CICO and a Check Out and subsequent Check In will not be required. 

	4.2
	Security Specialist
	· Turn badge into HQ Security office, disable identity in PIV, and return token to Account Administration.

	4.3
	New Hiring Contractor Company PIV Requestor or COTR
	· Submit new PIV request to associate and sponsor the employee with new company.

	4.4
	Security (Badging) Employee
	· On their first day of employment with the new Company the contractor reports to the HQ Security Office to receive their new badge reflecting the new company contract expiration date.  The employee must bring with them their two I-9 documents.  Note:  All employees must sign a Subscriber Agreement during the badging process.  This serves the purpose of the NASA Appropriate Use and Account Subscriber Agreement and is required prior to approval of account requests processed through NAMS. 

	4.5
	COTR or Contractor HR
	· Contact the Help Desk at 358-HELP and state (the UUPIC and HQ ID # need to be removed from the existing CICO Person Record/s).

· NOTE:  In some cases modifications will be made to the existing person record in CICO and a Check In will not be required. 

· Go to CICO at https://hqteamtrack.hq.nasa.gov/tmtrack/tmtrack.dll to check the person in and request logical access to HQ IT systems and to request other HQ services such as phone, office space, computer equipment, etc. To ensure the employee has the tools they need on their start day, every effort should be made to place the CICO request one week prior to the employee’s transfer start date. 

	4.6
	COTR or Contractor HR
	· If the employee needs access to Agency financial applications or other applications that are requested through NAMS go to NAMS at http://IdMAX.nasa.gov/idm/user/login.jsp  to submit requests.  A list of what applications are available through NAMS can be found at http://www.hq.nasa.gov/itcd/nams_apps.htm  

· If the application or accesses required is not found in NAMS, enter the request into CICO.

	4.7
	IT&CD
	· The CICO and NAMS requests are routed to the appropriate approvers.  Once all approvals have been received the contractor has up to 3 business days to fulfill the request.

	4.8
	Employee
	· Employee verifies their updates have been made by going to the NASA Enterprise Directory (https://webdir.nasa.gov/dir/index.html) 


3.5	 Civil Servant Becomes a Contractor ProceduresThis process begins when the NASA HQ Human Resources Department receives a date from the civil servant employee of separation as a civil servant from NASA HQ to become a contractor on a NASA HQ contract.  The employee must visit the NASA HQ Security Office to turn in their badge prior to separation.  A new badge will have to be reissued once they become a contractor.  A new CICO Check In record may be required to obtain accounts and resources or additional modifications to prior held accounts.
	Step
	Actionee
	Action

	5.1
	Employee
	· Provides notification and date of change from Civil Servant to NASA HQ Contractor to their supervisor.

	5.2
	HRMD
	· Out processes the civil servant employee disabling their identity in IdMAX.

	5.3
	Supervisor, PIV Requestor or Contractor COTR
	· Creates a request in CICO to transfer, modify, create, or deactivate the employee’s accounts (the options vary based on the change to roles, responsibilities and NASA organization).
· The request should include justification providing the details of the person’s prior position as a civil servant and the contractor employer contract they have changed to with a description of the employee’s role on the new contract.

· A reminder should be included for Account Administration to modify the CICO person record, person type to “Contractor.”

· The request will proceed through the approval process, routing to Account Administration – they will modify, deactivate and/or create accounts and access as required by the employee with their new contractor and NASA HQ organization.

	5.4
	Supervisor, PIV Requestor or Contractor COTR
	· Ensure that the out-processing employee receives a hardcopy of the Check Out Check List.

· Ensure it is noted that the employee was prior a NASA HQ Civil Servant to ensure the transition of accounts and identity is properly handled.

	5.5
	Supervisor, PIV Requestor or Contractor COTR
	· Modify, create, disable or deactivate Agency financial applications or other applications that are requested through NAMS to meet the requirements of the employee’s new contract.
· Go to NAMS at http://idmax.nasa.gov/idm/user/login.jsp to submit requests to deactivate accounts.

· A list of what applications are available through NAMS can be found at http://www.hq.nasa.gov/itcd/nams_apps.htm.
· If the application or accesses required is not found in NAMS enter the request into CICO.

	5.6
	New Hiring Contractor Company PIV Requestor or COTR
	· Submit new PIV request to associate and sponsor the employee with new company.

	5.7
	Security (Badging) Employee
	· On their first day of employment as a contractor with their new company the employee reports to the Security Office to receive their new badge.
· Note:  All badges are now 5 years regardless of contract expiration date.
· The employee must bring with them their two I-9 documents.  Note:
· All employees must sign a Subscriber Agreement during the badging process.
· This serves the purpose of the NASA Appropriate Use and Account Subscriber Agreement and is required prior to approval of account requests processed through NAMS. 


3.6	 Contractor Becomes a Civil Servant ProceduresThis process begins when the contractor Human Resources department receives a separation date from their contract employee, leaving the contractor and the NASA HQ contract to a civil servant employee position at NASA HQ.  The contractor employee must visit the NASA HQ Security Office to turn in their badge prior to separation from NASA HQ.  A new badge will have to be reissued once the employee reports to NASA HQ as a civil servant.

	Step
	Actionee
	Action

	6.1 
	New Hire/Employee (not applicable to IPAs)
	· Employee accepts offer from NASA.  Employee accesses http://employeeorientation.nasa.gov/ipa/default.htm prior to start date (EOD) to complete e-Orientation.

	6.2
	HRMD/HR Specialist
	· Employee information is entered into FPPS.
· The data entered includes the full name, social security number, date of birth, birth place, start date (EOD) and other data that uniquely identifies this person.

· The data entered at this step begins the process for updating the prior identity record in the NASA Identity Management System (IdMAX), and updating the NASA Enterprise Directory.

· At this point in the process the identity record is set to “enabled” and the validation code is set to “verified”.

· The employee must complete the PIV process for the validation code to be updated to “validated” as required.

· The metric for entering this data is two weeks prior to the employees start date (EOD).
· Arrange for the new hire to visit NASA HQ at least 7 days prior to their EOD date to begin the badging process.

	6.3
	FPPS/IdMAX Data Feed
	· A UUPIC is required to start the process of Check In.

· Since this is a returning employee a new UUPIC is not necessary.

	6.4 
	OPOC
	· Search for the employee by name in the NASA Enterprise Directory at https://webdir.nasa.gov to verify their Status is enabled.

· The UUPIC is needed so you can submit a Check In Check Out (CICO) request to check the person in and obtain resources such as phone, office space, logical access to IT systems, and order computer equipment.

	6.5 
	Security (Badging) Employee
	· The employee reports to the security office for badge processing and identity verification at least one week prior to their first day of employment.

· The employee must bring with them their two I-9 documents.

· Note:  All employees must sign a Subscriber Agreement during the badging process – this serves the purpose of the NASA Appropriate Use and Account Subscriber Agreement and is required prior to approval of account requests processed through NAMS.

	6.6 
	OPOC/ITPOC
	(OPTIONAL STEP)

· If the employee requires special handling because of a special circumstance, send an email to HQ-DL-ITCD-Urgent-IT-Request to pre-coordinate the in-processing.

· Some examples of special handling include the following:

· VIP/special person/group

· Short notice hire or outside of the pay period cycle

· Bringing equipment from another NASA Center

	6.7
	IT&CD Customer Service Manager
	(OPTIONAL STEP)

· Coordinate special handling with appropriate contractor staff.
· Announce at next daily tag-up the name and position of VIP/special person.

· Also announce any/all special handling requests that may need broader coordination and management attention.

· ITC&D will communicate back to the OPOC acknowledging that the VIP coordination is complete.

	6.8
	OPOC
	· Go to CICO at https://hqteamtrack.hq.nasa.gov/tmtrack/tmtrack.dll to check the person in and request logical access to HQ IT systems and to request other HQ services such as phone, office space, computer equipment, etc.

· To ensure that a new employee has the tools they need on their start day, every effort should be made to submit the CICO request one week prior to the employee’s start date (EOD).
· Contact HR if you do not see the employee’s record one week prior to start date (EOD) in the NASA Enterprise Directory.
· Ensure the employee has completed SATERN NASA Headquarters Security Awareness Training https://saterninfo.nasa.gov within the first two weeks of employment.

	6.9 
	OPOC
	· If the employee needs access to agency financial applications or other applications that are requested through NAMS go to NAMS at http://IdMAX.nasa.gov/idm/user/login.jsp to submit requests.

· A list of what applications are available through NAMS can be found at http://www.hq.nasa.gov/itcd/nams_apps.htm.
· If the application or accesses required is not found in NAMS, enter the request into CICO. 

	6.10
	Security (Badging) Employee
	· The new employee reports to the security office for badge issuance.

	6.11
	OPOC
	· Ensure the employee has completed SATERN NASA Headquarters Security Awareness Training https://saterninfo.nasa.gov/ within their first two weeks of employment.

· All new employees receive their SATERN Account within 5 to 7 days of their EOD date.

	6.12
	IT&CD
	· The CICO and NAMS requests are routed to the appropriate approvers.

· Once all approvals have been received the contractor has up to 3 business days to fulfill the request.


3.7	 Remote User ProceduresA remote user is someone who does not need a NASA badge but requires access to IT systems.  Note: If a remote user is located within 50 miles of a NASA Center, they should use the appropriate local process (e.g., civil servant, contractor) instead of this process.
	Step
	Actionee
	Action

	7.1
	PIV Requestor or COTR for Remote User
	· Go to http://IdMAX.nasa.gov/idm/user/login.jsp  and perform a Create Identity in the PIV system for the remote user.
· During this process a UUPIC will be generated.

· The next step is to submit a PIV request “Invite – Remote User Identity”.

· The  data entered includes the full name, phone number, email address, affiliation, NASA Center, NASA Agreement Number, Company and Sponsor Name.

· The Sponsor must have access to the PIV Admin application with the Sponsor Role.

	7.2
	PIV Sponsor (COTR)
	· The PIV Sponsor (COTR) receives an IdMAX email alerting them to perform a “CONFIRMATION – Remote User Identity Processed for (name of Remote Employee)”.
· The PIV Sponsor (COTR) provides PIV sponsorship for the remote employee.

	7.3
	Remote User
	· Receives an email with embedded link to access the NASA Remote User application.

	7.4
	NISE Help Desk  Employee
	· Within 8 hours of PIV authorization, the NISE Helpdesk contacts the remote user and provides the remote user with a pass phrase.

	7.5
	Remote User
	· Uses their pass phrase to access the Remote User Application.

· Enters their personal information to complete their PIV registration.

	7.6
	NASA HQ Security Office
	· Reviews the PIV remote employee request and provides PIV authorization.

	7.7
	Remote User’s Supervisor/COTR or OPOC
	· The employee must complete SATERN NASA Headquarters Security Awareness Training within 2 weeks of their start date.

· It can take 5 days for a SATERN account to be set up for a new employee.

	7.8
	Remote User’s Supervisor/COTR or OPOC 
	· What if any resources the employee needs will determine what steps to perform.

· If the employee only needs a NASA Identity and a UUPIC the process can end here.

· However, if other IT resources are needed CICO and/or NAMS requests are created to obtain the access or asset.

· If the employee needs access to agency financial applications or other applications that are requested through NAMS go to NAMS at http://IdMAX.nasa.gov/idm/user/login.jsp to submit requests.
· A list of what applications are available through NAMS can be found at http://www.hq.nasa.gov/itcd/nams_apps.htm.
· If the application/access required is not found in NAMS, enter the request into CICO.

· Requests are routed to the appropriate approvers.

· Once all approvals have been received the contractor has 3 business days to fulfill the request.


3.8	 Temporary Worker ProceduresA Temporary Worker is someone who needs access to the NASA HQ facility and IT access for less than 180 days.  The employee type can be contractor or civil servant.  Often workers of this type are interns or government employees on loan from another Government agency and not on NASA’s payroll.

	Step
	Actionee
	Action

	8.1
	PIV Requestor or COTR for Temporary Worker
	· Go to http://IdMAX.nasa.gov/idm/user/login.jsp  and create identity in IdMAX – this will create the UUPIC for the temporary worker. 

· Submit a PIV Request:  "Request - Remote User Identity”.

· The Requestor must enter the required data including the full name, date of birth, birth place, Social Security Number to uniquely identify this person.
· The worker’s affiliation must be included.

· Affiliated workers are employed by an existing contract, MOU, or another documented relationship.

· In most cases employees will be affiliated with NASA, however, in cases such as Government employees on loan from another agency, they will not have a documented relationship.

· In this case, a false contract number has been set up for each NASA organization for use when a real contract does not exist.

· A text field is provided for employees that are non-affiliated.

· The data entered at this step begins the process for obtaining a temporary NASA PIV I badge.

	8.2
	PIV Sponsor (COTR)
	· The PIV Sponsor (COTR) receives an IdMAX email alerting them to sponsor/approve the new employee. 

	8.3
	Security (Badging) Employee
	· The new employee reports to the Security Office for badge processing and issuance on their first day of employment.
· The employee must bring with them their two I-9 documents.

· Note:  All employees must sign a Subscriber Agreement during the badging process – this serves the purpose of the NASA Appropriate Use and Account Subscriber Agreement and is required prior to approval of account requests processed through NAMS.

· Once Security has completed required investigations, reviewed and approved the employee provided and signed documents the User’s identity will be in an enabled and status will be verified.

	8.4
	Temporary Worker’s Supervisor / COTR or OPOC
	· The employee must complete SATERN NASA Headquarters Security Awareness Training https://saterninfo.nasa.gov/ within 2 weeks of their start date.

· It can take 5 days for a SATERN account to be set up for a new employee.

	8.5
	PIV Requestor or COTR for Temporary Worker
	· Submit a request in NAMS for AGCY0012 NCAD User.

· This will allow the NDC account to be created and permit Account Administration to enable the Account.

	8.6
	Temporary Worker’s Supervisor / COTR or OPOC 
	· Employee resource needs will determine what steps to perform.

· If the employee only needs a NASA Identity and a UUPIC, the process can end here.

· If other IT resources are needed, CICO and/or NAMS requests are created to obtain the access or asset.

· If the employee needs access to Agency financial applications or other applications that are requested through NAMS, go to NAMS at http://IdMAX.nasa.gov/idm/user/login.jsp to submit requests.

· A list of what applications are available through NAMS can be found at http://www.hq.nasa.gov/itcd/nams_apps.htm.
· If the application or accesses required is not found in NAMS, enter the request into CICO.


Appendix A – Acronyms

	Acronym
	Definition

	BLE
	Basic Level of Entitlement

	BASO
	Business & Administrative Systems Office

	CFR
	Code of Federal Regulations

	CICO
	Check In Check Out

	COTR
	Contractor Officer Technical Representative

	EOD
	Enter on Duty (Date)

	FPPS
	Federal Payroll and Personnel System

	HITSS
	NASA HQ Information Technology Support Services

	HQ
	NASA Headquarters

	HRMD
	Human Resources Management Division

	IdMAX
	NASA Identity Management and Account eXchange System

	IDMS
	Identity Management System

	IPA
	Intergovernmental Personnel Act

	IT
	Information Technology

	IT&CD
	NASA HQ Information Technology and Communications Division

	ITPOC
	ITCD Point of Contact

	MOU
	Memorandum of Understanding

	NAMS
	NASA Account Management System

	NASA
	National Aeronautics and Space Administration

	NED
	NASA Enterprise Directory

	NISE HelpDesk
	NASA Integrated Services Environment HelpDesk

	OPOC
	Organizational Point of Contact

	PIV
	Personal Identity Verification System

	SATERN
	System for Administration, Training and Educational Resources for NASA

	UUPIC
	Uniform Universal Person Identification Code

	WTTS
	Workforce Transformation Tracking System


