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VPN provides users with access to the HQ private network, and the Internet using TCP/IP. Additionally, users
will have access to:

o File servers e Employee directories
e Internal Web sites e Applications available through Internet Explorer
e NASA search pages

It is not necessary to use VPN to connect to NASA HQ publicly available services.

e Connecting to the NASA HQ Virtual Private Network (VPN) requires a NASA-issued laptop. It
cannot be used from a personal or public-access computer. It also requires access to the public Internet.

e The VPN Client automatically disconnects after nine hours, so be sure to save your work within the
nine hours of connecting.

o Refer to Known Issues with Accessing HQ Using VPN for details regarding known issues with the
VPN method of accessing HQ.

Prior to Working Remotely
Prior to using VPN to work remotely from home or on travel, you must first do the following:
e Log into your computer while connected to a NASA network, using your smartcard.

Logging in while connected to the NASA network ensures that your smartcard data is stored in your
computer and later recognized.

e Open your VPN Client (See sections below for steps.) and verify that Nasahq is listed under
Connection Entry.

You will not be able to use VPN until it is installed. If you do not see it listed there, contact
Enterprise Service Desk (ESD) to request that it be installed. Submit a ticket online at
esd.nasa.gov, or call 358-HELP (4357) or 1-866-4NASAHQ (462-7247).


https://esd.nasa.gov/
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Connecting to the Cisco VPN Client for Windows

You can connect to the Cisco VPN Client using your smartcard:
- G ) @

1. Insert your smartcard/badge into your keyboard card reader, - N &
external smartcard reader, or your laptop’s integrated card reader. & 3 @

2. Verify the smartcard is recognized by hovering your cursor over ® © &

' -

the ActivClient icon  in your task bar. You should receive the =503
following message: ActivClient Agent — Smart Card Inserted. S

If you don’t see the icon on your main task bar, click Show

hidden icons, circled at right. ; ‘ni[l] M G & |

3. Start the Cisco VPN client as follows: From the Start menu, select All Programs | Cisco Systems VPN

Cllent fOIder | VPN Cllent [(® status: Disconnected | VPN Client - Version 5.0.07.0290 [E=NEEE=)
4. If this is your first time using the Cisco VPN o é@“ = gi T,
client with your smartcard, proceed with Step 5 e e e CERES
as there is an additional one-time configuration to || [Comecion ey CTS— [Tt
complete. Otherwise, proceed to Step 7. RE — —
5. Click once on the Nasahg-smartcard option to < | o
highlight, and then click the Modify button. B _
"8 VPN Client | Properties for "Nasahq-smartcard® 3

6. Under Certificate Authentication, from the Name menu
(shown at right), select your certificate | Click Save.

Connection Entry: [Nas&q&nmc&d

D - llllcllln
! CIsco

Host: [138.116.65.40
Adhertication | Transpot | Backup Servers | Diaklp |

€ Group Authentication " Mutual Group Authentication
7. On the VPN Client window, under the Connection Entry Password |
field, click the Nasahg-smartcard profile. grfim Password:
8. Click Connect. @ Cegficate Athentication
Name. ]
[ik”; 0 - RICHARD DUNBAR (affiiate) (v
) 0

Connection Entries Status Certificates Log Options Help

s D o |

Z5 % alaln

Connect MNew Import Maodify Delete cisco

Connection Entries ICertiﬁcates lLog I

| Connection Entry | Host | Transport |
NASAHQ 198.116.65.40 IPSec/UDP
MNasahg-smartcard 198.116.65.40 IPSec/UDP

Mot connected.
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9. If you are presented with the ActivClient Login window, enter your six
to eight-digit smartcard code (token not required). | Click OK.

ActivClient Login

Actividentity
ActivClient

10. Once connected, the VPN Client | Banner displays | Click Continue.

—

r
& VPN Client | Banner
- fa—— ]

=X
WARNING! Thisis a U.S. Govemment computer. This system is for the use of authorized users
only. by accessing and using this computer system, you are consenting to system monitoring,

including the monitoring of keystrokes. Unauthorized use of, or access to, this computer system
may subject you to disciplinary action and criminal prosecution

Disconnect

11. To verify that you are connected to VPN, do one of the following:

e Click the Show hidden icons arrow on the

& status: Connected | }PN Client - Version 5.0.07.0440 = |5 .
toolbar at the bottom of the screen as shown. | e ﬁ?’ T
Hover your cursor over the VPN icon . It S > Aol
should say, “VPN Client — Connected.” N cisco
. A ) onnection Entries erificates og
e Click on the VPN Client icon on the toolbar at [ [Camnscton Enty [Fos s
the bottom of the screen. | When the VPN e o T
Client window appears, the status at the top Ll L
<' Connected to “Nasahq-smartm Connected Time: O day(s), 04:39.04 | ¥

and bottom should say, “Connected.”
Accessing Network Files - Windows

If you are connecting to the NASA HQ network via VPN while using a NASA-issued laptop, the U:, X:, and
other shared drives will be available as usual.

——————"

The VPN Client automatically disconnects after nine hours, so be sure to save your work within the nine
hours of connecting.

1. Double-click the desired shortcut on your

- . e 9' |& » Computer » <[ 43 [ search computer o]
deSktop’ or dOUbIe-CI ICk the CompUter icon |zev System properties  Uninstall or change a program ~ Map network drive :i - 0 e
located on your desktop: r— .+ Hord Disk Drives 1)
I Desktop Local Disk (C)

iy

W7 135 GB free of 222 GB

4 Devices with Removable Storage (1)

%5 Recent Places

4[] Libraries

i

&4
% Documents y DVD RW Drive (D)

& Music
ComPUter & Pictures 4 Network Location (4)
& videos _idoe Mhadatalusers) (T) _ Contractor (U)

Wh h C H d A ';l/ 270 GB free of 3.14 T8 qu/ 281 GB free of 318 GB

en the Computer winaow opens, your a8 compue 4

) . & Local Disk (©) | ragouwsmw | hashared 0O
aval Iable network dI‘IVGS ShOU Id appear as ¥ jdoe (\hqdata\users) (T <37 608 G2 free or 223 G <37 53208 frec of 229 T8

. < Contractor (U;)

shown at right.

A

< hq_groups (W:)
< hq_shared ()

HQSLW00010452  Domain: ndcnasa.gov
rrrrrrrrr Intel (R) Core(TM) i5-252

Memory: 4.00 GB
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2. Determine if you have access to your network drives:
If Action

Your network drives do NOT Continue with step #3.
appear as shown above

Your network drives do appear  Double-click the appropriate network drive | Browse to the
desired folder or file. You are ready to work.

3. Inthe Address field of the Computer window, type the following: \\hqdata\

4. Click the Go to arrow as shown below.

fL \\hadata\ - ql | Search Computer

- | Go to "\\hgdata\"

= System properties Uninstall or change a program Map network drive
5. Browse to the location of the desired file(s).

Alternatively, you can create desktop shortcuts to your most frequently used network drives and
folders while in the office prior to teleworking. For detailed instructions on creating shortcuts,
visit the ITCD Instructions and Guidelines Web page at: http://itcd.hg.nasa.gov/instructions.html.

Disconnecting from the VPN Client — Windows 7

Certain actions will cause VPN to disconnect automatically. You also have the option to manually disconnect
from VPN.

Automatic Disconnect — Windows 7

The VPN Client automatically disconnects: @ VPN Client X
° After 9 hourS Secure VPN Connection terminated locally by the Client.
Reason 443: The Smart Card associated to the current certificate was removed.
e When you log off _ _ _
Connection terminated on: Dec 20, 2011 13:37:10 Duration: 0 day(s), 00:39.54
e When you shut down your computer

Save your work within 9 hours of connecting, or more frequently if the VPN connection is left open.
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Manual Disconnect — Windows 7 (F Ve Cent.

Statistics...

Log Window...

To manually disconnect from the VPN:

Notifications...

1. Exit completely out of all open applications. I

About VPN Client...

2. Right-click on the VPN icon @ inthe system tray, and select Disconnect. Customize..
[T STET

Known Issues with Accessing HQ Using VPN

When connecting your NASA-issued laptop to DSL modems, you may encounter problems obtaining any high-
speed Internet connection and will be unable to use Outlook Web Access (OWA) or Virtual Private Network
(VPN).

NASA’s VPN service requires Dynamic Host Configuration Protocol (DHCP) to assign IP addresses or a
known static IP address. Some modems that have been issued over the past few years have varied in type and
quality, and a significant proportion of them are not DHCP enabled. While workarounds are often possible,
each of the different types of modems requires a different solution. To obtain the correct instructions for your
modem, contact your Internet Service Provider (ISP).

If the modem is too difficult to work with, you may invest in an aircard,”available for purchase via ACES
Product Catalog (APC), or ESD | Order Services. Aircards are small devices that plug into a computer. They
utilize cell phone technology rather than wireless access points and provide a fast, more reliable signal in most
urban areas. An aircard would make your laptop Internet-ready in any location where cell phones function.

VPN Issues Using Smartcard

e If you receive an error that the profile can’t connect, modify the VPN profile to point to the correct
certificate (the one on the smartcard). To do this, follow these steps:

1. On the Entrust Security Store Login screen, click Cancel
2. Inthe VPN window with the Nasahg-smartcard profile selected, click Modify.

3. In the lower-left corner of the VPN Client | Properties for “Nasahq-smartcard” screen, under
Certificate Authentication, select the other certificate from the menu | Click Save.

4. If you have more than two certificates listed, you may have to repeat this process and try the third
one (there is no way to distinguish between the three other than they are numbered 0, 1, and 2).

5. When you’ve selected the correct certificate, the PIN entry dialog box appears. Enter your PIN.

e If you are using VPN with your Windows computer and have difficulty accessing certain applications,
or are being prompted to provide authentication for applications you don’t normally have to, try the
following: Press Ctrl+Alt+Delete | Click Lock this computer | Press Ctrl+Alt+Delete | Enter your
PIN.

e If you receive an error that says, “The card supplied requires drivers that are not present on the system,
try another card.” This error is received when attempting to change your password after logging in with
the smartcard. To continue with changing your password, click Other Credentials and select your NDC
Domain account.
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e If you receive an error that says the context was acquired as silent, this error results from no PIN being
entered at smartcard login. Often the Caps Lock or Num Lock key is in effect, and the PIN is not being
recorded as you type it. Try again, and make sure that Caps Lock and Num Lock are off when your

PIN is entered.

For assistance, contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov, or call 358-
HELP (4357) or 1-866-4ANASAHQ (462-7247).

This document is posted on the ITCD Web site at:
http://itcd.hg.nasa.gov/instructions.html
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