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	Distribution Date:
	January 15, 2015

	To:
	All NASA Headquarters Personnel

	Subject:
	CRITICAL IT SECURITY THREAT: Malicious E-mail Message

	What’s Happening:
	A number of NASA users have received fraudulent e-mail messages that contain malicious content and/or attachments.  Opening the attachments could cause harm to NASA computers and IT infrastructure.
At this time, DO NOT OPEN any ZIP or PDF e-mail attachments, EVEN FROM NASA PERSONNEL YOU KNOW unless it is a specific attachment that you are expecting or there is attachment-specific context in the body of the e-mail. 
The known malicious message contains the following details (but other variations may be sent to you):
	Sender: [Valid NASA User]
	Subject: Company repor
	Attachment:  company_document21.pdf.zip
	Body Text: “Hello, please view your company document attached.”
	OR “Please review this document for me.”
The NASA Security Operations Center (SOC) is advising users to avoid contact with the e-mail message and report the incident to the SOC.

	[bookmark: Support]Support:
	The NASA Security Operations Center (NASA SOC) is tracking this threat.   If you suspect that you are victim of this type of activity, please contact the NASA SOC:
· Phone:  1-877-NASA SEC (1-877-627-2732)
· E-mail: soc@nasa.gov 
You may also contact the Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov 
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
IT Notice Archives    |     IT Outage Calendar    |    ITCD Products & Services
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To:  All NASA He adquarters Personnel  

Subject:  CRITICAL IT SECURITY THREAT : Malicious  E - mail Message  
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