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	To:
	NASA HQ Users Whose Smartcard Certificate Has Expired and Requires an Update 

	Subject:
	IMMEDIATE ACTION REQUIRED: Update to Smartcard Certificates

	Services Affected:
	NASA HQ computer login using Smartcards

	What’s Happening:
	[bookmark: _GoBack]You have been identified as a user whose Smartcard certificate has expired, based on a list of users that was generated Monday, January 30, 2012.  If you have not done so already, please follow the instructions below to update your certificate immediately.  
THIS UPDATE IS NOT OPTIONAL AND IS REQUIRED FOR NASA TO BE IN COMPLIANCE WITH FEDERAL LAW.

	Procedure to Update Your Smartcard Certificate:
	Once your Smartcard certificate has expired, it MUST be updated through the HQ Badging Office.  Expired certificates cannot be updated on your desktop computer.  
To update your expired Smartcard certificate, visit the NASA HQ Badging Office, located inside the HQ Security Office (Suite 1V63) in Room 1U66.  The hours for walk-in customer service are Tuesday through Friday, 8:30 - 11:30 a.m.

	Background:
	NASA security badges have an embedded chip, making it a “Smartcard.” Your smartcard can have a maximum lifetime of 5 years.  The Smartcard contains a digital certificate, which is used for logical access to systems and applications, has a maximum lifetime of 3 years.  As a result, the certificate needs to be updated at least once during the lifetime of a typical Smartcard.
Users who need to update their Smartcard have received automatically-generated e-mails indicating that a Smartcard certificate update is required soon.  Reminder notices have already been sent 45, 30, 15, 5, 4, 3, 2, and 1 day(s) before the expiration date of the current Smartcard certificate.

	About this Mandatory
Update:
	1. If the Smartcard update procedure is not performed by the expiration date indicated in the automatically-generated e-mail, you will not be able to use your Smartcard badge to login to NASA HQ computers or Web applications that are configured for Smartcard-only login.   
1. To remain in compliance with FIPS 201, updating the expiring Smartcard certificate is required, even if you do not currently utilize the Smartcard to login.  

	Additional
Information:
	See Smartcard Update FAQs (accessible to NASA only)

	Support
	Enterprise Service Desk (ESD):  
1. Web Site: https://esd.nasa.gov
1. E-Mail: nasa-esd@mail.nasa.gov
1. Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)
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