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	To:
	NASA HQ SAP Users      

	Subject:
	SAP Remote Access – New Requirements
User action may be required!

	Date:
	Beginning Friday, February 15, 2013, at 6 p.m.

	What’s Happening:
	As a result of upcoming Agency changes to SAP, you will no longer be able to access the SAP WebClient from a non-NASA computer (e.g. on a home computer). While away from a NASA facility, you will only be able to access SAP when connected to the NASA network via VPN on a NASA-issued laptop.
Please review the required actions below to ensure continued access to SAP.  

	Action Required:
	1. SAP WebClient: If you currently use the SAP WebClient (“SAP Web” link on the bReady and BASO Web sites), you should begin using the SAP Logon application on your NASA-issued computer:
· Windows:  Start Menu | All Programs | SAP Front End | SAP Logon
· Macintosh:  Go | Applications | SAPGUI for Java | SAPGUI
	Note:  If you do not have the SAP Logon application, contact the Enterprise Service Desk (ESD).


2. Systems Launcher: If you access SAP through the Systems Launcher in the bReady Enterprise Portal, be sure to use one of the following two links:
· Windows: “Systems” (Systems Launcher) | Select the “SAP R/3 (PC)” link
· Macintosh: “Systems” (Systems Launcher) | Select the “SAP R/3 (MAC Java)” link
3. Remote Access: To access SAP when away from a NASA facility (e.g. at home or while on travel), ensure you have the following:
· A NASA-issued laptop computer
· A SecurID Token or SmartCard (NASA badge) to first connect to the VPN before attempting to access SAP
· Tokens are currently the only supported method of accessing VPN on Macintosh computers
· Using your SmartCard to access VPN requires your SmartCard PIN
4. If you have a desktop computer and need to change to a laptop, consult your organization’s IT POC.

	Additional Information:
	· HITSS Customer Support Analysts are contacting SAP users who have accessed SAP WebClient within the last 90 days to assist with evaluating new requirements.
· SecurID Tokens may be requested by submitting an IdMAX/NAMS request.  
· SmartCard PINs may be reset by visiting the HQ Badging Office in Room 1V63, Monday through Friday, 8:30 - 11:30 a.m.

	[bookmark: schedule]Resources:
	Virtual Private Network (VPN) Web page:
http://www.hq.nasa.gov/office/itcd/networking-vpn.html 
SecurID Token Web page:
http://www.hq.nasa.gov/office/itcd/networking-token.html
SmartCard Web page:
http://www.hq.nasa.gov/office/itcd/smartcard.html 
NASA Business and Administrative Systems Office (BASO):
http://baso.hq.nasa.gov/ 

	[bookmark: support]Support:
	BASO Support (8 a.m. – 5 p.m., Monday-Friday):
· Phone: 358-4367
· E-mail:  hq-dl-baso@nasa.gov
Enterprise Service Desk (ESD):  
· Web Site (Submit ticket online): https://esd.nasa.gov
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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