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	Distribution Date:
	February 20, 2016

	To:
	NASA HQ IT POCs     Please review and distribute at your discretion.

	Subject:
	Macintosh OS X 10.10 and FileVault Upgrade

	What’s Happening:
	To comply with NASA security requirements, the Agency will be upgrading Macintosh computers running OS X 10.7, 10.8, or 10.9 to OS X 10.10 (Yosemite).
As part of the 10.10 upgrade, a new Data-at-Rest (DAR) encryption software for Macintosh computers, FileVault, will also be installed. 
These upgrades will occur using a phased approach, and users will receive targeted Agency communications when their computer is eligible for the upgrade.  Eligibility is determined when a user has a current backup.  For best results, it is recommended that users perform the upgrade while onsite.
For more information on this Agency project, visit the OS X Upgrade Web page.


	What to Expect:
	Impacted users will receive targeted Agency IT Notices prompting them to complete specific actions:
	Agency IT Notice
	Details/What to Expect

	#1: Prepare for upgrade
	February 18:  Macintosh laptop users with a current backup should have received a notice to connect to the NASA network to receive pre-installation files.
Requirements: 
· Must have a current backup
· Must have 15GB of free hard disk space
Review and print the OS X 10.10 Upgrade User Experience Guide

	#2: Initiate Upgrade

	Users will be notified when they are eligible to initiate the installation of OS X 10.10 via the Self-Service Manager (SSM). 
February 19:  Macintosh desktop users with a current backup should have received a notice requesting they complete the steps to self-install the upgrade by February 24.
February 24: Macintosh laptop users who successfully received the pre-installation files will receive a notice requesting they complete the steps to self-install the upgrade by February 29.
If the user does not self-install the upgrade by the deadline in the notice, a forced installation will occur.

	#3: Reminder
	Reminder for users to perform the upgrade by the deadline in the notice.




	About FileVault:
	FileVault Data-at-Rest (DAR) encryption software:
· If a computer is protected by Symantec PGP software for DAR encryption, this software will be removed. Prior to the OS X 10.10 upgrade, the computer will be automatically decrypted, and after the upgrade, the user will be prompted to re-encrypt their computer with FileVault2. 
· If a computer was not previously protected by Symantec PGP software for DAR encryption, FileVault2 will be activated on the computer. After the upgrade, users will be prompted to encrypt their computer with FileVault2 to enable DAR encryption.
Note:  Laptop users should not take the laptop offsite until encryption is complete.

	Resources:
	Agency OS X Upgrade Web page:
https://aces.ndc.nasa.gov/subnav/os-mac.html
OS X 10.10 Upgrade User Experience Guide:
https://aces.ndc.nasa.gov/documents/UserExperienceGuide_OSX10.10Upgrade.pdf
OS X 10.10 Upgrade FAQs:
https://aces.ndc.nasa.gov/documents/FAQs_OSX10.10Upgrade.pdf
Comparison: Apple OS X Yosemite and OS X Mountain Lion
https://aces.ndc.nasa.gov/documents/OSXYosemite_SoftwareDataSheet.pdf
Getting Started with Apple OS X Yosemite:
https://aces.ndc.nasa.gov/documents/Apple_Yosemite_GettingStarted_Guide.pdf

	[bookmark: questions]Questions/
Assistance:
	Kia Burnett, ACES SME, 358-1274
HITSS Customer Support Team: csat@hq.nasa.gov 

	Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov 
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
IT Notice Archives    |     IT Outage Calendar    |    ITCD Products & Services
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