[bookmark: _GoBack]
	[image: ]

	Distribution Date:
	March 16, 2015

	To:
	Macintosh users with Windows 7 Virtual Machines migrating to smartcard-only login
User action is required!

	Subject:
	Mandatory Smartcard-Only Login on Windows 7 Virtual Machines (VM)

	Date:
	Beginning Tuesday, March 31, 2015

	What’s Happening:
	You have been identified as a Macintosh user with a Windows 7 VM who will be migrated to smartcard-only login beginning March 31.
In an Agency message (dated March 12) to all NASA IT Users, it was announced that beginning Tuesday, March 31, all Windows 7 computers (i.e., laptops, desktops, tablets, Macintosh computers running VM, etc.) that have not been migrated or exempted, will be configured for mandatory use of the NASA PIV smartcard (NASA badge) when logging in and unlocking the screen.  This means no one (including ACES technicians and system administrators) will be able to log in to your Windows 7 virtual machine without a smartcard and smartcard PIN.
If you currently use your smartcard with your Windows 7 VM and know there are no issues, no action is required on your part.
If you do not currently use your smartcard with your Windows 7 VM, follow the required action below to conduct a test.  If you require a Mac smartcard reader, contact Marion Meissner or Aaron Goad.

	Required Action:
	In preparation for this migration, you should test smartcard login on your Windows 7 VM before March 31.  
If you are able to successfully log in with your smartcard, no action is required. Your Windows 7 VM will be configured for smartcard-only login beginning March 31.
Long-Term Exemption
If you have problems and are unable to resolve any issues to successfully log in with your smartcard, you may request a long-term exemption for your Windows 7 VM. Submit a NAMS request as soon as possible, but no later than Wednesday, March 25.  Use the NAMS process called “Manage PIV Smartcard Login” to identify your computer and request an exemption.  You must include a business justification as to why the smartcard login is not working.  Note: Exemptions are reviewed annually. 

	Other Information:
	Once you are configured for smartcard-only login:
· Your NDC password, previously used for logging in, must be maintained.  You will continue to receive e-mail notifications when it is going to expire, reminding you to change it.
· Your smartcard must be maintained.  Follow through with badge reissuance actions and PIV (smartcard) certificate update e-mail notifications.
· Once your Windows VM is enabled for smartcard-only login, anyone who needs to access your Windows VM will need to log in using a smartcard and smartcard PIN, including ACES technicians. 

	Resources:
	NASA HQ Smartcard-Only Web page:
http://itcd.hq.nasa.gov/smartcard-only.html
HQ Windows 7 Smartcard User Guide:
http://itcd.hq.nasa.gov/secure/Smartcard-User-Guide-Windows7.pdf
HQ Smartcard FAQs:
http://itcd.hq.nasa.gov/secure/faq_smartcard.pdf

	[bookmark: questions]Questions:
	Marion Meissner, HQ Center PIV POC, 358-0585
Aaron Goad, Center Information Security Officer, 358-1014

	Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov 
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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Subject:  Mandatory Smartcard - O nly Login on Windows 7 Virtual Machines (VM)  
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