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	To:
	NASA HQ IT POCs     Please review and distribute at your discretion.

	Subject:
	[bookmark: _GoBack]Smartcard-Only Login – Migration of Windows 7 Users

	What is Happening:
	To comply with Federal mandates and to improve security, the Agency is moving toward the exclusive use of the NASA Personal Identification Validation (PIV) smartcard (the NASA “badge”) for logging in to NASA computers. This will be accomplished using a phased approach.
During phase 1, Headquarters users with Windows 7 computers will be migrated to smartcard-only. Follow-on initiatives will add Macintosh and other operating systems, and provide solutions for mobile devices and all remaining enterprise applications.
Once smartcard-only login is enabled, users will only be able to log in to their computer with their smartcard and smartcard PIN.  Opting out of this requirement is available only in extenuating circumstances (such as permanent telework or mission impact) and will be evaluated on a case-by-case basis.

	What to Expect:
	Beginning in late May 2014, several hundred users will be migrated to smartcard-only login each month.  IT POCs and their impacted users can expect the following communications and related actions:
· 30 Days before migration: IT POCs will receive an IT notice with a list of users in their organization (and their computer names) who are scheduled for migration to smartcard-only login.  IT POCs will be asked to review the list and reply to ITCD within 1 week with any concerns or names of users who may need to opt-out of the migration.
· 2 Weeks before migration: Users who will be migrated to smartcard-only login will receive an IT Notice containing information on the migration and smartcard tips.  Users will be asked to practice using their smartcard to log in to their computer and report issues (see additional information below).
· Day of migration: Once the Agency ICAM team migrates the scheduled users to smartcard-only login, impacted users will receive a notice confirming the change.

	[bookmark: information]Additional Information:
	· Users should begin using their smartcard to log in to their computer as soon as they receive their pre-migration IT notice. This will ensure that smartcard login is working and that the login credentials are cached for when the computer is not connected to the NASA network (e.g. for teleworking).  
· Users must know their smartcard PIN before the changeover takes effect.  The smartcard PIN may be reset by visiting the NASA HQ Badging Office.
· If users in your organization wish to migrate earlier than scheduled, they can submit a NAMS request within IdMAX (search term “Manage PIV Smartcard Login”).

	Resources:
	NASA HQ Smartcard-Only Web page:
http://itcd.hq.nasa.gov/smartcard-only.html
HQ Windows 7 Smartcard User Guide:
http://itcd.hq.nasa.gov/secure/Smartcard-User-Guide-Windows7.pdf
HQ Smartcard FAQs:
http://itcd.hq.nasa.gov/secure/faq_smartcard.pdf 

	Questions:
	Marion Meissner, HQ Center PIV POC, 202-358-0585

	Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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