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	To:
	All NASA HQ users

	Subject:
	Warning:  Social Networking IT Threat

	What’s Happening:
	If you participate in social networking sites such as Facebook, be advised that a self-replicating malware program (the “Koobface” worm) has been spreading widely across social networking sites. 

This worm arrives in the form of an e-mail or message that appears to be from a friend and asks you to view a video or download a special video player with which to view the video. Opening the e-mail message may lead to consequences including, but not limited to:

· Turning over full control of your computer to attackers
· Triggering an automated program that will potentially send copies of the same viral message to all of your friends in that social network and all of your e-mail contacts
· Enabling hackers to control your machine with malicious intent such as using your computer to spread spam or probing other PC’s on your business or home networks
· Exposing and potentially compromising your contacts and stored financial data
· Theft of your login information for online accounts

	What You Should Do:
	Do not open or respond to random messages that turn up in your social network messaging services.  

Never assume that people on the Internet and on social networking sites are who they seem to be. 
If you suspect that your NASA-issued computer may have been infected, contact the IT Help Desk immediately.

	Additional Information:
	This threat was identified by the NASA Security Operations Center (SOC) which provides IT Security management, monitoring, incident management, response, and communications. The Koobface worm, first discovered 19 months ago, has seen a massive recent resurgence in the past 2 weeks. The SOC is constantly tracking threats, including this one.

	Support:
	IT Help Desk:  Call 358-HELP (4357) or 1-866-4NASAHQ (462-7247) or send an e-mail.

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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