
The Agency message below is being forwarded to HQ participants of the Mobile Device Management (MDM) initial deployment (limited enrollment) initiative who have an ACES-managed Android device. Below you will find step-by-step instructions to walk you through enrollment/registration process.

ACTION:  Complete MDM Registration by Wednesday, May 27, 2015

You are encouraged to follow the instructions as written and share any comments or discrepancies with the HQ Project Manager, Debrina Harrell, 358-0982, to help improve instructions on the enrollment/registration process moving forward. 

For more information on the MDM project at HQ, visit the HQ MDM Project Web page.
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	To:
	ACES-Managed Mobile Device End Users with Android Devices

	Subject:
	ACTION: Mobile Device Management (MDM) Registration for ACES-Managed Devices – Android 

	What is Happening:
	You are required to enroll your ACES-managed Android mobile device to meet NASA’s Mobile Device Management (MDM) initiative. MDM provides for the administration of NASA’s mobile devices to allow for better data protection, deployment of mobile applications, asset tracking and management, and better support of future NASA activities related to personal devices. In later phases, NASA’s implementation of MDM will include encrypted email capabilities on your devices and ease of access to NASA systems and applications, including password simplification. While not all of these benefits will be available immediately, they will be rolled out as phases of NASA's MDM implementation.
MDM includes the MaaS360 application that runs silently on your mobile device. Initial policy settings will be the same as the current ActiveSync policies applied to all NOMAD mailboxes at initial deployment. After completing enrollment, you will not experience any noticeable difference in how your device operates. 
ACTION: Complete MDM registration by Wednesday, May 27, 2015
Registering in MDM is an easy five-step process and should take less than 10 minutes.
To successfully register your device with MDM you will need to have the following:
· ACES Mobile Device
· Your NDC/Exchange Password
· Computer with a PIV Card Reader (Internal or USB)
· Your PIV card PIN (contact your local Security Office if you do not know this)
· A Google account 
Follow these steps to register in MDM: 
	Step 1: Remove Existing NASA Email Profile
Click here for detailed instructions
	You must remove the existing nasa.gov email profile from your device (this does not delete your NASA email from the server):
[image: cid:32154816-00BC-4A02-ABDB-B615F21FFDEB]From your mobile device:
· Go to your phone’s main Settings
· Tap Mail, Contacts, Calendars 
· Under ACCOUNTS, tap the Exchange account (Your NASA Email) 
· Tap Delete Account at the bottom of the screen

	Step 2: Log-In to Mobile Device Registration (MDR) site with Your PIV Credentials (NASA Badge)
Click here for detailed instructions
	If you do not know your PIV PIN, contact your local Security Office.
You must close all active browsers and open a new browser session.
[image: cid:image001.png@01D07EA8.F7CF0710] From your computer:
· Go to the following website: https://mdr.nasa.gov 
Mac users: Safari 7 (and below) is not compatible with the MDR registration site. Please access MDR using Safari 8, Chrome or Firefox.
· Click Authenticate with PIV Badge
Mac users may see a certificate prompt and should select the government affiliated certificate.
· Click SmartCard Log-In
· Enter Your PIV PIN on the pop-up screen

	Step 3: Register Your Device in MDM
Click here for detailed instructions
	[image: cid:image001.png@01D07EA8.F7CF0710] After you log into the MDR site, complete the steps to register your device in MDM. From a Windows or Mac computer:
· Click New MDM Registration
· Follow the on-screen instructions to initiate the MDM enrollment
· Choose to receive a link via SMS text by clicking Send Text or if registering an iPad, type the URL provided into your device’s Web browser.
· If you choose SMS text, enter Phone Number and Carrier then click Send Text.
[image: cid:32154816-00BC-4A02-ABDB-B615F21FFDEB]From your mobile device, click the link from your text message and follow the on-screen instructions. You will need the Passcode provided on the registration site.

	Step 4: Download MaaS360 App and Complete Registration
Click here for detailed instructions
	[image: cid:32154816-00BC-4A02-ABDB-B615F21FFDEB]From your mobile device:
· Enter the MDR registration URL and tap Go
· Tap Start > Install > Accept
· Next, tap Open and then type in your email address
· Enter your passcode from the MDR site 
· Read and accept the terms
· Tap Activate

	Step 5: Re-establish Your NASA Email Profile
Click here for detailed instructions
	[image: cid:32154816-00BC-4A02-ABDB-B615F21FFDEB]Re-establish your NASA (Exchange) email profile:
· Open the Mail App
· Enter your NDC/Exchange password and click OK. The mailbox will begin to sync and emails will begin to show up shortly (within 3 minutes). The default setting is to sync 30 days of email but is configurable to receive more.




Congratulations, you have successfully registered in MDM! 
There will be no noticeable difference in your mobile device and no additional restrictions placed on your account. 

If you had customized email preferences (i.e., number of emails showing on mobile device, etc.), you will need to redo those settings. 

If you participated in the MDM pilot, you are required to re-enroll.

Refer to the following resources for further information about MDM:
· Mobile Device Registration (MDR) Web site 
· Mobile Device Management Web Page
· Frequently Asked Questions
· MDM Overview

	Contact:
	For technical assistance, contact the Enterprise Service Desk:
· Website: https://esd.nasa.gov
· Telephone: 1-877-677-2123 (1-877-NSSC123) Option 2 
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To:  ACES - Managed Mobile Device End Users with Android Devices  

Subject:  ACTION: Mobile Device Management (MDM) Registration for ACES - Managed Devices  –   Android   

What is  Happening:  You are required to enroll your ACES - managed Android mobile device to meet  NASA’s Mobile Device Management (MDM) initiative. MDM provides for the  administration of NASA’s mobile devices to allow for better data protection,  deployment of mobile applications , asset tracking and management, and better  support of future NASA activities related to personal devices. In later phases, NASA’s  implementation of MDM will include  encrypted email capabilities on your devices  and ease of access to NASA systems and appli c ations, including password  simplification. While not all of these benefits will be available immediately, they will  be rolled out as phases of NASA's MDM implementation.   MDM includes the MaaS360 application that runs silently on your mobile device.  Initial   policy settings will be the same as the current ActiveSync policies applied to all  NOMAD mailboxes at initial deployment. After completing enrollment, you will not  experience any noticeable difference in how your device operates.    ACTION: Complete MDM  reg istration   by  Wednesday, May 27, 2015   Registering   in MDM is an easy  five - step process and should take less than 10  minutes.   To successfully register your device with MDM you will need to   have the following:      ACES Mobile Device      Your NDC/Exchange Password  

