[bookmark: _GoBack]
	[image: ]

	Distribution Date:
	May 20, 2016

	To:
	NASA HQ personnel whose PIV smartcard needs to be transitioned
User action is required!

	Subject:
	Four Cert PIV Smartcard Transition - MSD, OCE, OCIO, OCT, ODEO, OHCM, Office of Procurement, STMD

	Date:
	May 23-25; June 6-8; June 13-15; June 20-22 (by appointment)

	What’s Happening:
	You have been identified as a user whose Personal Identity Verification (PIV) smartcard (NASA badge) must be updated.
ITCD is hosting a transition room for users to receive assistance with the smartcard transition to four cert capability.  A “four cert” technician will work with users individually to perform the transition and provide brief instructions on the capabilities of the four cert smartcard.  You should visit the transition room even if you think you have already been transitioned.
For more information, visit the Four Cert PIV Smartcard Transition @ HQ Web page (NASA only).

	What to Expect:
	You will receive a follow-up email from idMAX, and if you haven’t already, you will be contacted to make an appointment. 
Appointments are available during the following time periods:
	Date
	Time
	Location

	Monday, May 23
	9 am – 4:30 p.m.
	Room MIC-5B

	Tuesday, May 24
	9 am – 4:30 p.m.
	Room MIC-5B

	Wednesday, May 25
	9 am – 4:30 p.m.
	Room MIC-5B

	Monday, June 6
	9 am – 4:30 p.m.
	Room MIC-5B

	Tuesday, June 7
	9 am – 4:30 p.m.
	Room MIC-5B

	Wednesday, June 8
	9 am – 4:30 p.m.
	Room MIC-5B

	Monday, June 13
	9 am – 4:30 p.m.
	Room MIC-6B

	Tuesday, June 14
	9 am – 4:30 p.m.
	Room MIC-6B

	Wednesday, June 15
	9 am – 4:30 p.m.
	Room MIC-6B

	Monday, June 20
	9 am – 4:30 p.m.
	Room MIC-6B

	Tuesday, June 21
	9 am – 4:30 p.m.
	Room MIC-6B

	Wednesday, June 22
	9 am – 4:30 p.m.
	Room MIC-6B


Each appointment is approximately 30 minutes for Windows users and 45 minutes for Macintosh users.  This includes processing time and training on the four cert functions. 
At the appointment, a Four Cert technician will:
· Verify badge eligibility for transition.
· Verify your computer has the proper software installed and configured properly.
· Backup your Entrust profile (if necessary).
· Transition your smartcard to four cert.
· Conduct tests to ensure the four cert smartcard works properly with Web browsers and applications.
· Ensure your four cert smartcard can be used for encrypting, decrypting, and signing e-mail.
· Provide a brief training session on the capabilities of the four cert smartcard.

	Actions Required for your Appointment:
	Bring your computer and smartcard to your appointment. If you have a Windows and a Macintosh computer, bring both of them to your appointment.
To ensure a smooth transition, prior to your appointment:
1. Verify that you have a Cosmo V7 badge and are eligible to have your smartcard transitioned.  Eligible smartcards have a serial number that begins with 4820 located above (or below) the barcode.
2. Ensure you know your smartcard PIN.  If you forgot your smartcard PIN, you must visit the NASA HQ Badging Office to have it reset.
3. Ensure you know your Data at Rest (DAR) encryption password. 
4. Ensure you know your Entrust PKI password (if applicable).

	Background:
	An initiative to transition NASA Personal Identity Verification (PIV) smartcards (NASA badges) to four certificate capability is underway.  This “four cert” smartcard is NASA’s next generation PIV card.  It provides a stronger identity assurance and can be used for physical access, desktop login (currently for Windows users only), as well as encrypting/decrypting e-mails, and signing e-mail and forms.
A majority of smartcards at NASA HQ are configured as “single cert” and must be transitioned to “four cert” status to comply with Federal and Agency security requirements.  

	Resources:
	Four Cert PIV Smartcard Transition @ HQ Web page: 
http://www.hq.nasa.gov/office/itcd/secure/four-cert-smartcard-transition.html 

	[bookmark: questions]Questions:
	Darline Brown, HQ Chief Information Security Officer, 358-2039

	Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov 
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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