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	Distribution Date:
	June 17, 2016

	To:
	[bookmark: _GoBack]Users scheduled to receive the Viewfinity EPM software

	Subject:
	Elevated Privileges Management (EPM) Software for HQ Users (Wave 0)

	Date:
	Tuesday, June 21

	What’s Happening:
	In an effort to provide a more secure computing environment, an Elevated Privileges Management (EPM) software tool, Viewfinity, will be installed on all ACES-managed Windows computers at HQ.  This software will be deployed in a phased approach during the month of June.  Once enabled, Viewfinity facilitates Elevated Privileges (EP) (also known as administrative rights).
EPM is an automated process using Viewfinity to determine on a case-by-case basis the functions a user may perform with extra permission. For example, when you try to perform a function that requires EP, there may already be a rule in place that allows the function to occur without the need to contact the HQ Elevated Privileges Team or the requirement to be a local administrator. If a rule is not in place, there is a process to request it be added or approved.
Viewfinity mitigates the risks of the traditional EP program and allows you to have many of the same privileges as EP – including installing software, adding printers, changing time settings, and running software that requires EP.  As a result, you will have more control over certain processes on your computer, such as installing your own printer driver, without going through a lengthy approval process.
Viewfinity will eventually replace traditional EP for most users who require the capability. 

	[bookmark: action]What to Expect:
	You are scheduled to receive the Viewfinity software on June 21.  The installation of Viewfinity will occur in the background and no user action is required.  Normal use of your computer will not be impacted.
Once installed, Viewfinity will facilitate elevated privileges (EP).  If you attempt to perform EP functions, depending on your action, it will allow you to install certain software or drivers immediately, or Viewfinity will send your request to the HQ Elevated Privileges Team for approval.

	Resources:
	HQ EP Web page:
http://www.hq.nasa.gov/office/itcd/elevated_privileges.html
EPM Quick Reference Guide: http://www.hq.nasa.gov/office/itcd/secure/EPM-Viewfinity-QRG.pdf 
EPM FAQs:
http://www.hq.nasa.gov/office/itcd/secure/faq-EPM.pdf

	[bookmark: questions]Questions:
	Brady Decker, HQ Chief Technology Officer, 358-2520

	Support:
	For assistance with the initial installation of the Viewfinity software on your computer, contact Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov 
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)
For assistance with EPM (using Viewfinity), contact the Elevated Privileges Management (EPM) Team:
· E-mail: hq-epm@mail.nasa.gov
· Phone: 202-358-1541

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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