

	[image: ]

	To:
	OIG and critical users who have received DAR

	Subject:
	Data-At-Rest (DAR) Information

	What’s Happening:
	Due to the risk of critical data loss in the event of lost or stolen computers, NASA is in the process of implementing Data-at-Rest (DAR) encryption on laptop computers and desktop computers containing sensitive information.  
You have been identified as a critical user who is among the first to benefit from the installation of the Symantec PGP Desktop for internal hard drive encryption, also known as DAR encryption.
The PGP Desktop software has been installed on your computer. 

	What You Need to Know:
	Per NASA policy, you are required to change your password every 60 days.  Initially, your PGP password will be the same as the password you use to log into your computer (i.e., NDC password).  Please be advised that once you change your NDC password, it will NOT update (or synchronize) your PGP password.  To change your PGP password:
1. Open the PGP Desktop
2. Click “PGP Disks” on the left
3. Select your user account at the bottom of the screen
4. Select “Change Password” on the right
For complete details, refer to section 5 of the Symantec PGP Desktop Setup User Guide.

	Benefits of DAR:
	[bookmark: _GoBack]This encryption solution will prevent compromise of sensitive data in the event of loss or theft of the device. DAR protects the data on your computer while it is powered off and prevents anyone except you from logging on to your computer.
DAR does not take the place of Entrust for encrypting individual files or for sending encrypted e-mail messages. E-mail messages sent from your laptop or desktop will be unencrypted unless you use Entrust to protect the message.  DAR is designed solely to protect against the loss or theft of your computer (i.e. a laptop stolen from a car or left in an airport lobby).

	[bookmark: action]Learn More:
	· HQ DAR Project Web page: http://itcd.hq.nasa.gov/DAR.html 
· ACES DAR Web page: https://aces.ndc.nasa.gov/subnav/dar.html 
· Symantec PGP Desktop Setup User Guide:
https://aces.ndc.nasa.gov/documents/SymantecPGPSetupUserGuide.pdf
· DAR Frequently Asked Questions (FAQs):
https://aces.ndc.nasa.gov/documents/SymantecPGPSetupUserGuide.pdf

	Support:
	Enterprise Service Desk (ESD):  
· Web Site: https://esd.nasa.gov
· E-mail: nasa-esd@mail.nasa.gov   
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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