
	[image: ]

	To:
	All NASA Headquarters Personnel

	Subject:
	Symantec Anti-Virus Notification – Trojan Risk Detected Message

	Dates:
	Thursday, July 24, 2014

	What’s Happening:
	Symantec Endpoint Protection, the anti-virus software used on ACES computers is reporting an inaccurate or “false-positive” detection warning on some computers.
You may encounter a Symantec Endpoint Protection Notification message which states a Trojan.Webkit!html security risk was detected.  A sample of the window is below.  This particular message is inaccurate and is not a cause for security concern.  If you encounter this notification, click Close and ignore.
[image: cid:image001.png@01CFA71C.8248DD90]
Your vigilance in reporting potential occurrences of malware and other IT threats to the NASA Security Operation Center (SOC) is important.  However, for this particular message, it appears to be caused by an issue with the Symantec anti-virus definitions update and is not a cause for alarm.   
The root cause of this issue is under investigation.  Users may encounter this message over the next few days.

	Additional Information:
	Symantec anti-virus vendor statement on false positive threat (Non-NASA Web site):
http://www.symantec.com/connect/forums/please-be-informed-current-trojanwebkithtml-false-positive  

	[bookmark: support]Support:
	For questions, or to report suspicious IT Security or Cyber-Security incidents, please contact NASA’s OCIO Security Operations Center (SOC) available 24x7:
· Phone: 1-877-627-2732 (1-877-NASA-SEC) 
· Email:  soc@nasa.gov 
· Online:  https://intranet.share.nasa.gov/agency/it/security/ops/default.aspx 
Enterprise Service Desk (ESD):  
· Web Site (submit ticket online): https://esd.nasa.gov 
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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