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	To:
	NASA HQ Smartcard-Only Login Users

	Subject:
	Smartcard-Only Login has been Enabled on Your Computer
User action is required!

	What’s Happening:
	Your Windows 7 computer is now configured for mandatory use of your NASA PIV smartcard and smartcard PIN when logging in and unlocking the screen.  The change will take effect in approximately 90 minutes or once you reboot your computer.  
No one (including ACES technicians) can log in to your workstation without a NASA Smartcard.

	Action Required:
	If you have not already done so, log in with your smartcard while connected to the network for the first time, so that Windows can synchronize your smartcard credentials.  You will then be able to log in with your smartcard while off-network.

	Tips for Using Smartcard:
	· Windows always prompts you to log in the way that you did the previous time, so the first time you log in with your smartcard, select Switch User | Smartcard login.  On subsequent logins, it will become your new default login mode. 
· If you forget your smartcard, or if it is lost, damaged, or stolen, you must temporarily have your computer configured back to its original state (login option of using your NDC credentials or smartcard) by submitting a ticket with the Enterprise Service Desk (ESD); identify yourself as a user who has smartcard-only login enabled.  The temporary change back process requires that your computer be physically connected to the NASA network and cannot be performed remotely.
· Your NDC password (also known as your NCAD password), previously used for logging in, must be maintained.  You will continue to receive e-mail notifications when it is going to expire, reminding you to change it.
· Your smartcard must be maintained.  Follow through with badge reissuance actions and PIV (smartcard) certificate update e-mail notifications.
· Although your login on your computer will require smartcard use, you may login to other NASA computers (e.g. go-to workstations) without your smartcard.  

	Resources:
	· HQ Smartcard Early Adoption Program:  http://itcd.hq.nasa.gov/smartcard-early-adoption.html 
· HQ Smartcard User Guide – Windows 7: http://www.hq.nasa.gov/office/itcd/documents/Smartcard-User-Guide-Windows7.pdf

	[bookmark: questions]Questions:
	If you have questions after reviewing the resources above, contact Marion Meissner, HQ Center PIV POC, 202-358-0585

	[bookmark: support]Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit a ticket online): https://esd.nasa.gov
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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